MaremaTudeckasi MOJIeJIb 1 METO/IbI
BepuduKanun KpunrorpadpniecKnx
ITPOTOKOJIOB

A. M. Muponos!

B macrosiieit pabore m3siaraercs HOBas MaTeMaTHIeCKas MOJIEIh
KpunTorpaduIecKuX MPOTOKOJIOB, U IIPUBOJATCS IPUMEDPHI IIPUMEHE-
HOS 9TOIl MOJIeNN JJIs PellleHns 3aJ1ad Bepudukaiun Kpunrorpadu-
9ecKuX IMPOTOKOJIOB. Kpunrorpaduueckue MpoOTOKOJIBI — 9TO pacipe-
JIeJIEHHBIE AJITOPUTMBI, [IPEIHA3HAYEHHBIE JJIsi 00ECIIeUeHus IepeTadn
KOHMUIEHITNAIbHON nHpOpManun B Hebe3onacHoit cpee. OHI UCIOb-
3YIOTCsl, HAIIPUMED, B 3JIEKTPOHHBIX IIJIATEXKAX, SJIEKTPOHHBIX TIPOTIE Ty~
pax TOJIOCOBAHUsI, CUCTEMAX JIOCTYIIA K KOH(MDHUIEHITUAIBHBIM JIAHHBIM,
u 1.7. Omubku B KpunTorpadpuuecKux IIPOTOKOJAX MOI'YT IPUBECTU
K 0OJIBITIOMY yIIIepOy, TOITOMY HEODXOIUMO HCIOJIb30BATH MATEMATH-
9eCcKue MEeTOIbI Jjis OOOCHOBAHUS PA3IMIHBIX CBOWCTB KOPPEKTHOCTH
1 6e30IMacHOCTH KPUNTOrpaduIecKuX MPOTOKOJIOB. B pabore m3iara-
IOTCSI HOBBIE METO/IbI (POPMAILHOM BeprMpUKAIINN KPUITOrpaAPUIECKIX
IIPOTOKOJIOB.

KuroueBbie cioBa: kpunrorpaduieckue TpoTOKOJIBI, TOCIET0BA~
TeJIbHBIE ITPOIIECCHI, PACIIPE/IEJIEHHBIE TIPOIECChI, BEPUMDUKAIIHSI.

1. BBenenune

1.1. Ilousitue kpurnrTorpadmvecKoro NpoToKoJia

Kpunrorpaduydeckuii nporokost (KII) mpeacrasisier coboit pacipe/ie-
JIEHHBIIl aJITOPUTM, OMUCHIBAIOIINI TTOPSIOK OOMEHA COOOIIMEHUSIMUA MEXK Ty
HECKOJIbKUMU areHTaMu. [IpuMepsl TAKUX areHTOB — KOMITBIOTEPHBIE CHCTE-
MbI, ODAHKOBCKHE KApPTOYKH, JIIOIM, U T.1.

Mg obecnievennst cBoiictB 6e3omacHoctn KII (Takmx nampumep Kak
KOHMDUIEHIIMAJIBLHOCTD nepeiaBaeMbix Janubix) B KII mMoryT ucmnosib3oBarhb-
cst kpunrorpadudeckue nmpeobpasopanusi (mmdpoBaHue, 3JIeKTPOHHAST OJI-
[HCh, X3M-DYHKIUKN, U T.00.). MbI npejmnosaraem, 9To Kpunrorpadudeckue
npeobpazoBanus, ucrojblyemblie B KII, siBiisitoTcs uieaabHbIMU, T.€. YIO0BJIE-
TBOPAIOT HEKOTOPBIM aKCHOMAaM, BBIPAYKAIOIINM, HAIIPAMED, HEBO3MOXKHOCTD

! Muponos Andpeti Muzatirosus — TONEHT Kad. MATEMATHUECKON TEOPHH MHTELIEKTY-
aJIbHBIX cucTeM Mex.-MatT. d-ta MI'Y, e-mail: amironov66@gmail.com.

Mironov Andrew Mikhailovich — associate professor, Lomonosov Moscow State
University, Faculty of Mechanics and Mathematics, Chair of Mathematical Theory of
Intellectual Systems.
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U3BJIEYEHUs] OTKPBITHIX TEKCTOB U3 MIU(PPTEKCTOB 0€3 3HAHUST COOTBETCTBY-
IONMNUX KPUNTOTPADUIECKUX KJTIOUei.

1.2. Va3zBuMocTH B KpunTorpadmudecKux IIPOTOKOJIAX

Mmuorue yaspumoctu B KII cBs3aHbl He ¢ IJIOXUMH KPUITOrPpapUICCKAMU
Ka4ueCcTBaMU UCIOJ/Ib3YEMbBIX B HUX KPUIITOIPAMDUIECCKUX IIPUMUTHABOB, & C JIO-
rugecknmu omubkamu B KII. Haubosee sspkum nmpumepom ysassumoctu B KIIT
sieysiercst ysispumocth B KIT ayrenrudukamuu Hupxsma-ITIpenepa [7T8NS],
KOTOPBIi ObL1 omybsmkoBaH B 1978 I., U MCHOJIB30BAJICST B KPUTUIECKHUX II0
6ezomacHocTH nHAMOPMAIMOHHBIX cucTemax. Cycrs 6ostee 16 Jier mociie Ha-
yaJia ucriosib3oBanus sroro KII B Hem obnapy»Kkusach jornyeckas OIMOKa
[95L], cBsizaHHAsT ¢ BOBMOYKHOCTBIO HENIPELyCMOTPEHHOTO HEYECTHOTO TIOBE e~
HUs OHOTO U3 yaacTHUKOB 3Toro KII u moapeiBarorias 6e30macHOCTb 9TOr0
KII. OcobennocTh 9T0i OMIMOKHN 3aK/I09aeTcst B ToM, 9To manubiii KII siBiis-
eTCsl TIPeJIeJIBHO MTPOCTBIM PACIPEIEJIEHHBIM aJTOPUTMOM, COCTOSIIIIAM BCETO
13 Tpex AefCTBUii, U IIpu BulyaabHOM aHajause 3toro KII orcyrcrBue B HeMm
omubOK He BBI3bIBAJIO HUKAKUX coMHeHmit. Omubka Obliia 0OHApYKeHa JIUIITh
[IpY ITOMOIIM WHCTPYMeHTa aBToMaTu3npoBannoil Bepudukamumn KII.

Hpyroit npumep norndeckoii omubkn B KIT (B3sT u3 crarsn [14CK]): B
KII Bxoma B nopran Google, O3BOJISIONIEM TI0JIB30BATEN0 UIEHTHMOUIIIPO-
BaTh ce0st TOJILKO OJIUH pa3, a 3aTeM 00pAIaTbCsl K PA3JIMIHBIM [TPUIOYKEHY-
am (Taknm, Hanpumep, Kak Gmail nian xkanengaps Google), obHapy»kena Jjro-
rUYecKas OIMIMOKa, MO3BOJISIIONIAasl HeYECTHOMY IIOCTABIIMKY YCIYT BBIIABATD
cebs 3a J1000ro M3 CBOUX II0JIb30BaTENEl JJIsd JPYToro HOCTABIIUKA YCIYT.

CymecrByer muoro jpyrux npumepos KIT (em. manpumep [81DS], [87NS],
[95AN] [08CISTW]), B KOTOPBIX OOHAPYKHUJINCH YS3BUMOCTU CJIEJLYIOIIEro
BHUJIA:

e yuactauku 5Tux KII mMoryT mosydars mckaskeHHBIE cOOOIIEHUsT (TN
BOOOIIE TEPSATH MX) B pe3y/bTaTe IepexBaTa, yAAJeHUs WJIN UCKAYKe-
HUsI TPOTUBHUKOM TIEPETaBAEMBIX COOOIIEHN, ITO HAPYIIIaeT CBONCTBO
[IEJIOCTHOCTH TI€PEJABAEMBIX COODIITEHNIA,

® IPOTHUBHUK MOXKET Y3HATH CEKPETHYIO HH(MOPMAIMIO, COAEPKALLYIOCS B
IIepexBadIeHHBIX COODIEHUSIX, B PE3YJIbTATe Yer0 HapyIIaeTcs: CBONCTBO
KOHMUIEHITNAILHOCTH IT€PEIaBAEMbIX COODIIEHMIA.

Taxxke ects npumepst ysassumocteit B KII, ncrmonb3yeMbix jist ayTeHTH-
durarmu mnepe IpoBaitiepaMu MOOMIBHON Te/IeDOHHON CBA3U, I CHITUS
nerHer B 6baHkomaTe, Jjig pabOThI C 9JIEKTPOHHBIMU HACIIOPTAMU, ITPOBE/ICHUS
SJIEKTPOHHBIX BBIOOPOB, U T.JI.
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Bce aTu npumMeps ABASIOTCS 000CHOBAHUEM TOTO, YTO B KPUTHIECKUX I10
6€e3011aCHOCTH CUCTEMAX HEJIOCTATOYHO HepOpMaJIbHOIO aHaIM3a TPeOyeMbIX
cBoiicTB be3omacHoCTH ncob3yeMbix B Hux KII, nHeobxomumo

® IIOCTPOEHIE MaTeMaTUdeCcKux MopeJsieil anaausupyeMorx KII,

e onucanue coiicTB anasmsupyembix KII B Bujie MaTtemaTnyeckux o6b-
€KTOB, Ha3bIBaeMbIX crienudukanusamu cpoiicts 3tux KII, u

e 10cTpoeHUE (DOPMAJIbHBIX JIOKA3aTEJbCTB YTBEPXKJIEHUNH O TOM, UTO
anasmsupyemble KII yioBieTBopsitor (Wiim He yJIOBIETBOPSIIOT) CBOUM
cueruduKaIusM, IPOIELypa MOCTPOECHUsT TAKUX JIOKA3ATE/ILCTB HA3bI-
Baercs Bepudukanueit ananunsupyembrx KII.

B macrositiieit pabore crpouTcs HOBast Maremarmdeckas mojesnb KII, B
TepMUHaX KOTOPOH MOXKHO BBIpaXkaTh Takme cBoiicTBa KoppekTHocTu KII,
KaK HaIIPUMEP IIEeJIOCTHOCTh U KOH(MUIEHINAJIHHOCTD IIEPeIaBaeMbIX COODIIE-
Huit (T.e. 060CHOBaHME CIIEYIONUX CBOHCTB anasmsupyemoro KII: coobmie-
HU¢, ITOCJAHHBIE OAHUM ydacTHHKOM 3rtoro KII mapyromy ydacTHHKY 9TOro
KII, noxomar mo mosydare/ss B HEMCKAXKEHHOM BUJIE, U COJEPIKAHUE ITUX
coobreHuit He 6yJIeT M3BECTHO TPOTUBHUKY ), WK ayTeHTHdUKarms (T.e. J10-
Ka3aTesIbCTBO nojnuaocTn) yuaactaukos KII.

1.3. OcHoBHBIE MeTOAbl MOJEJMPOBAHUA U BepuduUKaiau
Kpunrorpadundeckux IIpoOTOKOJIOB

O630pb!I HauboJIEE MUPOKO UCIIOJIb3YEMBIX METOIOB MOJIE/TUPOBAHNUSA U BEPU-
dbuxanun KII conepxkarcs B kunrax [11CK| u [12CM]. OcHoBHbIe Ki1acch
momeneit KII u moaxonos k¥ Bepudukanuu KII nmeror ciremyommuit Bu.

1) Jlormyeckue mopeJin.

JlaHHbIi KJTacc MoJiesiei ObLT CAMBIM ITEPBBIM ITOAX0I0M K MOJIEJIMPOBA-
auio u Bepudukarnun KII. Ha ocroBe gammoro kaacca Momeneit mpobae-
ma Bepuduranuu KII cBogurcst K mpobjieMe OCTpOeHUsT B HEKOTOPOM
JIOTUI€CKOM HCYHUCJIEHUN JI0KA3aTEILCTBA TEOPEMBI O TOM, YTO AHAJIU-
supyembiit KIT obsanaer 3amanabivu csoiicrBamu. B paGore [90BAN]
OblLa U3J/I02KeHa IepBas MaTeMaTudecKkas mojenb KII, nazpisaemast j1o-
rukoii BAN (HasBanume 5TOil JIOTUKH COOTBETCTBYET (haMUIHIM €e
coznaresneii — Bappoysa, Abaju u Hugaxsma). JlanHast Mozens umeer
6oJIbINIE OIPAHUYEHUSI: B HEll IPEIIoIaraeTcs, YT0 YIaCTHUKNA aHAJIM-
supyemoro KII saBjstioTcst 4eCTHBIME, T.€. TOYHO BBIIIOJIHAIOT MIPEJIIIICA-
nusa KII. Takoe orpannvenne He MO3BOIUIO0 OOHAPYKUTH YIIOMSIHYTYIO
poime ysizpumocTb B KIT Huaxama-IIpenepa. Kpome Toro, nanaas Mo-
JieJib He 1103BovisgeT aHasm3npoBaTh Kl ¢ HeorpanndeHHbIM TOPOXK 1e-
HueM ceancos. Anmnapar joruku BAN 6611 passut B paborax [90GNY],
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[91AT], [93vO] [93SM], [94KMM], [96SvO], [02SW]. Baxxubim Kraccom
JIOTUYECKUX UCUUC/ICHI JJId MOJACJINPOBaHUA U aHaJIN3a KII ABJIAETCA
KOMITO3UIIMOHHAs JIoruKa 1IpoTokosaoB (Protocol Composition Logic),
koTopoit nocssensl paborst [01DMP], [07DDMR], [08C], [I1IDMRS].

OmauM u3 KiaaccoB jorndeckux Mozeneit KII ceszan ¢ Jjrormyeckum
IporpaMMHUPOBaHUEM. B MaHHBIX MOJIENISIX AU IIPOTOKOJIA IIPEICTAB-
JIAOTCA B BUJAe IIPpaBUJI IEePCIINCbIBaHUA TEPMOB. ﬂﬂﬂ MO/ INPOBAaHUA
KII ucrionp3yiores Kiaay3bl XopHa W CUCTEMBI YPABHEHUN C OTpaHU-
genusiMu (constraint systems). lasnbiit noxxos u3naraercst B paborax

[01B], [05AB], [14CK]| u xp.

BaxxHBIM KJ1aCCOM JIOTHIECKIX METOA0B MojAenpoBanus n anam3a KII
siBJIsteTCsl MHLyKTUBHBIN Meroj [Tayinscona: [97P], [98P], [99P], [00B].

Moytesu, ocHOBaHHBIE Ha ajiredbpe IMPOoIEeccosB.

NcrounnkoM JTaHHOTO KJIacca MOJIeJIel SIBJISIETCST OCHOBOIIOJIATaIOIIAsI
pabora P.Mwumnepa [80M|. B manmnoii pabore crpoutcst Mojenab B3a-
UMOJIEHCTBYIOIIUX IIPOIECCOB, B KOTOPOI IPOIECCHI MPEJICTABIISIIOTCS
Tepmamu. Ha 3Tux TepMax BBOJUTCS OTHOIIEHHE HAOJIOIAEMON K-
BUBAJIEHTHOCTH, KOTOPOE MO3BOJIsIeT 3(Ph(HEKTUBHO BBIPAKATH PA3JIMYI-
HBbIE CBOICTBA IPOIECCOB, CBS3aHHBIC ¢ OE30MACHOCTBHIO (B 9aCTHOCTH
CBOIICTBA CEKPETHOCTH M aHOHMUMHOCTH). IlepBoii paboroii, B KoTOpOIt
n3naraercst momenb KII Ha 6aze momxoma P.Mumnepa, siBistercst cra-
Tbst M.A6aau u A.Topiona [99AG|. Cpeau npyrux paboT, OTHOCSIIIX-
Csl K 9TOMY HAIpaBJIeHHIO, MOKHO oTMeTuTh padorst [00RS|, [01AF],

[05KR], [07TABF], [11RS], [L6ABF], [16B], [17CW], [21CDS|.

Mogenu, ocuoBanubie Ha CSP.

CSP (Communicating Sequential Processes) — 510 maremarnye-
ckuii anmapar, pazpaboranublii A.Xoapom [85H| u npejHasHaueHHBIN
JUTST MOJIC/TUPOBAHUST W AHAJIN3a PACIPEJICTEHHBIX BBIYHUCIUTETHHBIX
mporieccoB. Ha 6ase aToro ammapara IOCTPOEH METOI MOIECJTUPOBAHUST 1
sepudukanun KII, nanbosree nosmo ussnoxkennseiii B kuure [JORSGLR].
Henyxkrtusaas Bepudukanus KII Ha ocHOBe JTaHHOTO MOXOA UCIOTIb-
gyer nousitue panr-dpyHKuu. Cpeiu paboT, OTHOCAIIUXCH K JAHHOMY
HAIIPABJICHHIO, MOXKHO OTMeTHTH pabors [96SS], [96S], [97LR], [97DS],
[98S], [21RCSSS].

Mopenu, ocHoBaHHbIe HA MpOCTpPaHCTBax HuUTell (strand spaces).

[IpocTpancTBa HUTEN MTO3BOJIAIOT HMPEJACTABIATH IIPOIECCHI, BXOMIAIINE
B KII, B Busie rpaduueckux 00beKTOB (HA3bIBAEMBIX HUTSIMHE), B KOTO-
PBIX YKa3aHbl 3aBUCUMOCTHU MKy JeHCTBUSMU, OTHOCIIIUMUCS K Pa3-
JimaHbIM TIporieccaM. Cpenu paboT, OTHOCSIIAXCST K METO/IAM MOJIEJIH-
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posanust 1 Bepuduraun KIT Ha 0CHOBe IIOHSATHSI IIPOCTPAHCTBA HUTEI],
MozkHO orMeTuTh paborsl [98THGL]|, [98THG2|, [99THG1|, [99THG2],
[00GT2], [02GT], [05CDLMS], [07DGT1], [07DGT2], [07TDGT3], [12G],
[L3LP], [L6YEMM].

1.4. CpaBHeHMe npeaJjaraeMoil MoaeJn KPUIITOrpaduiecKnux
IIPOTOKOJIOB C JIPYTUMU MOJIEJISIMU

Mogens KII, uzmaraemast B HacTosiieit pabore, yHac/e10Baa HanboJee cy-
IIeCTBEHHBIC Ka4deCTBa Mo,zgeﬂeﬁ KazKJIOoT0 M3 IepeYrC/IEHHBbIX BbBIIIE YEThbI-
pex kJaccoB. B sroit momenu KII npencrapisiiores B Bule pacipeieeHHbIX
nporeccos (PIT), B3amMojeiicTByOIUX IyTeM acCUHXPOHHOI Iepejadn co-
obmennit gepes Kanasnl. Kaxxaprit PI1, coorBercTBytomuit kakomy-au6o KII,
pejicTaB/isieT coboii COBOKYITHOCTD HOc/IeioBaTe/bHbIX mporeccos (ITIT), mo-
nenumpytomux paboty yaactaukos storo KII. Kak mpasuiio,

e stu 111 mpeacTaBisitoT OO0 MOCIET0BATEILHOCTH IEHCTBIM, KOTOPHIE
rpadudecKn MOXKHO N300pa3uTh B BUJE HUTEH, 1

e poinosrenne Beero KIT MOKHO HpesicTaBuTh B B/ IPOCTPAHCTBA HI-
Teil, TOUKH Ha KOTOPBIX CBsI3aHbI pebpaMi, N300parkarouMy IIepe/iady
u npueM coobiennii, cM. Hanpumep (68) u (95).

Csoiicta KII mMoryT mnpejicraBisiTbCsi B BUJE JIOTUIECKUX (DOPMYJI, JIJIst
000CHOBaHMSI KOTOPBIX MOI'YT HCIIOJIB30BATHCS CTAHAPTHBIE aJIlOPUTMBI JIO-
rudeckoro BbiBoja. Kpome roro, mekoropsie cpoiictsa KII (Hanpumep ano-
HUMHOCTH) M.6. BBIPAsKE€HBI B BUJI€ OTHOIIEHUsT HAOJIIOIAeMOil SKBUBAJICHTHO-
ctu Mexk 1y coorBercTByomuMmu PII, anasorndno ToMy, Kak 3TO JIe/IaeTcs B
Mogzesnstx KII ocHOBaHHBIX Ha IPOIIECCHOM aaredpe.

[Tepedncaum OCHOBHBIE JOCTOMHCTBA IPEJJIOKEHHONW MOIEIN.

1) HoxkazaresnbcrBa coiicrs koppektHoctn KII Ha 6a3e mannoil moeinn,
CYIIECTBEHHO KOPOUe, YeM J0Ka3aTe/IbCTBa 9TUX CBOWCTB Ha Oa3e Jpy-
rux mojeneit KII. JIjgst 060cHOBAHUST 9TOTO YTBEPKICHUST MBI TIPUBO-
M npumepsl Bepudukarun asyx KII: Yahalom [00RSGLR]| n KII
nepenadn coobiennii, B3aToii 13 [99AG|. Bepudurarnums stux KII B
BBITICIIPUBC/ICHHBIX NCTOYHUKaX 3aHUMaCT HECKOJIbBKO JeCATKOB CTpa-
HUIL, B TO BpeMs Kak Bepudukanust KII Yahalom ma 6asze npemamoxen-
Hoit Mosiesn (myHkThI 3.2.3, 3.2.4, 3.2.5) 3aHMMaeT MeHee 4 CTpaHUIl, a
sepudukanus sroporo KII (mynkr 3.3.2) — menee 3 crpamui. Kpowme
TOrO, aHAJIN3 JIOKA3ATEIhCTB KoppekTHOocTH jaHHbix KII mokasbiBaer,
UTO 9TH JJOKA3ATEIbCTBA TIPOU3BOIATCS TI0 MMAOIOHHON METOINKE U M.H.
MTOPOYKIEHBI ABTOMATHIECKH.
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2) Ecmu anammsupyembie KIT cocTosT n3 KOHETHOrO 9nc/ia KOMIOHEHTOB
6e3 nukI0B, TO Bepudukarus Takux KII MmoxkeT ObITh TpoOBeIeHa TTOJI-
HOCTBIO aBTOMATUYECKH, HA OCHOBE BBEJEHHOI'O B HACTOsiIIell pabore
MOHATHS T'pada IEePexo0B, UTO MOKA3aHO Ha YeThipex npumepax KII
(mysxrer 3.1.4, 3.1.5, 3.1.7, 3.1.8), B3areix u3 padorsl [99AG|. B sroii
pabore Bepudukarnusi ganabix KII mpegcrasisier coboii HETpUBHAJIB-
Hble MaTeMaTU4eCKne PacCy2KJIeHUsi, B TO BPEMs KaK B HACTOIIEH pa-
6ore mauubie KII Bepudurnupyrorcs myrem BbraucaeHust pOpMyJI, UC-
TUHHDBIX B BepIIMHAX I'PA(OB IEPEXOIOB.

3) Beegnennsiit B HacTosimieit pabore s3bik onucanus PII mossosisier ¢Tpo-
nTh Takue Mojenu KII, Koropble mMEIOT CyIecTBEHHOE CXOJICTBO C HC-
xoaHbIME onucaHuaMu KII. D9To o6cTosITe/IbeTBO SBJISIeTCs CYIIEeCTBEH-
HBIM B TOM cjydae, Korjga B ananusupyemoMm KII B pesynbrare Bepu-
durarmu oOHApPYKEHA OIMMUOKA, U HEOOXOAMMO Tak MOIU(PUITPOBATH
anaymsupyembrit KII, aTobbr yerpanuTs o1y omubdky. Eciu momens KII
cxoxKa ¢ onmcanneM roro KII #Ha mcxoaHoM si3bIke, TO U1 YCTPAHEHHS
obnapyxxennoit omubku B KII cnadasa mMoxker ObITh BBIIIOJHEHA KOP-
pekmust mogenun 3roro KII, koropas 3aTeM HECJI0:KHO IIpeodbpasyeTcs B
Koppekimo anajgusupyemoro KII mHa mcxomaoM s3bike.

OTMeTuM, 9TO M3JI0KEHHDIA B HacTosIIell pabore si3bIk omucanus PII
HAMeeT CaMOCTOSITEIbHYIO IEHHOCTh, M MOYKET PAacCMaTPUBATHCA KaK HO-
BBI SI3BIK OIIMCAHUI paciupeaesieHHbIX aJI'OPUTMOB.

2. IlociemoBarebHBIE U paclpee/iIeHHbIE
MIPOIECCHI

B sTom maparpade Mbl n3siaraem IMOHSTHS [OCJIEIOBATEILHOTO U Pacipeie-

JieHHOTO TporieccoB. 1locite/toBaTeIbHBIN IPOIECC ABJISAETCH MOJIEJBIO YYacT-

mnka KII, a pacnpenenennsrii mpoiecc saBaserca mojiebio Bcero KII. ITpes-

JIO’KEHHAsT MOJIE/Ib SABJISETCSI TEOPETUIECKON OCHOBOH /I METOI0B Bepuu-
karun KII, m3naraembix B maparpade 3.

2.1. BcooMmorarejabHbIE IOHATUA

2.1.1.Tunbl, KOHCTAHTBI, MepeMeHHbIe, (PYHKIIMOHAJIbHbIE CUMBOJIbI

[Ipenmonaraem, aro 3asansl MHOXKecTBa 1T'ypes, Con, Var u Fun, 3jieMeHTHI
KOTOPBIX HA3BIBAIOTCS TUMAMU, KOHCTAHTAMU, EPEMEHHBIMU, 1 PYyHK-
nmoHabHbIMHU cuMBosiamu (P C), cooTBETCTBEHHO.
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Kaxaomy snementy x muoxkects Con, Var u F'un comocraBiieH HEKOTO-
poiit Tun 7(x) € Types, upuuem ecim x € Fun, to 7(x) nmeer Buj

(T1y.oyTn) = T, THE T1,...,Tn, T € Types.

2.1.2. Tepmbrl

B sToMm nymnkTe orpeiesnisieTcss MHOXKeCTBO 1T'm T€PMOB, KOTOPbIE IIPeHA3HA-
Y€eHBI JIJIs OIIUCAHUS COODINEHUIT, TIePeCchlIaeMbIX BO BpeMsi BouiroHeHust KII.
MpmuozkecTBo T'm onpejiensercs nuiykTusHo. Kak/1oMy TepMy e corocTaBiien
HekoTopbiil Tun 7(e) € Types. Oupesiesienne TepMa UMeeT CJIeY oMU BUJT:

e Va € ConU Var x smisiercs repmoM tumna 7(x),

e ecciiu f € Fun, ey,...,e, —tepybl, u 7(f) = (7(e1),...,7(en)) — 7, TO
sanuch f(e,...,ey,) sIBISIETCS TEPMOM THUIIA T.

ByneMm ucrnosib3oBarh cieyomnme 0003HaYeHnsI:

e VecTm Var(e) ={x € Var | x Bxogur B e},

o VX C Var Tm(X)={ecTm| Var(e) C X},

e VECTm Ex=EnNVar,uVr € Types E; ={ec E|7(e) =7}

[Tyctsb e, ¢’ € T'm. Tepm e HasbiBaeTcsa HOATEPMOM TepMa, €', ecn e = €,
wm € umveer Bug f(eq,...,e,), tae f € Fun,u 3i € {1,...,n}: e — noxrepm
tepma e;. 3amuch e C €, tie e,/ € Tm, o3nagaer, uro e — noarepm €.
Bamuck e C €/, tae e, e’ € Tm, oznavaer, uro e C €’ u e # €.

Wupyknueit mo crpykrype TepMa € € T'm HeTpyJHO J0Ka3aTh, UTO

eClIN €] U €y — Pa3InIHbIe TTOATEPMBI TEPMa €, TO Judo e C €3,

(1)

b0 ey C e1, OO €1 U ey He UMEIOT OOIINX KOMIIOHEHTOB.

Bamuce x € e, rie x € Var, e € T'm obosnavaer yrBepxKiaeHue r C e.
Huxke s kaxkioit paccMarpubaeMoit dynknun suga f : E — E') rue
E,E' C Tm, 6ynem npennonarars, uro Ve € E 7(f(e)) = 7(e).
2.1.3. Ilpumepsl TUNIOB
Bynem caurars, uto Types COAEPHKUT CJIELYIONTNE THUIIBL:

e Tun A, TepMBI 3TOTO TUIA HA3BIBAIOTCS areHTaMM,

e Ty C, TepMBbI 9TOTO TUITA HA3BIBAIOTCS KaHaJIaMU, OHU ODO03HATAOT
KaHaJIbl CBSI3U, IIPU IIOMOIIM KOTOPBIX areHThbl B3aUMOJCHCTBYIOT IPYT
C JIPYTOM IIyTeM Iepesiadin COODIIEeHNUIA,
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tun K, TepMBbl 9TOro THUIa Ha3BIBAIOTCS KJIIOYAMM, OHH 0003HAYA-
0T KpUITOrpaduIeckue KJIFIH, KOTOPbIe Ar€HTHI MOTYT UCIO/Ih30BaTh
JJIst P pOBaHUsT WK A€ POBAHUS COOOIIEHNUI,

Tu M, TepMBbI 3TOr0 THUIIA HA3BIBAIOTCS COOOIMEHUSIMM, OHI 0DO3HA-
qaioT COOOIIEHUsI, KOTOPbIE areHThl MOI'YT IIEPEChLIATh IPYT JAPYTry BO
BpeMsi CBOell pPaboThI,

Tun N, TepMbl 9TOr0 THUIA HA3BIBAIOTCI HOHCAMM, OHU O0DO3HAYAIOT
IepeMeHHble ¢ YHUKAJIbHbIMU 3HAYEHUAMU,

Tun P, TepMbl 9TOro Tua Ha3bIBAIOTCs ITPOIECCAMU.

Samucu Agents, Channels, Keys, Messages, Nonces u Processes obo3Ha-
JaloT MHOXKECTBA BCEX areHTOB, KAHAJIOB, KJOYed, COOOIIEHUH, HOHCOB U

ITPOIIECCOB, COOTBETCTBEHHO.
Bymem mcrionb3oBaTh CaeayIoniue COrJIAIEHNsT U 0003HATEHUS:

MHOXKecTBO Channels comepKUT IepeMeHHy0, 0003HaATaeMyI0 CHMBO-
JIOM O, ¥ Ha3bIBAEMYIO OTKPBITHIM KAHAJIOM,

T M BKJIIOYaeT Bce Jpyrue TUIbI u3 1ypes, T.e. TepM JIF0O0ro TUIIA
SIBJISIETCS TaKKe TepMoM Tura M,

Vn > 1,V7 € Types muoxkecTBO T'ypes CONEPKUT THUII T, SHATCHUSI
KOTOPOTO — KOPTEXKHU JJIMHBI 1, COCTOATINE N3 3HAYEHUN TUTIA T.

2.1.4. ITpumepsbl DYyHKIIMOHAJIBHBIX CUMBOJIOB

Bynem mpennonarars, uro Fun comepxut cienyomme OC.

DC tupley,, rne n > 1 u 7(tuple,) = (M,...,M ) - M,,.
—_———
n
st kaxkgoro cnucka (eq, .. ., €,) TepMoB TepM tupley(eq, . .., e,) Oy-
JieT 0603HaUATHCs 60JIee KOPOTKOM 3aIHCEIO (€1, . . ., €p).

DC pryi,taen>1, 1€ {1,...,n}, u 7(prp;) = M,, — M.

Ve € T'mm, TepM pry i(e) siBasercs i—if KOMIOHEHTOH KOPTeXKa €, 1
ByseT 0603HAIATHCST 3AIUCHIO (€);.

o OC hash_ function (Bo3moxio ¢ unjgexkcamu) tuna M — M.

Tepm Buga hash__function(e) obosHauaer 3HaveHHE XII-DYHKIAN
COODIIEHUS €.
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o OC encrypt u decrypt tuna (K, M) — M.

Tepmbl Buza encrypt(k, e) u decrypt(k, e) obozHauaoT coobIIEHMsI, T10-
aydaemble mdposarueM (1 JemudpoBaHueM, COOTBETCTBEHHO) CO00-
HIEHHs € Ha KJode k.

o OC public_key tuna A — K.
Tepm public _key(A) nHaspiBaeTcsi OTKPBITBIM KJIFOYOM areHra A.

Tepmbl Buga encrypt(k,e) u encrypt(public_key(A), e) 6yaer obosua-
vyaThbes 3anucsmu k(e) u A(e) cooTBEeTCTBEHHO, JAHHBIE TEPMbI HA3bI-
Batorcs mndpoBanabiMu coobireHusivu (IIIC).

o OC shared key tuma A,, — K, rne n > 2 (T.e. 01HO 1 TO Ke 0603HA-
gyenue shared key ucnonnsyercs nst cemeiicrea OC).
Tepm Buma shared key(Ai,...,A,) Ha3biBaeTcsi pasaeasieMbIM
KJIFO4YOM arentoB Aj, ..., A, n Oymer 0603HaIaTHCS 3AIUCHIO KA, A, -

e OC shared channel tuna A, — C, tae n > 2 (T.e. OIHO U TO ¥)Ke
obosnavenne shared channel ucnonbsyercs st cemeiicra OC).
Tepm Busa shared _channel(Aq, ..., A,) Ha3bIBaeTCsl pa3aeasieMbIM
KaHaJIoM arenToB Aj, ..., A, u Oyjer 0003HAYATHCH 3AIHCHIO CA, . A, -

o OC digital signature tuna (M, A) — M.

Tepm Buna digital _signature(e, A) oboznadaer i POBYIO MOJINCH
COOOIIEHHS e, CIEJaHHYIO areHToM A.

Tpoiika (e, A, digital _signature(e, A)) Gymer obo3HadaThCst (€) 4.
Byzem ucnonbzosars ciepyiomue obosuadenus: Ve € T'm

VarEncKeys(e) ={keVark|3e €Tm:k(e)C e},
OpenEncKeys(e) ={A € Vara|3e € Tm: A(e) Ce}.

2.1.5. Beipaxkenust

B stom myHkTe ompenessercs MHOXKECTBO Fxrpr BbIpa*KeHUIi, KOTOPBIE
[peIHA3HAYEHbI J/IsT ONMMCAHUsI MHOXKECTB TepMoB. Hampumep, B KadecTBe
TAKOTO MHOKECTBA MOXKET BBICTYIIATH COBOKYITHOCTH TEPMOB, JOCTYITHBIX B
TEKYIIIi MOMEHT KAKOMY-JIH00 IIPOIIECCY, W COBOKYITHOCTH COOOIEHN, Ha~
XOISAIINXCA B TEKYIIUI MOMEHT B KaKOM-JIMOO KaHAJIE.

BeipakeHneM Ha3bIBAETCs 3AIUCH OTHOTO U3 CJIEIYIONINX BHUIOB:

o K rne FE CTm,

e [P| u[c], tne P € Processes, ¢ € Channels,
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o k"Y(E), rne k € Keys, u E € Expr,
e ENE',EUFE', -E, tne E,E' € Expr.

VE € Expr Var(E)={x € Var | z sBxonur B E}.

Buipazkenus suga k= ([P]) u k~!([¢]) obosnaqatorca k~1[P] u k~![c] co-
oTBeTCTBeHHO. Boipaxkenust Buja {e}, rue e € T'm, obosnavatorcs 6e3 bu-
I'YPHBIX CKODOK.

Huzke KaK/[I0My BBIParXKEHHIO COIOCTABIISIETCsSI 3HAYEHHE 9TOI0 BbIpazke-
HUSI B TEKYIUI MOMEHT BPEMEHHU, KOTOPOE SIBJISAETCS MHOXKECTBOM TEPMOB.

2.1.6. ®opmyibl

B srom nynkTe onpemnensiercs: monaTne POPMYJIbI, KOTOPOE IIPeTHASHAYEHO
JIJIsT OIIMCAHUSI CBOMCTB MHOXKECTB TepMOB. B ollpesiesieHnu JTaHHOTO TOHATHS
HCIIOJIb3YeTCsl TIOHsTHE d1eMeHTapHoi dopmynbl (DP), koropast npe-
CTaBJIAET COOOM 3AIMCH OIHOIO U3 CJIAEIYIINX BUIOB:

l)ee E,E=FE ,ECFE EDFE tneeecTm, E,E € Expr,
2) ElcPuFE1lgP,tne ECTm,P € Processes,
3) atp =i, rue P € Processes.

D@ BBIpaXKAIOT CBONCTBA 3HAUEHU BXOJSIIUX B HUX BBIPDAXKEHU B TEKY-
Uit MOMEeHT BpeMeHu. 9P M3 mepBOro IMyHKTa BBIPAXKAIOT CBOWCTBA, COOT-
BETCTBYIOIIUE BXOJSIIAM B HUX T€OPETUKO-MHOYKECTBEHHBIM CHUMBOJIaM. DD
13 BTOPOTO IIyHKTa BHIPAsKalOT CBOCTBA, M3JI0XKEHHBIE B IyHKTE 2.2.4, DO
U3 TPETHETO MYHKTAa BBIPAXKAIOT CBONCTBA TEKYIIETO COCTOSHUS ITOCIETIOBaA~
TEJBLHOTO IIpoliecca, moapobuee cM. B myHkTe 2.2.3.

[Mpumepsr DO:

decrypt(k,k(e)) =e, taek € Vark,e € Tm @)
proi(er,....en) =€, tmen>0,0€{l,...,n}e1,...,e, € Tm.

®opmysoii Ha3bIBaeTcd NMPOU3BOIbHAA COBOKyMHOCTh O®. Kaxkmas
dopmyna p = {p; | i € I} BbIpazkaer yTBepKIeHUE, IPEICTABIISIONIEe COOOIT
KOH'BIOHKIINIO YTBEPXK/IeHNil, BbipakaeMbix DD ¢; (i € I).

MmuozkecTBO Beex GopMyst obo3HaUaeTcst 3amucbio F'm. Vo € F'm 3amuck
Var(yp) obo3HagaeT MHOXKECTBO BCEX NEPEMEHHBIX, BXOJSIIUX B (.

Jnst kaxoro crnmcka GopMyaI ¢1, - .., o, € Fm dopmyna o1 U...Up,
Oyzier 0603HAYATHCST 3AMUCHIO {P1, .. ., ©n ).

Dopmysbl Buga (e € F) 6yayT 0603HaYaAThCs 3anucsaMu Buja € ¢ F.

Samucek Buga Fop1F1 ... pnEn, Tie Ey, ..., E, — BoIpaxkeHust, u p1, ...,
pn — cumBosibl u3 {=, C}, obosnauaer dbopmyny {Fop1E1, ..., En_1pnEn}.
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2.1.7. CBa3bpIBaHus

Caa3pIiBaHMEM Ha3biBaeTcs IpousBosbHas dyukius 6 : Var — Tm. Byaem
TOBOPUTD, UTO CBsI3bIBaHUE f CBsA3BIBAET epeMentyto x € Var ¢ repmom 6(x).
Bynem mcrionb3oBarh cieayionime 0003HAYCHUS:

® MHOKECTBO BCEX CBSI3bIBAHUII 0003HAYAETCS CUMBOJIOM O,
e id obo3HavYaeT TOXKeCTBEHHOE CBsi3biBanue: V. € Var id(x) = x,
e VX CVar O(X)={0cO|Vze Var\X 0(x) =z},

e cBa3bIBaHUE € © MoxKeT 0003HAYATHCA 3AIUCIMUI
x—0(x) wm (0(z1)/x1,...,0(x)/2y), (3)

BrOpasi 3amuck B (3) ucnosbsyercs, korga 6 € O({z1,...,z,}),

e V0 € O, Ve € T'm 3ammuch €’ o6o3nagaer TepM, HOTydaeMblii U3 €
samenoit V. € Var(e) KaxKioro BXOXKJeHusl © B e Ha TepM 0(x), repm
e Ha3LIBAETCs MIAGIOHOM TepMa, ¢! OTHOCHTENIBHO CBA3BIBAHIS 6,

e V0 €O, VE C Tm zamucsy EY oboznagaer muoxectso {ef | e € E},
e V0,0 € © samuch 00 obosmauaer cessbanme & — (7).

IIycrs X C X' C Var, 0 € ©(X), 0 € ©(X'). Ceassisanue 0’ nasnipa-
ercsl MpoAoJIzKeHneM cps3biBanus 0, ecoim Vo € X 0(x) = 6'(x).

2.2. TlocienoBarejbHBIE ITPOIIECCHI
2.2.1. [eiicTBusi
leiicTBue — 310 3aIUCh OJHOTO U3 CJICYIONINX BUJIOB:

cle, c?e, e:=¢€, ruece Channels, e,e € Tm,

KOTOpPLIE HA3LIBAIOTCS MOCBLIKONM COOOIIEHNS € B KaHAJ ¢, IIPUEMOM CO00-
IICHNA € U3 KaHaJa ¢, 1 IPUCBAMBAHNEM, COOTBETCTBEHHO.

MHuozkecTBO Beex JieficTBuii obozHadaercs 3anucbio Act. Vo € Act muo-
JKECTBO BCEX MEPEMEHHBIX, BXOJAIMNX B (v, 0003HaTaeTCst 3anuceio Var(a).

Ecin 6 € © u a € Act, 1o 3amucs o obosmauaer neiicrsue ?le?, ?7¢f u
e == (¢)?, ecim a = cle, c?e u e := €/, COOTBETCTBEHHO.

B mekoTopbIX ciydasx, Ay 00/1erdeHusl BU3yalbHOrO BOCIPUSTHUS, JIeii-
CTBUA MOFyT 3alIUChIBATHCA B prFHBIX CKO6K&X, T.€., HaIIpuMep, BMECTO 3a-
mucH cle MOYKeT MCIOJIb30BaThCst 3amuch (cle), u ..
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2.2.2. TlousaTue mocJjenoBaTe ILHOTO MpoIiecca

ITocienoBaresnbhueiii nporecc (IIIT) — sro gyersepka (P, A, X, X), kom-
IOHEHTHI KOTOPOil MMEIOT CJICAYIOMIIA CMBIC/I:

e P — rpad ¢ BbuiesieHHOI BepinHOi (Ha3bIBaeMOl HAYaJIBLHON Bep-
IIMHOM, 1 0603HaYaeMoii 3anuceio Init(P)), kax oMy pebpy KOTOporo
corocTraBJieHa MeTKa o € Act,

e A — areHr, cBazanubiii ¢ sruMm I111,
e X C Var — uHMIIMAJIN3UPOBAHHLIC IIePEeMEHHbBIE,

e X C X — cKpbITBbIE TIEPEMEHHbBIE, OHI 0003HAYAIOT CEKPETHBIE KJIIO-
M, CKPBIThIE KAHAJIbI, MJIM HOHCHI, 3TU IePEMEHHbIE HHUITUAJIN3NPOBA-
Hbl YHUKAJIbHBIMU 3HAYMEHUSIMU.

11 siBnsteTcst popMATBLHBIM OIMUCAHUEM TTOBEJICHUST JIMTHAMUYIECKON CHCTe-
MBI, paboTa KOTOPO 3aKJII0YaeTCsS B IIOCJIEJIOBATEILHOM BBIIIOJHEHUN Jeii-
CTBUil, CBA3aHHBIX C MOCBLJIKOW UJIU IIPUEMOM COODIIEHUN, a TAKXKe ¢ WHUIIH-
aJu3aleil HeMHUITNAJIU3NPOBAHHBIX TEPEMEHHBIX.

Jna xasxoro ITT (P, A, X, X)

o manmbiit 1111 moxkeT coxkpaleHHO 0603HAYATHCS TEM YKe CUMBOJIOM P,
YTO M COOTBETCTBYIOLINI eMy rpad, MHOXKECTBO BepiuuH rpaca P rax-
JKe 0003HavIaeTCst CUMBOJIOM P,

e HadasjbHad BepimnHa P obo3Ha"aeTcst CUMBOJIOM (O; T€ BepIiuHbl P, u3
KOTOPBIX HE BBIXOJUT HU OJTHOTO pebpa, 0603HAUAIOTCST CUMBOJIOM &),

e Agent(P), X(P), X(P) 0603Ha9aI0T COOTBETCTBYIOIIIE KOMIIOHEHTHI
P, Var(P) obo3HauaeT MHOXKECTBO BCEX IEPEMEHHBIX, BXOJSNMX B P,

o X(P) oboznauaer muoxkectBo X (P)\ X (P) nHAIMAIN3NPOBAHHBIX HE-
CKPBITBIX TIEDEMEHHBIX Hporecca P,

o X (P) obosnauaer muozkectso Var(P)\ X (P) HedHUIHATH3HPOBAHHBIX
IepeMeHHbIX mpolecca P.

C kaxapiM I111 cBsi3ana mepementast u3 MHOXKeCTBa, Processes, Ha3bIBae-
Masi umeHeM storo [II1. Byxem oboznadars umena III1 Temu ke 3anumcsmu,
KOTOpbIMHU 0bo3Hadarorcs camu T111.

Ecnu P ne umeer pebep u X (P) = (), To P obo3nadaercs: cumsosom 0.

HeiictBust Buja ole u o?e OyayT 6ojiee KOPOTKO 0DO3HATATHCS 3aITUCSME
le 1 7e COOTBETCTBEHHO.

96



2.2.3. CocrosiHue mocJ/ieJ0BaTeJILHOTO IIPOoIlecca

Cocrosiame IIII P — 310 narepka s = (at,a, [P],0,{[c] | ¢ € Channels}),
e

e at € P — Bepmuna rpada P B cocrosguuu s,
e « € {init} U Act — neiicTBue nepes mepPexoiOM B S,

e [P] C Var — MHOXeCTBO MHUIMAJIN3NPOBAHHBIX [IEDEMEHHBIX B S,

6 € O([P]) — cBs3bIBaHEE B S,
e V¢ € Channels [c] C Tm — coiep:KuMoe KaHaja C B S.

KomroneHTsl cocTosiHus § 0003HAUAIOTCS 3aUCAME ats, o, [Pls, Os, [c]s
cooTBeTCTBEeHHO. Byem obosnadars 3amuceio (P)s muoxecrso T'm([Ps).

Cocrostaue ITIT P nasbiBaercs HavaJdbHBbIM (1 obosnavaercs Op), ecin
ono umeet Bug (Init(P),init, X (P),id, {0 | ¢ € Channels}).

2.2.4. 3HaveHus BbIpaKeHUiT 1 POPMYJI B COCTOSTHUAX MOCJIEeI0Ba-
TeJIbHBIX ITPOIECCOB

[Iycts 3amanst 11T P, cocrosinue s 1111 P, Beipaxkenune F, u dpopmyiia .
Samuce E® 0b03HavYaeT MHOXKECTBO TEPMOB, Ha3blBaeMoe 3HaYeHueM F
B S, U ONIPEJIeNISTEMOE CJIEYIONIAM 0OpPA30M:

e VECTm E*={e%|eccE},
Ve € T'm muO)kecTBO Bujia {€}®, a TakKe € IMHCTBEHHBII 3JIEMEHT 3TOr0
MHOXKeCTBa, OyJaeM 0003HAYATDh 3AIUCHIO e°,

o [PI® = ([Pls)%, (P)* = ((P)s)®, [c]® = [¢’]s, tue P € Processes,
¢ € Channels,

o kY E))={ecTm|3e € E5:k%(e) C €},
o (ENE) = E*N(E), (EUE') = ESU(E), (~E)* = Tm \ E®.

Bamuceh s = ¢ 0603HaUaeT yTBEpXKIEHNE ‘@ UCTHUHHA B S”. DTO yTBEp-
)KJierne BepHo, eci Var(p)p C {P}, 1 BBIIOJIHEHO OJHO U3 YCJIOBHIA:

e p=(ecE),(E=F),(ECFE), wm (EDE), tneecTm,
E,E' € Expr, n

e’ € E°, E* = (E')®, E° C (E')*, E®* 2 (E')®, coorBeTcTBEeHHO
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e p=(ELlcP), Veec E® Agent(P) ¢ e, u

Ve e Ex,Vye[Pls v &y° )
Vo e E%,Vce Channels ecnmu Je € [c]s:x €e, To c € E®

(4) MOYKHO MHTEPIIPETHPOBATH KaK CJICYIONIEe YTBEPKICHNE: KaxK Iast
nepeMeHHad U3 Ey He BXOJUT B T€PMbI, JOCTyIHbIe npoueccy P B co-
CTOSTHUM S, M BXOUT B TEPMBI U3 COJEPAKNMOTO TOJHKO TAaKNX KaHAJIOB,
KOTOpbIE HEJOCTYITHBI JJisi P,

o p=(ELlgP),Veec E® Agent(P) € e,

Ve E‘)g(, Vy S [P]s IJ_K’EyS
Va e Fx,Vee Channels,Ve € [c]s x Lk pe

rae x Lk g e, 03Ha9aeT, 9TOo

KarKJI0€ BXOXKJICHUE I B € COICPKUTCS (6)
B noxarepme k(...) Ce, rue k € B

(5) MO’KHO MHTEPIIPETUPOBATH KaK CJIEJYIOIIEe YTBEPK ICHHE: IePEeMEH-
Hble u3 F§ BXOAAT B TepMBI, JOCTYIHBIE Iporeccy P B cOCTOSHUE s,
a TaKzKe B TEPMbI U3 COIEPXKUMOrO IIPOM3BOJILHOIO KaHasa, B “3ally-
meéxHHoM’ BUJie, T.e. BXOAAT B moarepmbl Buga k(.. .), e k € Ef,

e p=(atp =1), u ats =1,

o o ={pi|ie€l} - coBokymnocts DD, uViel s k= ;.

2.2.5. BbInosHeHMe mocJjieI0BaTeJILHOTO MpoIlecca

Breinosinenue 111 P moxHO moHMMaTh Kak 00Xoxd BepiiuH P, HaduHas C
Init(P), c BblIOJHEHHEM JIEHCTBUIA, SBJISAIONMXCI METKAMU IIPOXOJAUMBIX Pé-
6ep. C kaxipiM 1rarom BoinostHenus 11 P ¢BsizaHO HEKOTOpPOE COCTOsTHUE
s IIT P, naspiBaemoe TeKymmm cocrosinuem III1 P ua stom mare (Ha
[IEPBOM IIIare TEKYIIUM COCTOsiHIEM siBjisieTcst Op).

Ecnu texymuit mar eimosinenus 111 P He aBiisieTcs 3aK/II0UATEIbHBIM,
TO HA TOM IIIare IIPOUCXOJUT 3aMEHA TEKYIIEro COCTOSHUS § Ha COCTOSHUE
s', KoTopoe Oy/IeT TEeKyIUM COCTOSHUEM Ha CJICJLYIOIEM IIare, Jijis 3TOro

1) nmbo BeIGUpaeTcs BuIXOIsIIEE U3 ats pedbpo rpada P, Merka o KOTOPOro
00181aeT CIETYIOMNMI CBONCTBAMIE:

e cc ofs conmeprxuT BXOXK enue TepMa Buja shared key(...), nin

shared channel(...), To Agent(P) upucyTcTByeT B 9TOM BXOXK-
JIeHNH,
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® BBIIIOJIHECHO OJHO U3 yCJIOBHfIZ

(a) a=cle, c,e € (P)g

(b) a=c?e, c € (P)s,
VarEncKeys(e®) C [P]s,
OpenEncKeys(e
360 € ©(Var(e) \ |

(c) a=(e:=¢€), e e
VarEncKeys(e®)
OpenEncKeys(e®) C {Agent(P)},
30 € ©(Var(e) \ [P)s) : e =e

M KOMIIOHEHTBI COCTOSIHUS 8’ MMEIOT CJIeyIOIuil BU; aty — KOHEIl BbI-
O6panHOrO pebpa, gy = «, U

e ccom BepHO () B (7), 10 [Ply = [Pls, 0y = 05, [¢*]s = [¢®]s U{e®},
V' € Channels\ {c¢°} [d]s = [c]s,
[

e ecsm BepHo (b) wm (¢) B (7), To [Ply = [P]s U Var(e), 0y = 605,
V' € Channels [d]y = [c]s,

(By/1eM TOBOPUTD, YTO IIPU LEPEXOIe OT § K §' Kark/1ast llepeMeHHast
x € Var(e) \ [P]s unumumammsnpyercs smauenmeM x¥s', koTopoe

CTAHOBHUTCs JIOCTYIHBIM P),

2) 6O BCe KOMIIOHEHTBI COCTOsIHHsI §', KPOMe IOCJIeHEH, COBIAIAIT C
COOTBETCTBYIOMUMH KOMIIOHEHTaMU coctosinust §, u Ve € Channels
MHOKECTBO [c|y nbo coBnajaer ¢ [c]s, mbo nosydaercs myreM Jobas-
JICHUSI TepMa K MHOXKECTBY [¢|s B pe3yJibrare BBIIOJIHEHHS TEKYIIErO
mrara jpyrum 111

Ecsin mmeer mecro mepBasi (Bropasi) M3 yKa3aHHBIX BBIIIE CUTYaIUii, TO
OyJ/1eM TOBOPHUTD, UTO §' MOJIydaeTcss aKTUBHBIM (COOTBETCTBEHHO, MACCUB-

P
HbBIM) II€PEXOJIOM 13 §. 3amuch s — s (s — §') obosmauaer, aro s’ mosyua-

€TCsl aKTUBHBIM (COOTBETCTBEHHO, IIACCUBHBIM) IIEPEXO/IOM U3 S.
Bo Bpemst kax1oro Boinosaennst kaxxaoro 1111 P nepemennsie u3 Var(P)
uMeroT creytomne ocobennocru: ¥V € Var(P)

1) ecsiim € X(P), 10 B HAYaJIbHBIII MOMEHT Kak10ro BbinosiHenus 1111
P nepevennast r He WHUIHAJIN3UPOBAHA, T.€. €l HE COMOCTABIEHO HU-
KaKOT0 3HAUYEHNUS,

2) ecsim x € X(P), To 9TO 03HAYAET, YTO B HAYAJBHbBI MOMEHT KaXKI0-
ro einosHerust Fxec 1111 P namuast mepeMeHHasT MHUITHAII3HPOBAHA,
YHUKAJIBHBIM 3Ha4YE€HUEM, T.e. 3HaYeHUEM, KOTOPOE OTIMYAETCS
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® OT 3HQYCHU, CONOCTAaBJICHHBIX JPYTUM HHUANAJIU3NPOBAHHBIM IIe-
PEeMeHHBIM Ipu BhinosiHeHuun Frec, u

® OT 3HAYECHUH, COMOCTABJICHHBIX WHUIIMAJIA3UPOBAHHBIM II€PEMEH-
HBIM IpH J1060M Bbinonnenun Ered # Exec mo6oro II1.
Unreprperanust ycjaoBuil, onucanubix B (7), UMeer CJieyonuii Bu.
e YcioBHE B IIyHKTE (&) CBSI3aHO C BBIIOJIHEHHEM IIOCBLIKU COOBIEHUS:
— uMsd ¢° KaHaJa, B KOTOPLIN ITOCHLIACTCS COOOIIEeHNe, T0IZKHO OBbITD
JIOCTYIHO Tiporieccy P B COCTOSIHUU S, U
— rochburaemMoe cooOIenne e JIOKHO OBITh TEPMOM, KOMIIOHEHTBI
KOTOPOTr'0 TaK2Ke JIOCTYIHBI IpoIieccy P B COCTOSHUU S.
e YcioBue B myHkre (b) CBA3aHO ¢ BBIIOJHEHHEM NPUEMA COOOIIECHSI:
— uMs ¢® KaHaJla, U3 KOTOPOTO IPUHUMAETCS COODINEHUE, JTOJIZKHO
OBITH JOCTYITHO Ipolieccy P B cOCTOSHUU S,
— Bce IIIC B mpuHIMAEMOM COOOITIEHNH, KOTOPBIE

* JIemudpyoTesa BO BpeMsl IPUEMa 3TOr0 COOOIIEHNs, U
* 3amudpoBaHbl HE HA OTKPBITOM WX Pa3Ae/seMOM KJIkoue,
umeror Buj k(. . .), rjie 3HavMeHue Kirova k JI0JI2KHO ObITh JIOCTYIIHO

nporieccy P B COCTOSHUE S, 9TO CBOWCTBO BBIPAXKAETCS BO BTOPOI
crpoke nyHkTa (b) B (7),
— Bce IIIC B mpuHUMAaEMOM COOOITIEHNH, KOTOPBIE
* J1emundpPyIoTcsa BO BpeMs IIPUEMa 3TOr0 COOOITIEHUSI, 1
% 3amu@pPOBaHbl HA OTKPLITOM KJIIOUE,

umeror Buy, Agent(P)(e), 970 CBOWCTBO BbIpayKaeTcsi B TPETbeil
crpoke nyHukra (b) B (7),

— TepM e sIBJIsleTcsl M1abJIOHOM HEKOTOPOro TepMma u3 [c]® oTHOCH-
TEJILHO HEKOTOPOTO MPOJIOJIKEHUsI CBA3bIBaHus O, TaHHOe CBOM-
CTBO BbIpazKkaerTcs B mocJiejiteit crpoke nynkra (b) B (7).

e YcioBHe B IIyHKTE (C) CBSI3aHO C BBIIIOJHEHUEM [IPUCBAMBAHMS:

— KaxkJas komionenTa Tepma (€')® momkua GeTh jgoctynHa P B S,

— CMBICJI CBOWCTB BO BTODOIl U TpeThbeil crpokax myHKTa (¢) B (7)
COBIIAJIAET CO CMBICJIOM COOTBETCTBYIOIIMX CBOHCTB B myHKTE (b):
kaxzoe IIIC B (¢/)%, koTopoe Mo/KHO ObITH AemudpOBAHO BO BPe-
M1 BBINOJIHEHHSI 9TOTO [PUCBAMBAHUS, JOJKHO UMETh B k(. . .)
wm Agent(P)(...), upuuem
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% 00 k pas3mesgeMblil Ko,

*x ubo k € Varg un 3nadenune kytoda k M0JI2KHO OBITH TOCTYITHO
P B cocTosnum s,

— TepM e ABgeTcs mabIoHOM TepMa € OTHOCHTEIBHO HEKOTOPOIO
ces3piBanust 0 € ©O(Var(e) \ [Pls).
2.2.6. IlIporiecc mpoTuBHUKA

ITpouecc nporuBamka — sro 111, oboznavaemblii sanmcpio P;, u 0bJiajaro-
U CIeYIOIUMU CBOMCTBAMMU:

e rpacd IIII P; cocTout U3 eMHCTBEHHO BEPIINHBI,

e V7 € Types muoxecrsa X (P;), n X(PT)T CYETHBI,

e Va € Act rpad P; conep:KuT pebpo ¢ METKOM o

Huzke Oyznem mpejmonaraTh, 9To P — eJIMHCTBEHHbIH U3 BCEX paccMar-
puBaembix 111, rpad KoTOpPOro MMEET IUKIIBI.

2.2.7. IlepeumeHOBaHUE MEPEMEHHBIX

ITepenMmeHOBaHMEe MmepPEMEHHBIX (HA3BIBAEMOE TAK¥Ke IPOCTO MepenMe-
HOBaHMeM) — 3T0 nabekTuBHag bynkimus 7: X — X' rne X, X' C Var.
Jnst kazkoro nepenmenoBanust 1 @ X — X', kaxkgoro e € T'm u Kax-
noro IITII P samucu e’ u P" obosnawator TepMm mau IIII coorBercTBeHHO,
nostygaemble u3 e wian P 3amenoit Vo € X KaxK10ro BXoXK/IeHust T Ha 1)(x).
Ecii nepenvenopanme 7 uveer Buz 1) : X (P) U X (P) — Var \ X (P), 1o
IIIT P u P" 6ymem paccMaTpuBaTh KakK paBHBIE.

2.3. PacnpeaesieHHble Ipoecchl

B sTOoM myHKTE BBOAUTCS MOHSATHE PACIPEIETEHHOrO MIPOIECCa, KOTOPOE siB-
ngerca moaenanio KII. Bee KII, paccmarpuBaeMble B 9TOM TEKCTE, MBI Oy1eM
OTO2K/IECTBJIATHL C COOTBETCTBYIOIIIUMHU UM pacCIlIpele/JIEHHBIMU IIpOoIecCcaMM.

2.3.1. TlousiTue pacmpejiejieHHOTO Ipoliecca
Pacnpenenennsiit nporecc (PII) - sto cemeiicrso 11T
P={P|icl}

(HekoTOpBIE M3 KOTOPBIX MOryT coBnaarh). C kaxapim PII cBsizana nepe-
MeHHas Tuna P, HasbiBaemas mMmeneM storo PII.
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PII P aBnsgercsa MOAeIbIo pacipeie;IEHHOTO aJlOPUTMa, KOMIIOHEHTAMU
KOTOPOro sIBJIsAtOTCs Bxosmue B Hero [1I1, B3anmoneiicTByo1me apyr ¢ apy-
TOM IIyTeM IIepeIadu COOOIEHnI Yepe3 KaHabl.

IIycts 3aman PII P. Bynem ncmoib30BaTh CaeAyroIne 0OO3HAUEHUS U
MIPE/ITIOJTOXKEHIST:

o Var(P) = Upep Var(P), muoxecrsa X(P), X(P), X(P), X (P) oupe-

ACJIAI0TCA aHaJIO'MYIHO,

e OyJieM IpeJIoJiaraTb, 4To

KoMIOHeHThl cemeiicrsa {X (P) U X (P) | P € P}
JIM3bIOHKTHBI U He Tepecekatorcs ¢ X (P)

(8)

(ecam 9TO HE TaK, TO 3AMEHNM KasKJIblii 13 KOMIOHEHTOB P cemeiicTBa
P Ha paBHBIl eMy B TOM CMBICJIe, KOTODBIN yKa3aH B KOHIIE IyHKTa
2.2.7, Tax, 9T00OBI CBOMCTBO (8) BBIIOJIHAIOCH),

o PII P mMmoxkeTr 0003HaUATHCA 3AINCHIO

—A{Py,..., Py}, eciu I = {1,...,n} (B ciiyuae n = 1 ckobku Mm.0.
ouyIensl, T.e. BMecto { Py} numercs Py), wim

— P*, eciiu I — MHOXKeCTBO HaTypasbHbIX uucesi, u Bece [11, Bxoms-
mue B P, coBuaaior ¢ P,

e zamuce P; obosuauaer PII {P, P;},

e ccu {P; | i € I} — cemeiicto PIL, u Vi € I PII P; aBasiercs cemeii-
creom IIIT Buga {Py | ¢ € I;}, rae muoxkecTBa uniekcos I; (i € I)
JIU3BIOHKTHBI (€CJIM 9TO He TaK, TO 3aMEHHM UX Ha COOTBETCTBYIOIINE
JII3BIOHKTHBIE Komn), To 3amuch {P; | i € I} obosnagaer rakxke PIT

-/
{Py " € | ier Ii}-
ByﬂeM HNCITIOJIL30BaTh C,He,H,yIOH_[ee COIvVIallleHue:

® eci B KaKOM-JIMOO paccyzkaennu, cBs3arnHoMm ¢ PII Buma P*, HekoTo-
portit II1 sBiistercst mepBbiM u3 paccmarpuBaembrx 1111, Bxosiiux B P*,
To 370T IIIl 1 Bce ero mepeMeHHBIE OOO3HATAIOTCST TEMU YK€ 3AINCIMHA,
KoTOpBIe ucnoJibdyiores B I111 P,

e ccyim kpome storo IIIT pacemarpusaercs apyroit 111, Bxoasmuit B P*,
TO OH yrKe 0BO3HAMACTCS 3AIUCHIO P, M B 0BO3HAMEHHSIX TEX €ro Iie-
DEMEHHBIX, KOTOPBIE COOTBETCTBYIOT mepeMeHHbiM u3 X (P) U X (P),
HCTOJIBL3YIOTCS OOPATHBIC TTPUXHU, U T./I.
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2.3.2. IloHsaTHUE COCTOSAHUSI PACHPEIEJIEHHOTO IIPOIecca

[Iycts 3aman PII P.

Cocrosinuem PII P nassiBaercs cemeiicrBo s = {sp | P € P} cocrosiHuii
[T, Bxomgamux B P, Takoe, uro V¢ € Channels Bce MHOXKeCTBA B ceMeificTBe
{[c]sp | P € P} onunakossr (Oy/1eM 0003HAYATH UX 3AIHCHIO [C]s).

IIycrs s = {sp | P € P} — cocrosuue PII P. Torma

® s HazbIBaeTCsd HadaJbHBIM cocroguueM PII P, u obosmauaercs Op,
ecim VP e€P sp=0p,

L4 ats = {atSp ‘ P S P}) [,P}s = UPGP[P}S’ <P>5 = Tm([P]S)7

e O, obosnauaer ces3biBanue u3 O([P]s), Takoe, uTo
VPeP,Vae [Py 0s.(x)=0sx)
(cymiecTBOBaHKE TAKOTO CBSA3BIBAHUS CJIEAyeT U3 Ipeosoxenus (8)).

[TousaTus 3HaveHus BbIpakeHUs U 3HadeHus GpopMysabl B coctogaun PIT
OIIPEIEJIAIOTCST AHAJIOTUIHO COOTBETCTBYIONUM ToHsATHsM Jijist [TT1.

V@, € F'm 3anuch ¢ < 1 o3HadaeT, uTo 11 Kaxkoro PII P u kaxmoro
cocrostuust s PII P Bepna nMmmumkanus s = ¢ = s = 1.

Ecnmu dopmymnsr ¢, € Fm takoBbl, uto ¢ < ¥ u ¥ < @, TO byaeMm
paccMaTpuBaTh Takue (OPMYJIbl Kak ofuHakoBble. Fcimm dopmysbr ¢ u ¢
OJIMHAKOBLI, TO OyeM 0003HaYaTh 3TOT (DAKT 3AIUCHIO (p = 1.

[Tpumepb!r onMHAKOBBIX (hOPMY.T:

o {fler,...,en) = f(e),...,e0)},vne f € Fun,u{e; =¢€),...,e, =€},

o {[d={e}, ¢ eld} m{lc]={e},e=¢}.

2.3.3. BeinosiHeHUEe pacHpeieJIEHHOTO Ipoliecca

IIycrs 3aman PII P. Bemosanenme PII P npeacrasiser coboit memerep-
MHUHIPOBaHHOE 1uepenoBanne BoimosHeHnit 1111, Bxomsmux B P. Ha kaxmom
mrare Boinosnenus PIT P

e T0JibKO oauH 111 u3 P BhINONHSIET aKTUBHBIN HIEPEXOs, U
e ocrasbuble [II1 u3 P BHIIOIHSAIOT MACCUBHBIE TIEPEXOIBI.

Broimosirenne PII P MmoxKHO onpeeinTh Kak MOPOXKISHUE TIOCTIEI0BATE b=
HocTH cocrosinmii aroro PII (mauunasi ¢ HauasibHOro cocrositusi Op), B KOTO-
POt KaxKJI0€ COCTOSIHUE S, HE SIBJISIFOIIEECsT TIOCETHUM B 9TOI IMOC/Ie10BaTE b=
HOCTH, CBS3aHO CO CJIELYIOIUM COCTOSIHUEM ' OTHOIIIEHUEM MepexXoa, 4To
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o3HauvaeT ciaenymomee: 4 P € P:

P
sp— sp, VP € P\{P} sp — s’p, 9)
rne s ={sp| P e P}, s ={sp|PecP}

CaoiicTBo (9) 0603HAUAETCSI 3AIUCHIO S 2Py ¢ e a = oy,

MmuoxkectBo Becex cocrosamuit PII P MmoxkHO paccmaTpuBaTh Kak rpad, B
KOTOPOM CyIIEeCTByeT pebpo u3 s B 8’ ¢ METKOil ap TOrJa M TOJILKO TOTJA
KOIJIa, § 2Py ¢ O6oznauenue [111 P B MeTke P MOXKHO OIIyCKATbh.

Jnst Kaxk1oit mapbl cocrostnuii s, s’ PIT P 3amucek s — s’ oznagaer, 9o
s cBA3aHO ¢ s OTHOIIEHHeM Iepexoja, M 3aluch § = s’ o3Ha4YaeT, 4To Cy-
IIECTBYET IIOCJIEI0BATEIbHOCTD S1,...,S, COCTOSHUMN, Takas, 9TO S| = S,
Sn:SI,HVizl,...,n—l S; — Si+1-

Cocrosinne s PII P nasbiBaercs goctukuMbiM, eciaun Op = s. Muoxe-
CTBO JOCTHXKUMBIX cocTostHuit PII P obosHauaeTcst 3ammchbo Yp.

Ecmm zagan nyts m u3 Op B s, m 8/ — Kakoe-11b0 COCTOSTHUE, BXOIAIICE
B T, TO MBI OysieM 0003HauaTh 3TOT (akT 3amucbio s <. s. 3amuch s’ <, s
obosnagaer, uto s <; s m s # s. Ecim myTh T fCeH M3 KOHTEKCTa, TO
0003HaYEHNE 9TOr0 MYTH B 3aIUCIAX <, U <, M.0. OIYIIEHO.

2.3.4. Habuarogaemasi 9KBUBAJIEHTHOCTDb

[Tousatue wHabsromaemoit skpuBasienTHOCcTH PII mmeer ciemyronuit Hedop-
MaJIbHBI cMbics: PIT P u P’ HabmionaeMo 9KBUBAJEHTHBI, €CJIM JIJIs KazK-
Joro HabJogaTe s, KOTopblil ananmusupyer sbiosnenue PIT Py u PJF Iy TeM
HAOJIIONIEHNST 38 COJIEPKUMBIM KaHasa o, 3ru PII OyayT Hepa3munauMsbl.
[Tycts P, P’ — PII, s € Xp,, s’ e Zp%, nun:X — X' — nepenmenosanue.

Banuck s~ s’ oznauaer, uro [o]s C Tm(X) u [o]y = {e" | e € [0]s}
n
Byzaem rosoputs, uro PII P u P’ nabarogaeMo 3KBUBAJEHTHBI, eC/I1

CYIIECTBYeT MHO2KECTBO {1 TPOeK BuJa (s, s',1), rie s € Xp,, 8’ € EP?’ s~ g,
n
TaKoe, YTO BBIIOJHEHbI CJICAYIONIE YCIOBHIA:

. (OpT,Oﬂ ,0) € p (tme 0 - dyuknus ¢ mwycToii 061aCTHIO ONPEJIEsIeHs ),

o V(s,s',m) € pecmn s — swm s — §, 1o 3(8,8,7) € p: 7 — upomo-
>kenue 1, u s = § mam s = §, COOTBETCTBEHHO.

OTMeTuM, 9TO JaHHOE OIpeje/eHne HabJI0IaeMOil SKBUBAJIEHTHOCTH He
SABJISETCS € IMHCTBEHHO BOBMOYKHBIM, 1 M.0. MOAMMUITIPOBAHO B 3aBUCHUMOCTH
OT pelaeMoii 3aja49n. B HeKOTOpBIX 3aadax 0oJiee MOAXOMSIIIM OIIpeaesie-
HEeM HaOJII0IaeMOil SKBUBAJEHTHOCTH SIBJISIETCS TaKOe OrpyOJeHne OmIpejie-
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JIECHHOI'O BbIII€ OTHOIIIEHN A, OTHOCHUTE/ILHOI'O KOTOPOI'O 6y,£LyT 9KBHUBAJICHTHBI-

vu PIT P = {P}, P' ={P'}, rue

k(e) '(¢)

P=c"e, P = 0" %Y, ke X (P, K e X(P)k.

2.4. TeopeMmbl 0 coxpaHeHUMW 3Ha4YeHU (PoOpPMYyJI IpU IIEpPeXo-
Jax pacnpe/ieJIeHHbIX IIPOIeCCOB

B srom maparpade dhopMymupyoTcs u TOKa3bIBAIOTCS TEOPEMBI O COXPaHe-
HAW 3HAYEHUN HEKOTOPLIX ¢opmys mnpu mepexomax PII. Jlammble TeopeMbr
UCIIOJIB3YIOTCS TpH perieHnn 3aj1a4 sepucdukanun PII. B uznaraempix mimke
IpUMepax MPUMEHEHUsT STUX TeOPeM

e IIII P, ynomunaemplil B 3Tux Teopemax — 3t1o IIII nporusnuka Pr, n
® roBOPs He(OPMAJILHO, JTAHHBIE TEOPEMbBI YTBEPXKIAIOT UTO

— eCJII MMEHaA KaKHX-JIn00 KaHaJIoB 3alIUIICHbI OT IIPOTUBHUKA, TO
COIEPZKNMOE 3TUX KaHaJIOB He M.0. U3MEHEHO IIPOTUBHUKOM, 1

— ecJu Kakue-ubo Kpunrorpaduieckue KII0YU 3aIUIIEHbl OT PO-
TUBHUKA, TO cojiepkumoe IIIC, 3ammudpoBaHHbIX HA STUX KJTIOYAX,
HEJOCTYITHO ITPOTUBHUKY.

2.4.1. Teopembl O 3aIUIEHHBIX KaHaJIaX

[TepBast Teopema CBsI3aHa ¢ COXpaHeHHEM 3HadeHuii hopMys1 BuIa
ElcP, tne ECTm,n P —TIII (10)

[IpH TIepexoax MexK Iy cocrtogausMmu. Jlammas Teopema M.06. MHTEPIIPETUPO-
BaHa KaK CJIeIyIONee yTBEPXKIEHNE: eCJIn

e kakomy-ub6o u3 IIII, Bxomsmux B Hekoropsiit PII, HemocTymHbl cO00-
IIIEeHUs, BhIPaXKaeMble TEPMaMU U3 HEKOTOPOrO MHOXKecTBa F, u

e B TekyIleM cocrogauu 5roro PII HH B KaKOM U3 KaHAJIOB, HOCTYIIHLIX
sromy IIII, Her coobienuit, COOTBETCTBYIOMIX TepMaM u3 F,

TO HUKaKasl coOCTBeHHAast akTUBHOCTHL dToro IIII me mpuBemer K ToMmy, 9TO
COODIIEHNSI, BbIpAXKAEMbIX TepMaMu u3 F, cranyT gocTynubl sTomy [1I1.

Kanasbl, umeHa KOTOPBIX BXOAAT B F, MOTYT MHTEPIPETUPOBATHLCS KakK
3aIMMINEHHbIe KaHajbl oTHocuTeabHo aeiicrsuit 1111 P.

Teopema 1.
Iycrs PIT P, IIII P € P, u cocrosinus S, s’ € Yp, TAKOBBL, UT0 § — .
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Torma V E C (P)p BepHa MMILTHKAIHS
S ):EJ_Cp = 5 ’:EJ_Cp.

JlokazaTesbCTBO.
Hanomuunwm, uro s = E L P o3nauaer, uro Ve € E Agent(P) € e, u

Ve e Ex,Vye[Pls v &y° (1)
Vo € Ex,Vc € Channels ecim Je € [c]s:x €e, Toc € E

Hokaxewm, uro u3 (11) crenyer s’ = E L¢ P, Te.

Ve Ex,Vye[Ply zdy* (12)
Va € Ex,Vc € Channels ecim Je € [c]y :x €e, Toc € E

1) Ilycrs meBepuo nepsoe yreepxkienue B (12). Torpa us nepsoro yrsep-
xkuenus B (11) ciemyer, uro [Pls # [Py, 1 uMeeT MecTo OJMH U3 JIByX
[EPEUUC/IEHHBIX HUXKE CJIyYaes.

e [lepBrblii ciryyaii:

o = cle, rae ¢ € (P)g, e € [cf]s (13)
[Ply = [P]s U Var(e),3z € Ex,Jy € Var(e) : ¢ € y°.

U3 coorromenuii z € y° C ¥ € [¢*]s u BTOPOro yTBepIKIeHns B
(11) cnenyer, uro ¢® € E.

Ecmu ¢® ¢ Ex, 10 ¢ nmeer Bujg shared channel(...), u B 3Tom
ciydae u3 onpe/ieneHus noustus soinosnenus 111 B mynkre 2.2.5
cienyer, uro Agent(P) € ¢°. Onnako 10 u yrBepxkienue ¢® € E
nporusopedar npejanosoxennto Ve € E Agent(P) ¢ e.

Takum obpasom, ¢® € Ex. Orciona ciemnyer, aro ¢ € [Pls.

CorsnacHo nepBoMy yrBepzKiennto B (11) (B KoTopoMm B KadecTse
x u y 6epeM ¢® U ¢ COOTBETCTBEHHO), JIOJI?KHO OBITH BEPHO yTBEP-
KieHne ¢® & ¢, KOTOpoe SIBJISIETCSI JIOZKHBIM.

e Bropoit ciyuaii:

o umeer Bug e := ¢, e € € (P)g, e’ = (€)°,

/ 14

[Plss = [P]sU Var(e),3x € Ex,3y € Var(e) : x € y* } (14)

U3 coornomennii x € y¥ C ¥ = (¢/)* € (P)* caemyer, uto
dze[Pls:z €2’ (15)

Opnako (15) nporusopeduT nepBomy yrBepKaeHuto B (11).
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2) Ilycrs HeBepHO BTOpOE yTBepKIeHue B (12), T.e.
do € Ex,3¢ € Channels,3e’ €[]y :x €€, nod ¢ E.
Torga u3 Broporo yreepxienus B (11) caenyer, uro [y # [¢]s, n

a umeet Buj cle, tae ¢, e € (P)g,x € ¢ = €°.

Us x € e® cnenyer, uro 3y € [Pl : € y®, 9T0 NIPOTUBOPEUUT IEPBOMY
yrBepxeHnio B (11). W

Cremyrortast TeopeMa, sIBJIsIeTCsI ycuieHneM teopembl 1. B Heit yTBepx)1a-
eTcsd, 4YTO B YCJIOBUSX TeOpeMbl 1 HUXKHAA U BePXHss I'PDAHUIIBI HA COJIEPIKU-
MO€ 3alUIIEHHBIX KAHAJO0B HE M3MEHSIOTCS IIPY BBIIOJTHEHUN JeficTBuil P.

Teopema 2.
Hycrs PII P, IIII P € P, u cocrosiuus s,s' € Yp, TAKOBbL, UTO 5 —5 §'.
Torna VE C (P)g, VE',E" C Tm, V¢ € Ec BepHa UMILTUKAIIUS

sEe=5kFE¢p, tnep={ELlcPE ClcCE"}.

dokazaTeabcTBo.

Coruacuo Teopeme 1, uz s = E Lc P cuenyer s = E Lc P. Kpome
Toro, [c]s C [c]s. Takum 06pazom, 1ist JOKa3aTEIBCTBA TEOPEMbI JJOCTATOTHO
JTOKA3aTh UMILTAKAIIAIO

sEe = sE[]JCE". (16)

Ecin 3akmovenne nviumkaiun (16) meBepno, 1o [c]s # [¢]y.

T.x. mo npexnonoxennio ¢ € Ec C (P)g, T0 HepaBeHCTBO [c|s # [c]y
BO3MOXKHO TOJILKO ecain @ umeer Bug e, rye (¢/)® = c.

Eciu ¢ He s1BiIsIeTCsl IepeMeHHOi, TO ¢ SIBJISIeTCsI Pa3/IeJIsieMbIM KaHAJIOM,
¥ 110 OIIPE/ICJICHUIO BHIIOJIHEHHs JIeHCTBUs BHJia 'le, B 9TOM CiIydae JIOKHO
ObIT BBIIOIHEHO ycioBue Agent(P) € ¢, 9T0 HPOTHBOPEYHT IPEJIIOJIOKE-
oo s = E Lo P (T.K. B 9aCTHOCTH J0JIKHO ObITH BepHO, uro Agent(P) He
xomuT B TepMmbl u3 E). Crenosarensno, ¢ € Var, nosromy ¢ € Var, u
d € [Ps.

Tx. ¢ € Ex u ¢ € [P]s, 10 cornacuo upenosnoxennio s = E L¢P,
JIOJIZKHO OBITH BEPHO yTBEPXKIEHUE ¢ & ¢, KOTOPOe sIBJIseTCsl JTOKHbIM. W

2.4.2. TeopeMbl 0 3aUUINEHHBIX KJIOYaX

B sToMm myHKTe 0OKa3bIBAIOTCS TEOPEMbI, aHAJOTHYIHbIE Teopemam 1 u 2. B
HUX BMECTO 3aIlUIICHHBIX KAHAJIOB PACCMATPUBAIOTCS 3aIIUIIICHHBIC KITIOYH.
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ITepBast Teopema CBsi3aHA C COXpAHEHUEM 3HadeHHi (POpMyJI BHIA
ElxP, thne ECTm,u P —1IIII (17)

[IpU [EPEX0/IaxX MeXKJIy cocTosHusiMu. lanHasi Teopema M.6. HHTEPIPETUPO-
BaHa KaK CJeIyIolliee YTBEPIK/IeHNE: eCIN

o kakomy-ubo u3 I, Bxomsmux B Hekoropsiit PII, HemocTyubl c0006-
IIEHNUs, BhIPakaeMble TEPMaMU U3 HEKOTOPOro MHOXKecTBa F, u

e B TekymeM cocTosgHuu 3roro PII BBLIIOJIHEHO yCIoBHe, BhIparkKaemoe
dbopmyioit (17),

TO HUKakasi coOCTBeHHasi akTuBHOCTH dToro III1 He mpuBemer Kk TOMy, 9TO
KJIIOYHU, MMEHA KOTOPBIX BXOIAT B F, KOrma-HuOYIb CTAHYT JOCTYIIHBI 3TOMY
[ITI. Jlanmable KJIIOYX MOTYT MHTEPIPETUPOBATHCA KaK 3aIUMIEHHBIE KJIIO-
49U OTHOCUTEIbHO geiicTsuii 1111 P.

Teopema 3.
Iycrs PII P, IIII P € P, u cocrosiuust s,s' € Yp, TAKOBDL, UTO § —3 s
Torna V E C (P)o BepHA HMILIHKAIHST

S)ZEJ_KP:>S,):EJ_KP.

JlokazaTeJibCTBO.
Hanomunwm, uro s = E Lk P o3nagaer, uro Ve € E Agent(P) € e, n

Ve e Ex,Vy€[Pls v Lk py° (18)
Vo € Ex, Ve e Channels,Ve € [c]s x Lx e
Hokazxewm, uro u3 (18) crenyer s’ = E Lke, re. Vo € Ex
\V/y € [P]8/ S/ ): QEJ_K’E ySl (19)
Ve e Channels,Ve € [y s Exlkpe

1) Ecou nepsoe yreepxienne B (19) HeBepHO, TO U3 MEPBOTO yTBEPIK JIe-
g B (18) caenyer, uro [Pls # [Py, U UMeeT MeCTO OJMH W3 JBYX
CILyIaeB:

o IlepBolil cmyvail: BEPHO yTBEPXKICHIE

o mveer Bug c?e, ¢ € (P)g,e¥ € [¢]s,
[Pl = [P]s U Var(e),3y € Var(e) : (20)

3 BxoxkaeHne T B y° , KOTOPOE HE COIEPIKUTCS
HU B KakoM mojrepme Buja k(. ..) C y®, rne k € Fk.
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[TockonbKy ynomsinyToe B (20) BXOXKICHUE T COJEPIKUTCS B TEPME
y* Ce e [¢®]s, TO u3 BTOpPOTrO yTBepXKIeHUs B (18) ciesyer, uTo
9TO BXOXK/IEHUE X coAepzKuTcs B nogrepme k(é) C e’ rne k € Fx.
U3 (20) caemyer, uro k(€) me M.6. mogrepmom Tepma y° . Ilo-
CKOMIbKY TepMbl k(€) 1 4° uMmeror Hemycroe mepecedenue (06a co-
JlepzKaT BBINIEYIIOMSIHYTOe BXOXK/IeHue x), To u3 (1) ciesyer, 1ro
y* C k(&). Takmm o6paszon,

y® C k(e) Ce. (21)

HokaxkeMm uHyKImeii o crpykrype Tepma e, uro u3 (21) ciaemnyer
yTBEpPXK/JIeHNE

3z e Var(e): k(@) Cz* Ce. (22)
Eciu e € Con U Var, To yreep:xkaenue (22) BepHO.

Ecin e umeer Bug f(eq,...,ey,), tae f € Fun, To

— eciu f = encrypt, T.e. e umeer Buj ki(ey), To k1 € Keys(e),
corsacto (7)(b) nmeercs Bkimodenne Keys(e) C [Pls, oTKyna
caenyer, 9ro ki € [P, 1 BO3MOXKHBI CJIEJLYIOINIIE CJIyYan:

x k(e) =e® =k (e¥), B orom ciyuae k = ki’ = k% € [P]*,
OJIHAKO TIOCKOJIBKY k € EK, TO 110 IepBOMY YTBEPKIEHHIO
B (18) BxoxkieHue k B k JI0JIZKHO COJIEPIKATHCS B TIOTEPME
suga k/'(...) C k, 910 HEBO3MOXKHO,

x k(e) C kf/, JIaHHBII CJIydail HEBO3MOZKEH 110 OILIpeJIeJIEHUIO
TepMoB Tuna K,

x k(&) C ef, B mamHOM ciyuae yTepraenue (22) crremyer
U3 UHJyKTUBHOIO [PEJIIOJIOKEHNUS,

— eciu f # encrypt, o i € {1,...,n} : k(é) C ef/, " yTBep-

xkienne (22) cielyer U3 UHIYKTHUBHOTO IIPE/IIOJIOKEHUS.
U3 (21) u (22) creayer, aTo
y* Ck(e) C2¥ Ce. (23)
Takum 06pa3oM, TEPM € COJEPIKUT BXOXKJICHUS [EPEMEHHBIX Y U
z, obJIaJIatoIue CJIEIYIONNM CBOMCTBOM: ysl - zsl, OTKYIa JIJIsI
JIAHHBIX BXOXKJIEHUIT ciiejyer BKIoueHue iy C z, YTO HEBO3MOXKHO.

e Bropoii ciryuaii: BepHO yTBEpKIeHTE

o nveer Bug e =€, tue € € (P)g, e’ = (¢/),
[Pls¢ = [P]s U Var(e),3y € Var(e) : (24)

3 BxoxeHne T B y° , KOTOpOe He COJEePKUTCS
HU B KakOoM mojrepme Buja k(...) C y®, rne k € Fk.
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[TockonbKy ynomsiHyTOE B (24) BXOXKIEHUE T COJEPIKUTCH B TEPME
y* C e = (€)%, T0 9TO BXONKJICHHE T COUEPIKUTCS B MOLTEPME
(2)* C (€)%, tme 2/ € Var(e).

ITo upennonoxkenuto, € € (P)g, nosromy Var(e') C [Pls, u, cue-
nosaresbio, 2’ € [Pls. I3 nepBoro yreepxkenust B (18) cienyer,
910 ynomsiHyTOe B (24) BXOxKAeHUE T B (2')° comepKuTCs B HEKO-
ropom nogrepme k(€) C (2)°, tne k € Ex.

3 (24) caemyer, uro k(€) me M.6. mogrepMonM TepMa, 4 .
[Tockosibky Tepmbl k(€) n y® UMeIoT HelycToe mepeceueHme (0ba
coziepKar ynomsinyroe B (24) Bxoxienue z), To u3z (1) cremyer,
aro y* C k(é).

U3 pasencrsa € = e” caenyer, uro 3z € Var(e): BbleynoMsiHy-
toe Bxoxkenue 2 B ¢ Bxomur B mogrepum ¥ C e = ¢/, Cremosa-
rebho, (2)° C (29)% = 2% C e

Taxum obpa3om, MmosyIaem:

0

/

y¥ Ck(e)C ()P C 2 Ce. (25)

Kak u B mpeplayineM MyHKTe, Ha OCHOBaHWU (25) 3aKjodae,
9TO TEPM € COACPXKUT BXOXKIEHUS IEePEMEHHBIX Y U 2, 00713210~
e CJIeyIONNM CBOMCTBOM: ysl - zsl, OTKY/a JJTIsT JAHHBIX BXOXK-
JEHU ciielyeT BKJoYeHne y C 2, 9TO HEBO3MOXKHO.

2) Eciu Bropoe yrBepK/ienue B (19) HeBepHO, TO U3 BTOPOIO yTBEPIKJIE-
uus B (18) ciemyer, aro

a umeer BuJ cle, tie e € (P)g,
3 BxoxkieHne 2 B €°, KOTOPOe He COIEPIKUTCSI (26)
HE B KakoM nogrepme Buya k(...) C e®, e k € Fk.

[MockonbKy e € (P)s, To ynoMmsinyToe B (26) BXOXKJIeHUE T B € couep-
JKUTCSI B TToATepMe Buja y° TepMma e, rie y — HeKoTopas IepeMeHHast
u3 [P]s. Cornacuo nepsomy yTBepxKieHuto B (18), aro BXoXKjeHue T B
y® comepxkurcst B nogrepme Buga k(...) C y® C e’ rue k € Ex. Ho aro
nporusopednt (26). M

Teopema 4.
ITycrs 3amansr PII P rakoit, uro Var(P)c = {o}, IIIT P € P, cocrosinus

5,5 € Yp, Takue, uro s — ', u mogmHOKecTBO E C (P))).
Torna Vk € Fx : k # public_key(...) BepHa NMIJIMKAIIUST

sEp=>sEyp, rtaep={ELlkgPk'[P]Ck o]}
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JlokazaTeabCTBO.
ITo reopeme 3, u3 s = E Lk P cienyer s’ | E Lk P. Takum obpasom,
JUTS JIOKA3aTebCTBA TeOPEeMbI 4 JI0CTATOYHO JOKA3aTh MMILTHKAIIO

sEe = §EEPCEk ] (27)

Ecsu (27) meBepHoO, TO (v — He 10ChUIKa, [Py umeer sun [Pls U Var(e),
— / o
u 1 HekoToporo TepMa e € k~[P]® BuimosmHstercst cBoficTBO

e & ko], re. Iz € [Ply 1 k(e) Ca¥ Ve € [o]s kle) Zé.  (28)

U3 npeamosnoxenust s = ¢ u u3 (28) caenyer, uyro x € Var(e'), orkyna
/ ’
nosygaem: k(e) C 2% C ().
PaccMOTpUM 10 OTJEIBLHOCTH KaXK bl U3 JIBYX BOSMOXKHBIX BUJIOB (V.

)

2)

o =?€¢/, B srom cayuae k(e) C (¢/)* € [o]s. Tlomaras B (28) Tepm é
pasupv (€)' | mosrygaem mporuBopedme.

/ /

a = (e :=¢"), Barom cayuae €’ € (P)s, (¢)* = (€”)°, nosromy

k(e) C (&), (29)

Hoxkaxem, uro k € ¢’ nu k € Ex.

[Tpeanonoxkum, uro k € €”. Ilo ycnoeuio Tteopembl, k  #
public_key(...). Ecin k = shared key(...), To, 1O OUpe/IETIEHUIO
pomosnenus [T B mynkTe 2.2.5, J0MKHO OBITH BEPHO COOTHOIICHHE
Agent(P) € k € Fx, KOTOpoe IPOTUBOPEUUT II€PBOMY YCJIOBHUIO CBOIi-
crBa s = E lg P. HamomHuM, 9TO JaHHOE CBOWCTBO WMMEET BHI:
Vée E Agent(P) ¢ é, n

VIEEEx,VyG[P]S a:J_K’EyS } (30)

Vx e Ex,Vee [O]S QZLKJ_:;é

Crenosarensho, k € Ex, nosromy us k € ¢’ € (P)g cnenyer k € [P)s.
Onnaxo, nosarast B nepgoM coornomernnu B (30) z u y pasabivu k, 1mo-
gaydaeM yrBepxkenne k Lk gk, KOTOpoe sIBJIsIeTCs JTOXKHBIM, COIVIACHO
onpeenenuio (6).

Anajornuno gokasarenbcTBy nMmnkanun (21) = (22) B reopeme 3,
MOXKHO JIOKa3aTh, 4To u3 cBoicTB k & ¢’ u (29) ciemyer, uro

Jy € Var(e”) C [Ps : k(e) C y°. (31)
o npeanonoxkenmio, s = k7[P] C k~'[o], me. k~1[P]® C k~![o]s.

s (31) ciemyer, ato e € k~1[P]*. Cnenosarensno, e € k~![o],, uro
IPOTUBOPEUNT Mpe/oJiozkenuio (28). M
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Chenyrotast TeopeMa BJIsIeTC ycuieHueM teopembl 4. B Heit yTBepx)1a-
eTcsl, YTO B YCJAOBUSAX TeOpeMbI 4 HUYKHSSI U BEPXHsIsl TPAHUITBI Ha MHOXKECTBO
HIC, comepzkamuxcss B OTKPLITOM KaHaJie, 1 3andPOBAHHBIX HA 3AIUIIEH-
HBIX KJIIOYaX, He U3MEHSIOTCA npu BhinosHenun Aeficteuit 111 P.

Teopema 5.

ITycrs 3amansr PII P rakoit, uro Var(P)c = {o}, IIIT P € P, cocrostnus
s,s' € Yp, Takue, uT0 § —5 ¢, u nogmuoxecrsa B C (P)g, E',E" C Tm.

Torna Vk € Fx : k # public_key(...) BepHa UMIUIHKAIINST

/ _ [ E1x Pk[P) C kY]
S):‘Pz>3):SO7FIL€SD—{E/QI{;—1[O]§E// : (32)
JlokazaTeJibCTBO.
ITo reopeme 4, nist goKazaTeabCTBa (32) JOCTATOYHO T0KA3aTh, ITO
ske = & F{E ko) k0] C B), (3)

e Vreepaenne s' = E' C k~1[o] ciemyer m3 Toro, uro [o]s C [o].

e Jlokaxem yreeprkaenue s' = k~![o] C E”. Eciu 651 oHO 6bLIO HEBED-
HBIM, TO ObLIO ObI BEPHO HEPABEHCTBO [0]s # [0]gr. DTO BOZMOXKHO TONIb-
KO ecyin o umeer Bu le, tyie e € (P)g, un

[o]s = [0]s U{e®}, mpuuem Je’ & (E")* D kto]s: k(e/) Ce’. (34)

Tax ke, Kak u B Teopeme 4, jjokasbiBaeM, 4o k € Ex, nurous e € (P);
caemyer cooTHorenne k ¢ e.

Anasiornvno JokazarenabcrBy uMmiuimkanuu (21) = (22) B Teopeme 3,
MOKHO JIoKa3aTh, uto u3 k € e u k(e’) C e® caenyer, uro

Jz € Var(e) C [Pls: k(e') C 2°,

nostomy € € k71[P]*. OTciona, ucronb3ys Npearonokenne s = o,
CJIeICTBUEM KOTOPOTO siBasgercs BKmodenne k[P]* C k~1[o]s, momy-
qaem: e € k™1[o]s, uro mporusopeunt (34). W

2.5.Teopema /11 JOKa3aTeJIbCTBA CBONCTBA COOTBETCTBUSA

Teopema, nznaraemast B 3ToM maparpade, MOXKeT UCIOIb30BATHCS It JTOKa-
3aTe/IbCTBA CBOWCTBA COOTBETCTBUS IIPOTOKOJIOB ayTeHTU(MUKAIIUN, KOTO-
PO€ UMEET CJIEIYIONIUI CMBICJI: €CJIU OJIUH U3 YIACTHUKOB IIPOTOKOJIA ayTeH-
TI/I(bI/IKaL[I/II/I IIOCJI€ BBIIIOJIHEHUA I3TOI'O0 IIPOTOKOJIa HIpUIllesT K BBIBOJAY, YTO
JIPYTOii yYaCTHUK TOrO IIPOTOKOJIA SIBJISETCS MOJJIUHHBIM (T.€. 00bsIBJICH-
Hble UM CBOE UMsI U TapaMeTPbl COBIAJIAIOT C €r0 PEeaJLHBIMA UMEHEM U
napameTpaMi), TO 9TO jeificTBuTesbHO Tak. JloKaspiBaeMas HIZKE Teopema
[PUMEHSIETCS JIjisi 0OOCHOBAHUS TOTO, UTO €CJIU
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o PII P mcnonb3yeT Aj1s1 B3aMMOIEHCTBUS TOJIBKO OTKPBITHIN KaHAT O, U

® B HEKOTOPOM COCTOSIHUU S € Xp B 9TOM KaHAJIE COJACPIKUTCS COODIIE-
HUe, cojepzkaiiee nojrepM Buja k(e), rjue ka4 k HEJIOCTYIIEH B 3TOM
cocrostann Ajst Hekoroporo 1111 P, Bxomsimero B P,

TO B HEKOTOpOM cocroguun s <, s apyroit IIII P # P uz P mocnan B
OTKDBITHII KaHaJ o COODIIEHNe, CofleprKallee TOT Ke caMblil mojrepM k(e).

B maparpadax 3.2 u 3.3 Mbl paccMaTpuBaeM IpUMEPhI IPUMEHEHUST JTaH-
noit Teopembl i Bepudukanun KII Yahalom un KII nepenaun IIIC mex ity
HECKOJIbKUMU are€HTaMU.

Teopema 6.

ITycrs 3amanst PIT P, rakoit, uro Var(P)c = {o}, IIIl P € P, mHOKe-
crBo E C (P)g, He comeprKalee OTKPBITBIX KJIIOUYeH, I COCTOSIHIE § € Lp,
puyeM

® S ': E J_K F)7 n
e [o]s comepxkuT Tepm ¢ noarepmoM k(e), e k € Fik.

Torna jys KaxkJI0ro myTH T M3 HadajabHoro cocrosinug 0 PII P B co-
crogame s cymecrsyer 11 P' € P\ {P}, rakoii, uro m comepKut pebpo
BUJIA

5 =5 5, rme k(e) Cé°. (35)

JlokazaTeabCTBO.
O6osnaunm 3anuceio s’ mepBoe COCTOsiHME Ha MYTH T, TAKOE, 9TO [o]y
cozmepxxut TepM €’ ¢ nogrepmom k(e). T.k. [o]g = (), To s" # 0.
OCP/
IIycth pebpo Ha 1myTn 7 ¢ KoHIoM B §' nmeer Bug § — s Tik. € & [o]g,
10 @ =lé, rmie é° = €/. Eciiu P’ # P, To TeopeMa 10Ka3aHa.
JokaxkeM, 9T0 Jpyroif BOBMOXKHBIH ciaydail (P’ = P) HeBO3MOXKeH.

. (&p
[Tpeanonoxum, uro P’ = P, r.e. § — s,

Jokazkem, uro k € Fx.

Eciu 910 HEBepHO, T.€. k — pasesisieMblil KJII04, TO, COIVIACHO OIpe/iesie-
unio Boinosinenus: I1I1 B mymukre 2.2.5, goskno 6pite Agent(P) € k € Fk,
9TO MPOTUBOPEYUT Ipemoioxkenuto Ve € E Agent(P) ¢ é.

Us s E E Lk P caenyer, uro § = E Lk P, orkyna nonyuaem k & [P,
T.K. ecn k € [Plg, To, cormacno (5), Bxoxenue k B k* = k j0/KHO comep-
KaTbCs B ogrepme Buga k'(...), 970 HEBO3MOKHO.

Uz k ¢ [P]; u n3 ycaoBus é € (P);, koropoe BepHO corsacuo (7)(a),
caeyer, uto k & é.
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Ananornvno JokazaTeabcTBy MMIUmMKarun (21) = (22) B Teopeme 3,
MOKHO JI0Ka3aTh, 4To u3 cBoiicTs k(e) C ¢/ = é° u k ¢ é cuenyer, uro

3z € Var(é) C [Pls : k(e) C z° € [P]°. (36)

1"
O6o3naunm 3anuceio s’ nepBoe cocrosHUe Ha IyTH T, Takoe, 9ro [P]°

COJIEPZKUT TepM C T1orepmMoM k(e), T.e.
Iz € [Plgr : k(e) C 2% (37)
U3 (36) caenyer, aro s” naxopures ua nytu 7 jiesee s'. Herpyano Bujers,

.. Qprn
yto " # 0, H09TOMY Ha IIyTH T cyllecTByeT pebpo Buja 5 — s”. 113 Boibopa
s" cnenyer, uro z & [Pz, nosromy P’ = P, u BO3MOXKHBI J[Ba CJLy4ast:

1) a=%%,z¢cVar(e),é" € o]z,

1k k(e) C 2% Cé" € [o]g, To nomyuaem nporuBopeune ¢ BHGOPOM s’
KaK CaMoro II€PBOr0 COCTOSHUS HA IyTH T, TAKOTO, UTO [0]y COMEPIKUT
Tepm €' ¢ mojgrepmoM k(e): cocTostHUE § UMeeT aHAJIOTUYHOE CBOHCTEO,
U HaxXoJuTCs Jesee s,

"

2) a=(é:=¢),x € Var(é),e e (P); é& =eé°,
IOCKOJIbKY
" iy ~3
o kle)Ca® Cé% =é°u
e ¢ He cozuepXkuT k, T.K. Bbllle ObUIO ycraHoBieHO, uTo k & [P,
[OSTOMY, YIUTBIBasl CBOMCTBO 5§ < §, U3 KOTOPOI'O CJIEIyeT BKJIIO-

genue [Pz C [P];, monyuaem: k ¢ [Pls, u, cienoBaTebHo, TepM
€ € (P);s Toxe He cojepKut k,

TO, AHAJIOIUIHO JOKA3aTeIbCTBY NMIUmKaimn (21) = (22) B Teopeme
3, MOXKHO JoKa3arb, uro 3y € [Pls : k(e) C y°, uro mporuBopednt
BbIOOPY s’ KAk caMoOro HepBOrO COCTOSIHUSI HA IIyTH T CO CBOHCTBOM
(37): § umeeT aHAJIOTMYIHOE CBOICTBO, 1 Haxomurcs Jjiesee s’ . W

2.6. Cxembl pacripejieJIEHHBIX ITPOIIECCOB

2.6.1. IIpedukcHbIe mocjemoBaTebHbIE IIPOIECCHI

Bymem rosopurs, uro 111 P aBasercsa mpedUKCHBIM, €C/Ii OH UMEET BHJT

T.e. B P nMeercst COBOKYIHOCTH BEPINUH, 3aHYMEPOBAHHBIX HATYPAJIbLHBIMU
quciaamu 0,1,...,n (n > 1), upuuem Init(P) = 0, Vi = 0,...,n — 1 u3

(38)
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BEPIIMHBI § BBIXOIUT POBHO OJTHO PeOPO ¢ KOHIOM 7 + 1 1 MeTKo# ;. 3amuch
P’ 5 (38) obosnauaer noarpad rpada P, cocrosmuii u3 Bepmmu u pebep
rpada P, 3a uckioyenuem Bepiiud 0, ...,n — 1 u CBI3aHHBIX ¢ HUME pebep.
[e%} a9 on

[Momrpader 0— 1— ...— n u P’ rpada (38) Gymem HazbiBaThL Tpe-
dbukcom n mocrdpukcom IIII P coorBeTcTBEHHO, N 0DO3HATAIOTCS 3aIlN-
csmu Pref (P) u Post(P) coorsercrsenno. Ilociennss sepmuna B Pref (P)
HA3bIBAETCsl KOHEYHOM BepinHoil sroro npedukca. Eciau Post(P) cocrour
U3 OJTHOI BEPIIUHBI, TO OH 0bo3HAUYaeTCsT cuMBOJIOM 0.

Eciu IIIT P umeer Bug (38), To Gyjiem 0603HaYaTh 9TOT (DAKT 3AIHUCHIO

P=a;...;0n P (39)

2.6.2. TlousiTue cxeMbl pacrpeaeieHHOrO IIpoliecca

IIycrs 3aman PII P, u V P € P IIII P — upedukcHblil, mpuieM st KaXK a0
nocbukn (Kaxkgoro npuema) B Pref (P)

® [pe/IIosIaraeMbIM oIy daTesneM (OTIpaBUTEIeM) TOrO COODIIEHNs, KO-
TOpOE TOCHLIAETCsl (IPUHUMAETCsI) IPU BbIIIOJHEHUN 3TOrO JIeHCTBUS,
apnsgercs onpenenennsiit 1111 P’ us P, u

e sieiicreue I1IT P, coorBercTBytomee npuemy (IOCHLIKE) 3TOrO COO0IIe-
Husi, Haxoaures B Pref (P').

OTU 3aBUCUMOCTH MEXKJIy JEHCTBUAMEI MOYKHO BBIPA3UTh B BUJE CXE€MBbI
PII P, koTopas umeeT caeyionuii BUI;:

o kaxpiii [II1 P € P upejcrapisiercd B 9TO# cxeMe HUTBIO, T.€. BEP-
TUKAJILHON JIMHUEH, Ha KOTOPOU BBIJEJIEHbl TOYKU, COOTBETCTBYIOIINE
BepiHaMm u3 Pref (P), Bepxussi Touka coorercrByer Init(P), npudem

— y KaXXJI0ll TOYKHM YKa3aH HOMEDP COOTBETCTBYIOINIEN BEPITUHBI,

— pAJIOM ¢ BepxXHell TOUKoi ykasbiBaercd nms [IIT P,

— eciu Post(P) = P’ # 0, to y mmkuaeit Toukn ykazano P/,

— PSJIOM C KaXKJIbIM OTPE3KOM [, COEIMHAONINM COCETHIE TOUKU HU-

TH, yKazaHa MeTKa «; pebpa u3 Pref(P;), coorBeTcTBYIOIMIETO I,

® I KaXXJI0r0 OTPe3Ka [, COeJUHSIOINIEr0 COCEJIHNE TOYKU HUTHU, €CJIH
Q — TIOCBLJIKA COOOIIEHNSI, TO B CXeMe IPUCYTCTBYET CTPeJIKa, HAUAJIO
KOTOpOIi JIE2KUT Ha [, a KoHell — Ha oTpe3ke [/, TaKoM, 4To oy — JeiicTBre
coorBercrBytomero 1111 Py mo npuemy 5TOro cooOIIeHus.
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Hampumep ecmtu P, = a5 ... Qy; Pi’ , TJle (1 — TOCBLIKA, & (v — IPUEM,

TO TIporieccy P; cooTBeTCTByeT HUTH

Oe P

¥

1

n—1
o,
n P/
i (40)
OTMeTnM, 9TO CTPEJIKHU OT TOCHIJIOK K IIPHeMaM COODIEHUI n300paskatoT
JINIIb 2KEJIAEMYIO CBHA3b MEXKJIy STUMH JIEHCTBUSIMU, HO OTHIO/b HE PEAJib-
HYIO CBSI3b: BO3MOXKHO UTO TIOCJIAHHOE COODINeHNe OyIeT MPUHATO U3 KaHAA
COBCEM HE TeM IIPOIIECCOM, JIJIsi KOTOPOI'O OHO OBLIO IIPeHA3HAYEHO.
B nestsix Gostbiiieft HATJISIHOCTH OY/IeM HCIIOIB30BATD CJIEIYIOINIee COra-
menre B 0003HAYEHUAX IIEPEMEHHDIX.

e DyjieM yKa3blBaTh M'OPU30HTAIBHYIO YePTY HaJl JIOOBIM 0003HAYEHHEM
KaKOIi-7T00 IIepeMeHHOil X, eC/IM OHA PACCMATPHUBACTCH KaK JEMEHT
muokecTBa Buga X (P) (r.e. ara nepemennasi 0603Havdaercs T ).

e Ecom P — TIII Buga (39), u nepemennas = € X (P) BXOZUT B METKY (v
i—ro orpeska uuru IIT1 P, npuuem i — nepsast MeTka B (39), B KOTOPYIO
Bxoqur x (re. Vi’ = 1,...,4 — 1 & He BXOHUT B ), TO HAJ ITUM
BXOKJICHIEM T YKa3bIBACTCS YTOJIOK (T.€. 9TO BXOXKJICHIE 0003HATACTCS
3anuchio ). Jlanuble 0603HAYEHNUST IEPEMEHHBIX UCIIOIB3YIOTCS TAKIKe
B 3anucsx Buga (39).

2.6.3. Ilpumepnbl cxeM pacIpeieJIEHHBIX ITPOIIECCOB

1) Tlepswriii mpumep — s1o PIT P; = { A, B}, sBistomuiicsi MOJIeJIbIO Tiepe-
gaqn or A K B cooblennst T 1o KaHaly CAp, Te TOJIbKo A u B 3Haior
UMsl 9TOrO KaHaja, T.e. cop = shared _channel(A, B).

Hanuwrit PII pabotaer ciiemyrommum o6pasom:

e A nocbliaer B coobIIeHne T 0 KaHaILy CApR,

e B npuHUMaeT U3 KaHaJIa C4p COODINEHNE U 3aIlChIBAET €ro B Ie-
PEMEHHYIO Y, TTOCe Yero BeaeT cebs Tak ke, Kak mporecc P.

IIIT A u B nmeror caenyromuit Bug: A = caplx; 0, B = cap?y; P.
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Cxema PII P; umeer ciemytommuit BUI;:

O[A OIB

caplr cap’y
1 l 1 i P

(41)

Bropoit npumep — 1o PII Py = {A, B}, aBisironuiicsi MOJIEJIBbIO Tie-
penaun or A k B IIIC kap(z) no orkpsitomy Kanasy o. [Tpesmosa-
raercs, 9T0 A u B umeroT o6yt ceKpeTHbIH K04 k4p, Ha KOTOPOM
OHU MOTyT MudPOBATh U AEMUMPOBATH COODIIEHNUSI, UCIOJIb3Ysd CHM-
METPUYHYIO CUCTeMY g poBanus, mpudeM Toabko A u B 3uator kap,

re. kap = shared key(A, B).

Hamuwrit PII pabotaer ciremyrommum o6pasom:

e A nocetnaer B IIIC kap(z) no xanasy o,

e B npuHumaer u3 Kanaja o coobmenue kap(x), pemudpyer ero,
3alMCBIBACT M3BJIEYEHHOEe COODIIEHNe T B HepeMeHHYIO 1, HOcje
Jero BejieT cebs Tak ¥Ke, Kak mporecc P.

ITIT A u B nmeror caenyromuit Bug: A =lkap(x);0, B =7kap(9); P.
Cxema PII Py umeer ciempyrommuit Bu;:

Oe A OeB
!kAB(IJ L11‘43(.5’)

R 1ep

(42)

Tperuit npumep — 3ro PII P3 = {A, B, J}, aBisironuiicsi MOJIEJIBIO Tie-
penaun or A K B omHOro cooOIleHus & M0 CKPBITOMY KaHaJy C IpU
nomornu goBepeHHoro mocpemuuka J, rae A u J (B u J) B3an-
MOJIEHCTBYIOT 110 CKPBITOMY KaHasly c4j (cpj), npudeM Tosibko A n
J (B u J) snator nms cay (cpy), 1.e. caj = shared_channel(A,J),
cpg = shared_channel(B, J).

Hanuwrit PII pabotaer ciiemyrommum o6pasom:
e A nocbuiaer J UMsi CKPBITOrO KaHaja ¢ (KOTOpoe CHavajia 3HaeT
TOJIKO OH OJIFH) TT0 KAHAIY CAJ,
e J nocwuiaer B rosydennoe nMs KaHaJsa ¢ 10 KaHaJlLy Cp.J,
e A mocwutaer B coobieHne T 1Mo KaHasy C,

e B mpuHMMaeT M3 KaHaJa ¢ COOOIMEHNe W 3aIlUChHIBAET €0 B Iepe-
MEHHYIO ¥, IIOCJIe Yero BejeT cebsl Tak ke, Kak Iporecc P.

117



[T A, B u J onpenensiioTcst CaeIyIomuM obpa3oM:

A=ai;a9;0, toe a1 =cajle, a9 =_clz,
J =j1;J2;0, e j1 =caj?U, jo=cpjlu, (43)
B = p1;62; P, tiie 1 = cpy?h, B2 =0v77.

Cxema PII P3 umeer ciemyromuii Bu:

0,4 0,J 0,8
aq J1
le
le Jo 53y
1e
%) 32
De Qe Qe P

(44)

4) Yerseprsiii upumep —sro PII Py = {A, B, J} (Ha3biBaeMblii HPOTOKO-
aom Wide-Mouth Frog (WMF)), seasiomuiicst MOeIbo Tiepeiadn
or A x B IIIC k(x) 110 OTKPHITOMY KaHATy O MPH TOMOIIM JTOBEPEH-
HOIO MOCPeIHUKa J, ¢ KOTOPbIM A u B B3auMOJEHiCTBYIOT 1O OTKPbI-
TOMYy KaHasy. A co3jaeT ceKpeTHbIH Kiod k, moceuiaeT B 3ToT Ko

B 3aimudpPOBAHHOM BHUJIe Yepe/| JOBEPEHHOIO TIOCPeJHnKa J, 1 3aTeM
noceutaer B IIC k(z).

[Ipeanonaraercst, uro A u J (B u J) umeror obumii ceKpeTHbIi K04
kas (kpj), Ha KOTOpOM OHEH MOryT mHdpoBaTh u JemudpoBaTh CO-
00OIIEeHNs, UCIOJIL3YSl CUMMETPHYHYIO CHCTeMY MH(POBaHUA, HIPUYEM
troibko A n J (B u J) suator kay (kpy), r.e. kay = shared _key(A,J),
kpj = shared key(B,J).

Hanuwrit PII pabotaer ciiemyromum o6pasoMm.

e A coszaer cekpeTHblii K04 k (CHadama TOJBKO A 3HAET TOT

KJIt04) U nocbutaer jgoepenromy nocpennnky J IIC kqy(k) mo
kaHasy o, nocsie yero A noceinaer B IIC k(x) no kanaiy o,

e J npurmMaeTr coobierune oT A, memudpyer ero, 3areM mu@pyer

U3BJIeUeHHbI K04 k Ha Kiode kg, u nocsutaer B IIC kp (k)
110 KAHAJLy O,

e B m3BjieKaeT n3 MOJYYeHHOTo coobmenus oT J Kiod k, n 3aTeM
HCHOJIB3YeT 3TOT KJIIOY JIJIsl U3BJIeUYEHUs] U3 II0JIy9€HHOI0 coo0IIIe-
Hust 0T A cOOOIIEHNs &, 3AIICHIBAET €ro B IIEPEMEHHYIO Y, II0CJIe
1ero BejeT cebs Tak Ke, Kak nporecc P.
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[T A, B u J onpenensiioTcst CaeIyomuM obpa3oM:

A=oa1;00;0, e ay =lkas(k), a2 =lk(z),
J =71;72;0, tae j1 ="kaj(a), jo=lkps(u), (45)
B = p1;82; P, tne (1 ="kp;(0), [2="v(y).

Cxema PII Py umeer Bup (44).

2.7. I'padbl 11epexo/10B pacnpeeieHHbIX TPOIeCcCOB

B sTom maparpade paccmarpusatorcsi PII) cocrosiiiye n3 KOHEUHOro dmc-
na IIII. nst HarasioHOrO mpeacTaBieHusT BhimoaHeHns: Takux PII BBomuTcs
nousitre rpada mepexogos PII. Bemmoanenne PII m.6. nmpemcrasieno kak
obxoy1 BepinuH I'I1; coorBercrBytomiero stomy PII.

Huzke B 3TOM naparpade cumposn P oboznadaer PII, cocrosimuit u3 ko-
neqrnoro uucia I, Kax/plit 13 KOTOPBIX OT/In4eH OT F;.

2.7.1. IlonsaTue rpada mepexo 0B pacnpeieJIEHHOTO IIPoIlecca
I'pacdbom nepexomos (I'Il) PII P ={P,..., P,} naswiBaercs rpad Gp,
® KayKJ[as BEPIINHA KOTOPOI'O IIPEJICTABIISIET COOOM CIIMCOK

at = (aty,...,aty), tHeVi=1,...,n at; € P;,

e Kaykzoe pebpo KOTOPOro MMeeT BUI

ap.

(aty,...,aty) —> (at),...,at,) (G €{l,...,n}), (46)

(0%
e Pj comepuxur peGpo at; — at}, u aty = atl, upu i’ # i.

Bepmuna (Init(P), ..., Init(P,)) I'll Gp nasbiBaercss HA4aJIBHOI Bep-
munoit I'Tl Gp, u obosnauaercs 3anucwio Init(Gp).

Herpynao mokazatnb, uro eciau rpadnl Beex I, Bxomammx B P, anuk-
JUIHBL, TO Gp TOXKE aIUKJINYeH.

JIst KaXk70ro cocToAHUs S € Yp KOMIIOHEHTA Gtg COCTOSIHASL S MOYKET
paccmarpuBaThes Kak Bepmmaa [T Gp.

ITycts 3amano mekoropoe Boiosinenue PII P. Eciau npu 3ToM BbIIOIHE-
HUU TIOPOXKTAETCS TIOCTIETOBATEIBHOCTD COCTOSTHU Sq, S1, . - - , Sp, TO U3 OMpe-
JleJIeHVsI OTHOIIeHus nepexojia (9) cieiyer, 4ro 1ol MOCIIe/0BATEIbHOCTH
coorBeTcTBYeT TIyTh B ['II Gp, KOTOPBII MOKHO paccMaTpuBaTh KaK HATJISI-
Hoe TipejcTaBieHne Boinoanerust PIT P:

(a1)p, (a2)p,, (an) P

at s, o “>af

Init(Gp) = ats,

Sn
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Hanomunm, aro P = {P, P;}. I'll G'p, MOXKHO pacCMaTpUBaTh KaK rpad,

ap

moJtydaeMblit jobasiierneM K Gp pébep at —4 at, roe at € Gp, a € Act.
Bepmuna at € Gp Ha3bIBaeTCsa JOCTUXKUMOI, eciit 35 € E’])TZ at = ats.
Pebpo I'll Gp HaswiBaercst peaansyeMbIM, €CJIH OHO JIEXKUT Ha IyTH,

COOTBETCTBYIOMIEM KaKoMy-/1160 Bbinosnenuio PIT Py

B uzobpaxkenuu I'll Gp 6yayT HCIIOIB30BATLCS CASIYIONINE COTJIAIICHIS:

Kaxas BepmmHa at = (aty,...,at,) I'Il Gp obosnauaercst oBajioM,
BHYTPH KOTOPOTO YKAa3aH CIUCOK at] ... at, KOMIIOHCHTOB at,

HavasbHas Bepiuna Init(Gp) n3obpazkaercst IBOMHBIM OBAJIOM,

YepHBIl Kpy>KoueK Ha KakoM—iaubo peope I'll Gp osmadaer mepeasn-
3yeMOCTb 3TOro pebpa (0boCHOBaHME HEPEATN3YEMOCTH PEOEP JTOIKHO
IPOBOJIUTHCS CHEIUAIBHBIMU PACCY 2K ICHUSIMH ),

. ap
B Ile/IX COKpalleHus obo3Hadenuii, Merka pebpa at — at’ I'll Gp
MOZKeT 0603HAUATHCs IIPOCTO JeficTBrueM « B 910l MeTKe (6e3 yKasaHus
[IIT P, BBINOJIHSIONIErO JIEHiCTBIE (v TIPU JTAHHOM TI€PEXO/IE).

2.7.2. Ilpumeps! rpacdoB MEPExX0/I0B pacnpeieJI€eHHbIX MPOIECCOB

B sTrom nyakTe nipuBojisaTes npumeps! ' pisa PII, npepcraBiieHHBIX cxeMaMu
u3 nyakra 2.6.3. Bymem umcnosib3oBaTh cienyroliee corjiairenue: eciam A —
nms 11, Bxomsimero B Kakoii-nmn6o u3 srux PII, u ¢ — Homep Touku Ha HUTH,
coorBercTByomeit aTomy I1I1, To BepimuHa rpada A, COOTBETCTBYOIIAST 3TOM
TouKe, obo3HavaeTcs 3amuchio A’

)

I'lT gzt PIT Py, onmcsiBaemoro cxemoit (41):

(47)

rJle HaKJIOHHBIE cTpesiku obozunaudaror pebpa ', Bbixomsmnme u3 coor-
BETCTBYIONINX BePINuH, a Takxke dactu ['I1, mocTukumblie ocie mpoxo-
JIa, 110 9TUM pebpaM, KOTOPhIE He MIPEJICTABICHBI B JAHHOM H300parKeHUn
I'TI, sTo cornarierne OyAET HCIOJIH30BATHCI TAKXKE U B HIKECJICTYIO-
mux mpumepax ['1.
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2) I'll gz PIT P, onmcsiBaemoro cxemoit (42):

(49)

2.7.3. UctunHoctb ¢hopMysI B BeprimHaxX rpadoB mepexosioB pac-
npeJieJIEHHBIX IIPOIIECCOB

[Iycts 3aman PII P. Ilna kaxkmoit Bepmuabl at € Gp 1 KaxkI0il GOpMyJIbl
¢ € Fm 3anuce at = ¢ obo3HaYaeT yTBEPXKICHUE

@ HUCTUHHa B BEPHIINHE at

KOTOpOe CUMTAeTCs BEPHbIM, ec/iu Vs € Yp, ats = at = s = .
Herpynuo nokasars, uro I'll Gp,, tne P; (i = 1,...,4) — PII, ompege-
JIEHHBIE B IIyHKTe 2.6.3, 00/IaaI0T CJICLyIOIIUMU CBOMCTBAMME:

Init(Gp,) E {¢1, [cap] = 0}

(
Init(Gp,) E {2, kyplo] = 0} (50)
Init(Gp,) E {ps: [cas] = 0, [cps] = 0, [] = 0}
Init(Gp,) | {pa, kajlo] = 0,kpyle] = 0,k [o] = 0}
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rIe

o1 ={cap} Lc P}
¢2 = {{kan} Lx P, kyp[Pi] C kyplo]}
w3 ={cas,cps,c} Lc P;

P4 = { {k/l“]’ k8., E}lLK By 1 1 T T }
ks Py C kyblo] kb [Py € kgblol A7 [Py € B'[o]

Heiicreurensno, ps moboro PIT P cocrosrme s € Yp, obnanaer cBoii-
crBoM ats = Init(Gp), ecu s = 0, wiu cymecrByeT 1myTh 13 0 B § ¢ METKaAMU

pebep BHJA ap,, U /15 KazKjol us dopmyit 1 = {¢i,...} B (50)

® UCTUHHOCTG 1); B HauaipHOM coctosaun PII (P;) ciemyer us ompese-
JIeHuii MOHATUA HadaabHOro cocrognud u 1111 P;, n

® VICTUHHOCTH 1; B COCTOSIHMH S, B KOTOPOE CYIIECTBYET 1yTh u3 0 ¢ MeT-
KaMu pebep Busia ap,, 0GOCHOBBIBAETCsI y TBEPZKICHUEM

ap,
Vs s" € Yp, 15 5 (SEY = S E) (51)
KoTOpOe cJieiyer u3 reopemsl 2 (i = 1,3), win teopemst 5 (i = 2,4).

Mpg1 Gyziem ucnosb3oBaTh cooTHomenus (50) B u3araeMoM HUXKe perlie-
HUY 33/1a9u BeprduKanun HeKoTopbix cBoiicts PIT P; (i = 1,...,4).

3. Metoapl Bepudukaliuu KpunrorpadmniecKnx mpo-
TOKOJIOB

Wsaraembie B 3ToM mnaparpade merojbl Bepudukainuu KII ocHoBanbl Ha
npencrasiaennu KII B sume PII. s mokasarenbcrsa cpoitcts PII ncmoss-
3YIOTCS TEOPEMbBI U3 IpEeJbLIyIero naparpada. IlepBolit u3 nsaraeMbix H-
Ke MeTonoB uctosb3yer nousatue ['Tl, a Bropoit ocHoBan Ha Teopeme 6 u
Haubosee moaxoaut st Bepudukamnun KII ayrenrudukarmn.

B stom maparpade npempmnosaraercss uro cumBosi P obosunadaer PII, me
conepzkamuii 111 nporusnuka P;.

3.1. Bepudukanusa Ha ocHOBe rpadoB Iepexoa0B
3.1.1. Onucanue Mmerosa

Hexkoropoie cBoiicrBa PII mMoryT BbIpazkaTbcsi pOPMyJIaMu, CBS3aHBIMHU C
JOCTKUMBIMHU  BepimmHaMmu coorBercTByomux ['1I. Hampumep, omao wu3
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coiicts PII P; (i = 1,...,4), onpesenenusix B myHkre 2.6.3, nMeer Takoii
BUJI:

ecyi JocrukuMasi Bepunnaa at = (ata, atp) wm (ata,aty, atp)
I'll Gp, TakoBa, uro atp =1 (i = 1,2) wm atp = 2 (i = 3,4), (52)
To at = x =y.

,HaHHOG CBOIICTBO Ha3bIBAETCSI IIeJIOCTHOCTbIO 1 HUMeEET CJIG,ZLYIOH_[I/IP'I
CMBICJI:

o eciu Bemonnenue PII (P;)y = {A, B, P;} wm {A, J, B, P;} nocrurio
cocrosaus, rae npuauMmaonmii I1I1 B 3akagIMBaeT 4aCTh CBOETO BbI-
[IOJIHEHNS, CBA3AHHYIO C IPHUEMOM CoobIeHust oT nepejaroriero 1111 A,

e TO IIpH J1I060M IIPOTHBOJEHCTBUN HPOTUBHUKA P neperasaeMoe coo0-
menne ¢ B nepenatomem 1111 A coBuajaer ¢ TeM 3HaYEHHEM, KOTOPOE
Oyzer nMeTh mepemMenHast y B npuauMaromeM [111 B.

Ecsu cpoiicrBo PII P umeer Bun at = ¢, rae at — HEKOTOpasi JTOCTUKNI-
Mas Bepmuta I'Il Gp, To omun 3 MeTOH0B BepuUKAIMH 3TOrO CBOHCTBA
3aKJIF0UAETCS B CJIELYIOIIEM:

® JId KaXKJION JOCTUKUMOUN BEPIITNHDBI at’ , Haxoadmeiicss Ha KaKOM-JII00
nyru uz Init(Gp) B at, Beraucisiercst GOpMyIa pqy, MCTUHHAA B at’, u

® IIPOBEpAETCA CBONCTBO Yut < .

Heobxo1nMocTh BBIMUC/IEHNST BBIIEYITOMSIHYTBIX (DOPMYJI IJIsT BCEX BEp-
muH Ha 1wyTax u3 Init(Gp) B at cBsg3aHa ¢ TeM, YTO /ISl BBIYUCICHUS Qg
HEO0OXOMMO 3HATH (POPMYJIbI Qg JJIs KasKJ0il JTOCTUKUMOI BepIIuHbl at’,
13 KOTOPOil CYIIECTBYyeT peajudyemoe pedbpo B at, U T.II.

Merton Boraucieruss (GOPMYJIbL (Pq¢ UMEET CJICYIONINi BUT:

® eCJIU BBIUUCICHA (POPMYIIA (P IJIsl KAKOH-TMO0 TOCTMXKUMOM BEPITUHBI

(0%
at’, Taxoit, uro cymecrsyer pebpo I'Il Gp Buga at’ — at, To BbIUUC-

asiercst popmydia o(Pqy ), CMBICIT KOTOPOI 3aKJIFOUAETCST B CJIELY FOIIEM:

o
€C/IM B TEKYIeM COCTOSIHUE § Oblta BepHa hbopMysIa pq, U 8§ — s, TO

dbopmymna apq) BepHa B COCTOSTHIN S, & TaKyKe B KazKI0M COCTOSTHUH,
B KOTOPOE CYIIECTBYET MyTh U3 8’ ¢ MeTKamu pebep Buia ap;,

e nckomast pOPMyJIa Qg¢ ONPENEIIeTCs KaK aHaJoOr JU3BLIOHKIIUA BCEX
dbopmyir Buga a(pa).
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Jna naganbroit Bepmmabt at’ = Init(Gp) coorercTByiomas hopMyiIa
Pg0 TIpeamoaraercst 3agannoi. Hanpumep, st kaxgoro uz PIT P; (i =
1,...,4), onpeeseHHbIX B yHKTE 2.6.3, B KauecTBe Takoit (hopMyIIbl MOXKHO
B35Tb (DOPMYJIYy M3 COOTBETCTBYIOIIETo cooTHomenus B (50).

Huxe nznaraiorcest mpuMepbl TPUMEHEHHUS JAHHOTI'O METO/A JIJI PENIeHns
3ajad Bepudukanuu PII, B KOTOPBIX UCHOJIB3YIOTCsT 3AIUIICHHBIE KAHAJIBI
(P1 u P3), nin 3amurmiennsle kimoun (P u Py). Ilepen pemenuem 3ajad
Bepudukaiuu JaHHbX PII MBI U3/710)KUM TeOpeMbl, KOTOPbIE OYIYT UCIIOJIb-
30BaTbCA IJIgd PpEHICHNA 9TUX 3ajlad.

3.1.2. Teopembl, ucnoJib3yeMble JIJisi BepuduKaIluu pacupegesieH-
HBIX ITPOIECCOB C 3aIlUINEHHBIMUA KAaHAJIAMU

B srom nyrkTe Oy/ieM UCIOJIB30BATDH CJEIyIOlIee 0DO3HAUCHHE:

VE CTm,Va e Act,Vc € Channels

EC,O( - E U {e}, eCcJin &x = C!e, n EC,O{ = E‘7 nHa4de. (53)

Teopema 7.
[Tycrs 3agansr PIT P, nonmuoxkecrso E C (P)g, cocrosinus s, s’ € Ep,

ap. Y
Takue, 9ro § — ', rae P € P, u eciin o« = cle, TO BepHA MMILIHKAIHSE
¢ E = Var(e’)NE={. (54)

Torna VE', E"” C Tm, V¢ € Ec BepHa UMILIIKAIUS

ElcP .. [ ElcP
S):{ E/Q[C]QE” }:>S ):{ Eévagfc]gEga

JdokazaTeabCcTBO.
Cornacro (4), snauenue opmynsl E Lc Py B s 3aBHCHT TOJIBKO OT MHO-
xkects [Pi)® u [c]® (Ve € Channels), u

e eciau o uMeeT BUJL c?e uan e = €/, To Ipu Hepexoje OT § K s JaHHbIe
MHOYKECTBa He U3MEHSIOTCH, 1

e eciim o MMeeT BuJ, cle, TO IpH mepexose OT § K S8 MOKeT U3MEHUTLCS
JIMIIb MHOXKECTBO [¢]® myTem sobaBiieHnst K HeMy Tepma e®,

nosromy u3 (54) caenyer ummnkaius s = E Llc Py = s = FE Lc P;.
Mvmmkamus s = E' C [c] € E" = §' = E,, C [c] C E, cienyer u3
oupenesernst (53). M

Teopema 8.
IIycTh 3amaHbI
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e PIT P, mommuoxkectBo E C (P)g, BepumHa at € Gp,

a;
e vuoxkectBO {at; — at | ¢ € I} pébep I'll Gp (c obmum KoHIOM at),

(03
npudeM ecau Gp comepKuT pebpo Buma at’ — at, He BXOIAIIEE B 9TO

MHOKECTBO, TO BeplinHa at’ HeJoCTHKuMAa,

e muOXKecTBO {@; | i € I} dbopmys1, COOTBETCTBYIONMX BBIIIEYIOMSIHY-
TbIM pebpam, tie Vi € I at; = ¢, 1 ; coctout u3 ciaemyomux P:

ElcP
Ez{,c Clel C E{fc (Ve e Eg), tae E;C,EZC CTm, n
paBeHCTBa BUjla € = €', rie e, e’ € T'm.

Torma at = ¢, tae ¢ cocrout u3 cieayomux D:

ElcP:
ﬂieI(Ez{,c)Cyai CldC UieI(EZC)C,ai (Vce Ec), n
paBeHcTBa Buja e = €', ve e, ¢’ € T'm,

BXOJIsIIIMe B KaxKyto u3 dbopmya ¢; (i € I).

JlokazaTeJibCTBO.
JlanHas TeopeMa ABJseTCS ciiencTBreM TeopeMm 7 1 2. W

Teopema 9.

ITycts 3amans PII P, u cocrosinus s, s’ € Sp,, TaKHe, U9TO g
Torna BepHa UMILIMKAIUS S = {[c’] = {e},c= c’} Y = {z=e).

JlokazaTeJibCTBO.
Jlannast TeopeMa HEMOCPENCTBEHHO BBITEKACT U3 OIPEICICHU BBIIIOJIHE-
Hust geficrBus Buja c?Z (cm. nyskr 2.2.5). W

3.1.3. Peaykuusa rpadoB Iepexo/ioB

Ecin anammsupyembie cpoiictBa I'll Gp cBsI3aHBI TOJIBLKO C €I0 JOCTUKAMbBI-
MH BEPITHHAMW, TO TMPHU PEIIEHNN 3a/ad aHaji3a TAKUX CBONCTB HEIOCTH-
JKUMbIE€ BEPIIUHBI U CBsi3aHHBIE ¢ HUMU pebpa M.0. ymajensr u3 storo ['TI.
Bymem maspiBaTh Takyoo omnepanuio ynajenust peaykmwueit ['I1. ITomyaus-
IUiics MOcje TaKOro yiaJjieHust rpad OyaeM Ha3blBaTh PEAyIIMPOBAHHBIM
I'TI, u obosnauark ero Toit ke 3anuckio Gp. Ecim B pexynuposarnsom ['TI
oOHapy»KaTCs HeyIaJeHHbIe HEJOCTHKUMbIE BepiuHbl, TO 3T0T 'l MoxkHO
eIre pas peaynupoBaTh, U T.I.
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Haxoxk menne HepeasmsyeMbix pebep n HeaocTm:KuMbIX BepmnH ['TI Mmoxk-
HO IIPOM3BO/IUTH C MOMOIIBIO CJIEYIOIINX TEOPEM.

Teopema 10.
[Tycrs 3aman PII P. Eciu Bepruna at € Gp TakoBa, 94TO

e at = {[c] =0,c =}, tue ¢, € Channels, nm
o at ={k'[o] =0,k =k}, tue k, k' € Keys,

1 u3 at BeIXOAUT Pebpo ¢ MeTkoi ¢'?e miam 7k'(e) coorBeTcTBEHHO, TO ITO
pebpo mepeauzyemo. W

Teopema 11.
[Tycres 3aman PII P. Vat € Gp BepHBI cienyonue yTBEPKICHUS:

e ecyin Bce PEOpa ¢ KOHIOM at HepeaJm3yeMbl, TO at HEJOCTHKUMA, U

e eciu at HETOCTUKUMA, TO Bce PEOpa ¢ HadgasioM at HepeaymnsyeMbl. W

3.1.4. Bepudukaiiuga paciipegejeHHOro mmpoiiecca P;

[TpumeHuM J10Ka3aHHBIE BbIIE TEOPEMBI JIJIsI JOKA3aTeIbCTBA CBOiicTBa (52)
PII Py, onuceiBaemoro cxemoii (41). I'll Gp, nmeer Bu (47).
Teopema 10 u nepsoe coorHomenue B (50), KOTOpoe uMeeT BHJL

A"BY = {¢1,[caB] = 0} (55)

000CHOBBIBAIOT HEPEAJNIYEMOCTH OTMEUEHHOIO YEPHBIM KPY2KOYKOM pebpa B
I'II (47). TTo Teopenme 11, orciona ciaemyer nenocTmzkumMocTsb Beprunnt ACBL.

[Tocne pexykiun I'TT (47) myTeMm yuaieHusl HEJOCTUKUMBIX BEDINUH U
CBSIBAHHBIX C HUMH pebep mnoJryuaeMm rpad

CAB'T ony  can’y T
(11 B%) AB

(56)

B (56) CYIIECTBYET €JMHCTBEHHAsd BEpIINHA (AlB 1), YIOBJIETBOPAIOIIASL
yerosuio B (52). Takum o6pasom, Tpebyercs nokazaTh, uto A'Bl =z = y.

U3 (55) mo Teopeme 8 ciemyer, uto A'BY = {1, [cap] = {z}}, orxyna
o TeopeMaM 8 1 9 ciremyer xKesaemoe ceoiictso A'B! = 2 = y.
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3.1.5. Bepudukaiius pacrpeejieHHOro mpoiiecca Ps

PaccmorpuM Teneps 3a/1ady mokazaTesaberBa cBoiictBa (52) st PIT Py, omnm-
CBIBAEMOIo cxeMoil (44), B KOTOpPOii JeficTBUs ONPeesIoTCst coriacHo (43).
I'll Gp, umeer Buj (49).

Teopema 10 u Tperbe coorHomenue B (50), KOTOpOE UMeET BH/I

A JOBO = {5, [eas] = 0, [cns] = 0, [¢] = 0} (57)

000CHOBBIBAIOT HEPEAIN3YEMOCTh OTMEUEHHBIX YePHBIMU KPY2KOUIKAMU pedbep
B I'IT (49). Ilo Teopeme 11, orcrofa ciaeyeT HETOCTUAKUMOCTH BCEX BEPINUH
BepxHero sipyca B I'I1 (49) 3a uck/roueHneM BepIUHBI A JOBo,

[Tocse pepykiu I'IT (49) myrem yajeHust HeJIOCTUKUMBIX BEPIITHH BEPX-
HEro sIpyca M CBA3aHHBIX C HUMHU pebep mosydaem peayrumpoBaHubiit ['T]

AL BY) By (a12B1) B2 {at2p2 <
j a1 j% _ ,

Bi

AL JoBY

(58)

Jlasee MBI IPUBOJAMM CIIMCOK COOTHOIIEHUI, KAXKJI0€ M3 KOTOPBIX CJIEIYET W3
upeapLaymux (mepsoe cieayer u3 (57)) mo reopemam 8 u 9:

AVJOBY = {3, [cas] = {c} [cs] = 0, [c] = O}

A2JOBY |= {3, [cas]) = {c} [cps] = 0,[c] = {}} (59)
AVIBY = {3, [cas] = {e}, [eps] = 0,[c] = 0,u = ¢}

A2J'BY = { e, [eas] = {e}, [ens] = 0.[c] = {2}, u =}

IIo Teopeme 10, U3 JTaHHBIX COOTHOIIEHU CIeAYeT HEPEATUIYEMOCTH OTMEYEH-
HBIX YepHbIME Kpy:koukamu pebep B I'IT (59). Viuangas stu pebpa u cooTBETCTBYIO-
ue HeJOCTHKUMbBIE BEPITUHBI (UCHONB3yst TeopeMy 11), mosydaeM pegynupoBaH-
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moiit I'TT

W3 nocnennero coorromenust B (59) npu momornu TeopeM 8 u 9 mosrydaeM:

A'J*B° = {3, [cas] = ?;}}» [cps] = {u},[e] =0,

AV B = {3, [eas] = (61)

ITo reopeme 10, u3 mocsensero coorHomenust B (61) ciemxyer HepeaIn3yeMoCTh
OTMEUYEHHOIO 4YepHBIM KpyzKo4ukoMm peGpa B I'II (60). Vmauss 310 peGpo n coor-
BETCTBYIOIIUE HEJIOCTUKUMbBIE BEPUIMHBI (JJI HAXOXKIEHUS KOTOPBIX UCIOJIb3yeM
reopemy 11), nosyuaem peayruposanubiii I'T1

A0 70 p0)— "L (41 oo 2 200
A A

(62)

ITpumensist Teopembt 8 1 9, BeraucsieM (GOPMYJIbl, COOTBETCTBYIOIIUE OCTABIITAM-
csl BepIIMHAM:

A2J?BO = {ps, [cas) = {c}, [eBs) = {u}, [d] = {z},u = ¢}
A?2J?B? ': {9037 [CAJ} = {5}7 [CBJ} = {u}a [5} = {SU}, uU=Ccv= u} (63)
A*J?B? = {z =y}

TTockonbKy

e 5 I'TI (62) Bepmuna A?J?B? gpnsercs eIMHCTBEHHOI BEPIINHOM, YIOBIETBO-
psitornieii yenosuio B (52), u
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® COIVIACHO IIOCJIEIHEMY COOTHOIIEHHIO B (63), 1151 9TOl BEPIIMHBI BEPHO yTBED-
xKuenue B (52),

TO 3aj1a4a JloKasaresnbersa ceoiictsa (52) quist PII P pemiena.

3.1.6. Teopembl, ucnojibdyeMmbie Jjisi BepuduKaluu pacapegeieH-
HBIX IPOLIECCOB C 3aUIUIIEHHbIMU KJIIOUaMU

B srom nynrkTe Oy/IeM MCIOIB30BATE CieyIoliee 0003HATEHNTE:

VECTm,Va € Act,Vk € Keys

Epo = EU{e}, ecn a =k(e), u Ey o = E, nnade. (64)

Teopema 12.
ITycrs sagannt PII P, rae Var(P)c = {o}, nonmuoxectso E C (P)g, cocTosHust
s,s' € ¥p,, Takue, 4TO0 S 2P s, rne P € P, u ecan o =le, TO

Vx e Ex l’J_KyE e’. (65)
Torna VE',E" CTm,Vk € Fx : k # public_key(...) BepHa uMIiMkaust

FElkg PT,k_l[PT] - k‘_l[o} ’ FElx PT,kfl[PT] - kil[o]
*F {E C ko] C B =B\ B, ch bl C B,

loka3zaTesbCTBO.
Bnavennst popmyn E Lx P u k71[P;] C k~'[o] B s 3aBucur Toanko oT MHO-
xecTB [P4]® u [o]s (mna E Lk Py sTo BepHo coriacuo (5)), u

e eci (v UMeeT BUJ Te Wiu e := €/, To IpH Iepexose OT § K §' JJaHHbIe MHOKe-
CTBa HE U3MEHSIOTCS, 1

® eC/IM (v UMEET BUJ !e, TO IpH MEePeXoje OT § K 8 MOMXKET U3MEHUTHCS JIUIIb
MHOKECTBO [0]s IIyTeM jlobaBIeHnst K HeMy TepMa e,

osroMmy u3 (65) creyer NMITHKAIHS
S ): {EJ_K PT,k‘il[PT] - kil[O]} = ): {EJ_K PT,k‘il[PT] - kil[o]}.

Mvnmakanus s = B C k7'o] C E” = ' = E} , C k™ '[o] C E}, cenyer u3
onpenenenns (64). W

Kpome Toro, BepHbl anajoru TeopeMsr 8, ¢ 3aMeHOM
e FlcP;na {EJ_K PT,kfl[PT] - kil[o]},
b [C] Ha k_l[oL Ez}c Ha Ei,/w (Ei,c>c,ai Ha (Ei7k)k:,ai7

u Teopembl 9, ¢ 3amenoit ¢?3 na ?k(2), [¢] na (K')7L[o], c= ¢ na k =k’
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3.1.7. Bepudukaiius pacrpeejieHHOro mpoiiecca Ps

Hokazaresberso coiicTsa (52) muis PII Py, onmcbiBaemoro cxemoii (42), npooauTcest
AHAJIOIMYHO JIOKAa3aTeJIbCTBY 3T0ro cpoiictsa nug PII P; B mynkre 3.1.4. T'Il G'p,
nmeer B (48). Tak ke 06OCHOBBIBAETCH HEPEAIH3YEMOCTh OTMEYEHHOIO YEPHBIM
kpy2koukoM pebpa B I'IT (48). ITo reopeme 11, orcioma cieryer HEAOCTUKUMOCTD
sepimmabsr AY B, Tlocste pexykrum I'IT (48) mosywaem rpad

——\\ kap(z) N Thas(d) oo

(66)

B (66) cymecrsyer equncrsennas sepmuna (AlBl), ynosnersopsromasn yciosuio
B (52). Takum obpasom, TpebyeTcs mokazaTh, uro A'B' = x = y. D10 cBoiicTBO
crenyer w3 coornomenns A'BO f= {9,k 5[0] = {z}}.

3.1.8. Bepudwukariusi pacrpeieJieHHOTO Iporiecca Py

Hokazarenbcrso coiicrsa (52) mias PII Py, onnceiBaemoro cxemoii (44), rue nei-
crBus o, fi,J; (i = 1,2) oupenensiiorcst corsiacHo (45), IPOBOAUTCH AHAJIOIUIHO
JIOKa3aTeIbcTBy roro csoiicrBa miag PII Ps; B mynkre 3.1.5. I'll Gp, umeer Buz
(49). Tak ke 0BOCHOBBIBAETCSI HEPEANU3YEMOCTb OTMEUEHHBIX YEPHBIMU KDPYZKOU-
kamu pebep B [T (49). Iocne pexykimu T'IT (49) monygaem takue xe I'IT (58),
(60), (62), xak u B cayuae Bepuduxaruu PII Ps. Ml ve 6yuem usiararh JeTajbHO
pemenne 3anaan Bepudukanun PII Py, npusegem JIMIIb COOTHONIEHUS, CBA3AHHBIE
¢ Beprmuamu I'TI (62) miist maHHOrO Ciryvast.

ALPPBY E {on, k3 lo) = (R}, khlo] = 0,5~o] = 0}

A2JOB° = {pa, Ky ylo] = {k}. ko] = 0.k~ o] = {a}}

ALTBY = g, kblo] = {Rb kipblo] = 0.F1e] = 0.u = F}

AT 1 (i, ki blo] = (R kpblo] = 0.5 o] = {a},u = B}

ALJ?B° = {9047 kAJ[O] {If}’ kl;}l[o] = {u}» ]f_l[o] =0,u= ]f}

Al B! ): {(P4, AJ[O] {]f}’ kg}][O] = {u},]j;_l[o] =0,u= k’,’li = u}
A2P2B0 b= (ki ble] = (R} Kph o) = {u} B[] = {a}ou=F}
A2P2BY = {p, ko] = (B}, kblo] = {u}, k=[] = {z}h,u= v = u}

A2J2B? E {z = y}.

3.2. Bepudwukarnusa mporokosa Yahalom

B srom m cremyromem maparpade paccMaTpuBaeTcs IPYroi METOJT BEPUPUKAIMN
KII, ocroBamHbBI Ha UCIOIB30BaHUA TeOpeMbI 6. J[aHHBI METOM HE OMUCHIBACTCS
SIBHO, T.K. €ro COJepKaHie MOYKHO MOHSTH IT0 TPUBOJUMBIM HUKE IIPUMEPAM €ro
npuMeHeHns B 3ajade Bepuduranuu KIT ayrenrudukanun Yahalom (8 aTom mapa-
rpace) u KII nepegaan ITIC mex iy HeckosbKumu arentamu (B naparpade 3.3).
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3.2.1. Omnucanme mporokoJjia Yahalom

KII Yahalom npesnasHauen jisi ayreHTudukanyuu (T.e. IPOBEPKU MOJJIMHHOCTH)
areHTOB, B3AMMOJIEHCTBYIONINX O OTKPBITOMY KaHAJIY O, U TEPEeJIavl CEAHCOBBIX
KJTIOUel MEXKJTy ITUMU areHTaMM.

IIpeamonaraercs aro

® 3aJlaHbl MHOYKECTBO areHToB Ag, a TakxKe areHT .J, HA3BIBAEMbI JOBEPEH-
HBIM MOCPETHUKOM, JIAHHBIE ar€HTHI MOT'YT B3aUMOJIEHCTBOBATD JIPYT C JIPY-
TOM I10 OTKPBITOMY KaHAJy O,

e KaxJplil areHT A € Ag mmeer OOIMIT CEKPETHBIN KIIOY k4 C JIOBEPEHHBIM
nocpegaukoM J, Ha Kotopom A u J moryr mudpoBarh u JemudpoBaTh Co-
OOIIEHNST, UCIIOIb3YsI CUMMETPUYIHYIO CUCTEMY IIHMPOBAHUS, IPUYEM TOJIHKO
A u J 3Ha10T K109 K 47.

B kaxxmom ceance KII Yahalom npuaumaror yyactue cieayroimne areHThbl: MHA-
muaTtop A € Ag, nosepennslit nocpennuk J, u pecnoHzaep B € Ag. Kaxprii
aredT u3 Ag B oiHUX ceaHcax M.0. HHUIIMATOPOM, a B JIPYyTrux — pecrongepom. Oaun
U TOT Ke areHT M.O6. M MHUIMATOPOM H PECIOHJEPOM B OJIHOM U TOM K€ CeaHce
(t.e. BO3MOXKHO, uT0 A = B). Boimosnnenne ceanca KII Yahalom ¢ nannmaropom A,
pecrioriepoM B 1 I0BEpEHHBIM TOCPEIHUKOM J IpecTaBisieT coboil COBOKYITHOCTh
YeThIPEX TIEPECHLIOK COODIIEHMIA:

A— B : A7nA

B—J B, kBJ(A,nA7nB)

J—A k}AJ(B,/{i,’I’LA,nB),kJBJ(A,kJ)
A— B : kBJ(A, k),k(nB)

Ll

Iepecoiiku B (67) UMEIOT CIIEAYIOMUIT CMBICIT:

1) A noceuiaer B 3anpoc Ha ayTeHTH(MUKAIUIO U TEHEPAIMIO CeAHCOBOIO KIIIOYa
k, TOT 3ampoc coOCTOUT U3 MMeHU areHTa A u HOHca N4,

2) B nocbuiaer J 3ampoc Ha MeHEPAIUIO CEaHCOBOIO KJioua k, B CBOI 3a1poc oH
BKJIIOYAET CBOE MMsl, UMsI arenTa A, Jijisi CBSI3U C KOTOPBIM HY’KEeH 9TOT KJII0Y,
OJIYyYECHHBI HOHC 14, U CBOI HOHC N p,

3) J remepupyer ceaHCOBbI K04 k u mocouiaer A mapy coobieHuii,

® U3 1IepBOro coobIeHnst A MOXKET U3BJIEYb CEAHCOBBINM KJIOY k,
® a BTOPOE IIpeIHAa3HAYEHO /I TOro, 9Tobbl A mepecian ero B,
4) A nmocbutaer B mapy cooluieHmii,
® II€PBOE U3 KOTOPBIX OBLIO HOJIy4ueHO uM oT J, areHT B MOXKeT n3Bjedb
73 9TOTO COOOIEHNUST CEAHCOBBIH KIII0Y K, U

® UCIONIB3ysl KJI0o4 k, areHT B nemmdpyer BTOpoe cOOOINEHNe, ecjid pe-
3yabTar JemudpOBaHUs COBIAIAET C €ro HOHCOM N, TO 9TO SIBJISIETCS
JIJTsl HEro JIOKA3aTeJbCTBOM TOTO, ITO OTIPABUTEIEM 3TOTO COODIEHUsI
ObLIT UMEHHO A.
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®opmannuoe omucanne ceanca KII Yahalom m3obpazkaercs cxemoit

T4 J R

o) o) Oe ) )
A, nY) - 7(aly, i)
) lll_ 1e ) S
2(aly, kang(aly nt, fzf,))“l 2“](3. kpi(aly, niy, i)
Nkay(ay ]:‘4 n'y,n'y) i‘)“Q (kafﬂ(( J‘/’:‘J nY n}).la‘arjj(af]./::]))
N, Ky (nh)) A (kpslay. k). ki(n))
e3 *) 3e

(68)

B s10it cxeme steBast u nmpaBast HuTH cooTBeTCTBYIOT 1111 I 4 1 Rp, ONUCHIBAIOIITIM
[oBeJIeHre nHUImaTopa A u pecronjepa B cOOTBETCTBEHHO, CPEIHSIS HUTh COOTBET-
creyer 1111, onuceiBaroremy moseenue nocpeauuka J, sror 111 obosragaercs Tem
ke cumBojioM J. Cumbics iepementbix B atux 111 yemarpusaercst u3 comocrasiieHust
nedicreuit B atux IIII ¢ coorBercTBytonmMu aeiicteusayu B (67). Bepxuuit uxmexc 4
WIN T TIPU KaKOH-Inb0 TIepeMeHHOI O3Ha9aeT, 9TO OHA MPEIIIOJIOKUTETHHO COIEP-
kuT nHbOpMaImo 06 nHUIMATOpe (i) WIn pecnoHepe (1) JAHHOTO CEaHCA.

Ipeanomnaraem, uro Agent(14) = A, Agent(Rp) = B, Agent(J) = J.

PII P, coorsercraytomumit KII Yahalom, nmeer Bu

P={{I1 | Aec Ag} {Rp | B € Ag},J"}. (69)

Huzke mMb1 Oy/1eM BCIOIB30BATD CIEAYIONINE OOO3HATEHMS:

«
,,,
e ccu P — PII, u 7 — myrs B ¥p,, To 3amucy 7 > P"* : s — s’ osmauaer, 4ro

ap
T conepuT pebpo s — ', u ats, =1, aty, =1,

e 3amuch s = E Lk e obosmataer yreepxkaenue Vi € Ex x Lk ge®.

Herpynmo mokazats, aTo

sEFlk(e,e)esEElke n sEFELke. (70)

3.2.2. CgoiicrBa npoTokoJja Yahalom

Ceoiicrsa PII (69), koropsie 6yayT BepuduIupoBaHbl:

® CEeKPEeTHOCTb KJII0Ueil 1 HOHCOB n'y:
VSEZPT S}ZEJ_KPT, e E ={kps,kj,ny | B € Ag} (71)

e ayTeHTUdUKAIINS UHULIATOPA MEePe PECIIOHIEePOM: 15T IOOLIX Ry €
P,s € Xp,, ecmn s = atr, =3, 10 3[4 € P:

S ': {atIA = 3,&7:4 = BaaiB = Av”i} = TLZB,TLZ = an’kaX = k%}, (72)

e ayTeHTUdUKAIUS PECHOHAEepa Iepe/] MHUIMATOPOM: I JIIOObIX [4 €
P, s € Xp,, ecma s = atr, =2, 10 IR € P:

s = {atr, =2,a"y = B,aly = A,nYy = nl,n’y =n}. (73)
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3.2.3. CekpeTHOCTb KJIIOYeil 1 HOHCOB n'p

Hokaxkem (71) oT HpOTUBHOTO.

peanomnoxunm, uro S = {s € Xp, | s = ¢} # 0, nne ¢ — dopmyna B (71).

Vs € S 0603HAUNM 3aIUCHIO Ty IIyTh MUHUMAJIBLHON JymHbl u3 0 B s. IlycTb s —
cocrosinue u3 S ¢ HauMeHblnel ol . T.K. 0 = ¢, To s # 0.

ap

Iycrs s’ — s — pebpo u3 Ts ¢ KOHIOM B §.

U3 ompenenenus s caenyet, uro s’ = ¢, s = ¢. Ecan 661 651710 Bepro P = P,
TO W3 TEOPEMBI 3 CJIEIYET, UTO S = (, T.e. UMEeM MPOTUBODPEYHE.

Tostomy P € {I4,Rp,J | A,B € Ag}, n
ap =le, [0]s = [o]s U{e}, Fy € Ex : ~(y Lk ge’). (74)

ap
ITepe6opom Bcex BapuaHTOB 0OOCHOBAHUS CYIIECTBOBAHUS pebpa s’ — § co CBOIi-
crBamu (74) HAXOJUM €IMHCTBEHHOE BO3MOXKHOE 0BGOCHOBaHUE:

le
T3 I3 s = s, tae e = (x, k% (n7)). (75)

Tk. s Eat;, =2, 10 381 <, 5"

?61 . .
T 3 Iy s = s1, tae ey = (kay(aly, Ky, 'y, 1Y), ). (76)

Tk. s1 <z, s s = ¢, 10 851 E ¢. B uacrnocru, s; = E Lk ep. o (70),
orciofa ciepyer, uro s = E Lk x.
ITo Teopeme 6, u3 s1 = ¢, €5 € [0]s, m kay € FE caenyer, aro I sy <, si: 75

; (le2)p
COJIEPIKUT pebpo sh —> Sg, Tae P € P u nepBasi KOMIOHEHTa kay(...) TepMa
e] BxomuT B e5. Ilepebopom Bcex BapuaHTOB OOOCHOBAaHMS CYIIECTBOBAaHUs Pebpa ¢
TaKWMW CBOHCTBAME HAXOJWM €IMHCTBEHHOE 0DOCHOBAHUE:

162 _ .
s D J2 i sh— 89, TUIE €9 = (kaiJJ(aG,kJ,nf],nT,), o) (77)

Ky s (@) Ky ) = kas(aly, (K%, )

(muOroToume B (77) M HuKe 0GO3HAYAET KOMIIOHEHTY Iapbl, HE INPEJCTABIISIO-
myio uHTepec jyuisi pacemorpenus). Us (77) caenyer, uto (k%)® = kj, mostomy
s E E 1k kY (n). YuuTsBag ycraHoBjeHHOe BbIie cBoiicTBo s1 = F Lk x, Ha
ocuoBaunu (70) momyvaem: s = E Lk (x,k4(n"y)), Te. s = E Lk e, 9410 mIpoTHBO-
peunt npemnosnokennto s = F 1ge. W

Jokazammnoe cBoiicTBO Vs € Yp, s |= ¢ Oy/IeT HCIOMB30BATHCS HIKE.

B uznaraembix HUXKe JIOKA3aTEbCTBAX MPU KAXKJIOM [PUMEHEHUU TeopeMbl 6
UMeeTCsl eJIMHCTBEHHBIA BapuanT 000CHOBaHUs cyllecTBoBaHus pebpa (35) B rpade
Yp,, ¥ MBI OyjieM cpasy OyjieM uzjarath 3T0 000CHOBaHUE, 6€3 YIIOMUHAHUS O €/[1H-
CTBEHHOCTU BapUAHTA TAKOI'O OOOCHOBAaHMS. IJTA €JIMHCTBEHHOCTH 00ECIEUNBAECTCS
MOJIXOIANIMM onpesienieaneM Jeiictsuil Buga le B 1111, Bxomgammx B paccMaTpuBae-
wmbrit PII.

133



3.2.4. AyrenTudukaiyus MHUIUATOPA IEpPeJ PECIIOHIEPOM

IIycts IIIT Rp € P u cocrosnue s € Yp, TAKOBbI, 9TO S |= atpr, = 3.
Joxraxem, uro 314 € P: soimosneno (72).
Hycrs 7 — nyrs u3 0 B 8. U3 s = atg, = 3 caeayer, uro Is; <, s:

e o N
=) Rég 18— s1, tie e = (kps(alg, k), kiz(n)).

ITo reopeme 6, u3 s1 = ¢, €5 € [o]s, u kpy € E caexyer, uro 3 sy <, $):

leo B
x> Jh2. 5’2 — S2, The ey = (..., ka;J(a37kJ)) (78)
k(aryss((aly)®s ky) = kps((ag)®, (k5)°)

U3 Broporo pasencrsa B (78) ciemyer, 4ro
(a})* = B, (a})® = (a)*, ks = (k). (79)
Us s, = aty =1 cenyer, aro Js3 < sh:

Tes . .
73 J% s — s3, e e3 = (..., kar (@Y, 2Y, 2Y)). (80)

U3 (79) u (80) crenyer, aro kps(3 repma) C e € [o]s,, OTKy/a 10 Teopeme 6, ¢
yuaeroM s3 = ¢ u kg € FE nonyuaem: 3s4 < sh:

!64

wBR}l; 8y — S4, THE 64:(...,kBJ(a%,n%,ﬁ%)) (81)

ki ((a}y), (nf)% nly) = kps((al)®, (nh)*, (n)*)
U3 Broporo pasencrsa B (81) ciemyer, uro
B = B,(nj)* = (n})*,nf = (n))*. (82)

Io Teopeme 6, u3 51 = o, (k5 (n%))* Cef € [o]s,, u (k) =k; € E
caemyer, uTo 385 <, $i:

!85
ﬂ?]i’g D 55— 55, nae e5 = (..., kly(n’y)) (83)
(ka(n4))® = ks(np)

U3 Broporo pasencrsa B (83) ciemyer, 4To

(K4)® = kg, (n3)° = ni. (84)
U3 s5 = aty, = 2 caenyer, aro Js¢ <, sk:

?eg . .
) Ii’2 1 56— 8¢, tae eg = (kay(aly, kYy,n'y,7%),...). (85)
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U3 (84) u (85) caeayer, 9to
kAJ(aZl? (kil)sv nih (n;l)s) = kAJ(arf-lv ]%17 nfél? n%’) Cege [0]56' (86)
TTo reopeme 6, u3 sg = ¢, kay € E, u (86) cienyer, uro Js7 <, sg:

167

71,2 . — ; ks nt
w3 JY? sl — s, e er = (kaijJ(a}v ky,mh,n%),...) (87)

K(aiye ((a5)% kg, (n5)*, (n5)%) = ka(aly, by, niy, i)

U3 Broporo pasencTsa B (87) cyemyer, 4To

(a%)* = A, (a5)* = aly,J = J,(n})* = nly, (n})* = n. (88)

Caoiictso (72) caenyer u3z (79), (82), (84), (88). W

3.2.5. AyrenTudukanusa peclioHAepa Iepen NHUAIIUATOPOM

IIycts IIIT 14 € P u cocrosinme s € Yp, TaKOBBI, 4TO 5 = aty, = 2.
Hokazkem, uro 3 Rp € P: Beinonseso (73).
IIycrs m — myte u3 0 B 8. U3 s |= aty, = 2 caenyer, uro Is1 <, s:

761 . X
T™> Ii’z 18— s1, e ep = (kag(a'y, kYy,ny, 7%),...). (89)

ITo reopeme 6, u3 s1 = ¢, kaj(4 repma) C €] € [o]s, u kay € E, ciegyer, aro
Js9 < s):

!62 _ .
73 J2 8, — 52, TJIe €3 = (k;aijj(ag,k‘;,nfz,ng),‘. ) (90)
k(af])sJ((a?})i ks, (n.Z])S7 (nTJ)S) = kAJ(a;D (1%4)87 n'y; (nZ)S)

U3 sroporo pasenctsa B (90) ciemyer, uTo
(a5) = A, (a})® = aly, ks = (k})*, (n})* = niy, (n])* = (n)*. (91)
U3z s9 = aty =1 caenyer, uro 53 <, sh:

?63 .
73 J% i sh— s3, e es = (..., kar (@Y, 2Y, AY)). (92)
U3 (91) 1 (92) cieayer, aro kqr (A, n’y, (n7y)*) C e € [o]s,, OTKyma 110 Teopeme
6, yuurbiBas S3 = @, u kar, s € E, nomyqaem: Js4 < Sh:

!64
T3 Rg? v sy — sa, vae es = (..., kpy(ap,np, 7)) (93)
kBJ((a%’)Sv (n%)g7ﬁ%) = ka’;‘J(A’ana (ng)g)

Bropoe pasenctso B (93) BieuéT paBeHCTBa, U3 KOTOPBIX caepyer (73):

B =dly,(ap)® = A, (np)" =njy, i = (n})*. W



3.3. Bepudukanus mnporokoJia nepeaadu mmdpPOBaHHBIX CO-
OOIIIEeHNT MeXK /Iy HECKOJIbKUMH areHTaMu

B stom mynkTe paccmarpuBaercs npumep Bepudukarun KII, mpemgnasnadeHHOTO
s tepegadu [IC mo oTKpeITOMY KaHAJY MEXKJIy HECKOJIBKUMU areHTaMu. JlaHHbIi
KII siBisiercst 06061mennem paccmorpersoro B myrkre 2.6.3 KII Wide-Mouth Prog,
npescrasisiemoro PII Py.

3.3.1. OmnucaHue MPOTOKOJIA

V4acTHUKHU 3TOrO MPOTOKOJIA — areHThl U3 MHOXKecTBa Ag C Agents u joBepeHHbI
nocpegauk J. Kaxkpnii arenr A € Ag ucnonn3yer st cBsasu ¢ J K09 kg, 10-
crymnubiit Toabko A u J. Ceanc nepejadn cooOIIEHNsT T B 3alNPOBAHHOM BHJIE OT
areata A € Ag arenty B € Ag BkimodaeT B cebs ciierytomue neficTBUs:

e oOMmeH coobrenusiMu Mexkty A u J, B pesyabrare dero J y3Haer ums A oT-
npaBuTesis, UMs B mosryuaresis, u Kiiro4 k, Ha KOTOPOM OyieT 3armudpoBaHO
coobrenune x or A mist mosygaresst B,

e oOMeH coobrmienusimu Mexy J u B, B pe3yiabrare dero B y3maer ums A
OTIIpaBUTEJIsI COOOIEeHns, KoTopoe B mojyunt or A, u K04 k, Ha KOTOPOM
OyzeT 3aImdpoBaHO 9TO COODIEHNE,

e nepecsuika I1IC k(x) or A k B.

Brimosnenne ceanca nqanaoro KIT ¢ ununuaropom A, peciongepoM B 1 qoBepeH-
HBIM [IOCPEJHUKOM J TpeJicTaBiIsieT cobOi CIIEYIONYI0 COBOKYITHOCTD IEPECHIIOK
COODIIEHMIA:

1. A—=J kAJ(A TLA)

2. J—A kAJ(nA,nJ)

3. A—~J kA](TL], )

5. B—>J kBJ(nA,nB, )
6. J—>B : kBJ(A ng, )

7. A—B : k(z)

JlaHHBII ceaHC TPEeJICTAB/ISIETCS CJIEIYIONIEH CXeMOI:

Ia J Rp
~¢0 Os. e
eas(aly, my) - Pk gl )
, Y o] l.'k ( ) —j)
K YLy wi g,
-U(J A ’:1)"2 2“? by ,{;‘ A_]
Veay () KLY Pk g (0 F )
o3 [ 3] Oe
Ver g (n'y) ——— Tkpa(n]
]ia.JJ(]l])“_l ! B.]( B)
Pk (g, 2, a'y) s Vg (0, Ay, B)
[ 15} Qe .
Ky (@ 15 K)o P (il . K
(16} 3e
1/11 ! )]il iz
(2 4).4 " Pj( B) -
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PII P, coorsercrByionuii 3romy KII, umeer sug (69).
CsoiictBa 3roro KII, koTopble J0JI2KHBI OBITH BepUUITTPOBAHBI:

® CEKPEeTHOCTb KJIIOYE, IepeaBaeMbIX COOOIIEHNA U HOHCOB:
Vs€Xp sk ELgP;, tae E={kay,kiy,a%,n'y | A€ Ag} (96)

® I[EJIOCTHOCTD I€PEJABAEMBIX COOOITCHUIL:

VRp € P,Vs € Xp,, ecn s Eatr, =4, 103 14 eP: A (97)
s ):{atIA :470’2} :BvalB :Aanfél :nZBakjél:k%vxhzsz}

3.3.2. Bepudukaiiusa mpoToKoJa

JlokazarenncTBo cBoiicTBa cekperHocTu (96) IOCIOBHO IOBTOPSiET HAYAJO Pac-
CyKJIeHUII B TMyHKTe 3.2.3 10 JOKa3aTeIbCTBY aHAJOTHIHOTO CBOWCTBA IIPOTOKOJIA
Yahalom, ¢ Tem Jumis oTiMdreM 9TO HE CYIIECTBYET HUA OJHOTO BapHAHTa 0DOCHO-
ap

BaHWsI CyIECTBOBaHMs pebpa s’ — s co croiicTBamu (74).

Hokaxxem cBoiicro nesocraoctu (97). Bysem ucnosb3oBarh B 9TOM J[0Ka3a-
TEeJILCTBE JIOKA3AHHOE Bhlle cBoiicTBO (96) (He ynomuHas 06 3TOM).

[Iycrs IIT Rp € P u cocTosinme s € Yp, TAKOBBI, 4TO0 5 = alr, = 4. Jlokazxken,
qro 314 € P: BBIIOJHEHO YTBEPXKIEHUE BO BTOPOi crpouke (97).

Hycrs 7 — uyrs u3 0 B 8. U3 s = atr, = 4 caexyer, uro

761
ds1 <, s WBR%A:SIl—) s1, tae e; = ki (%) (98)
23 ; 2
dsy <z 81 : T2 Ry :sh— s, r1e eg = kpy(aly, g, k)
ITo reopeme 6, u3 Bropoii crpoku B (98), €5 € [o]s,, kps € E, cueayer:
163 .
Js3 <psh:mD J0 sk — s3, THIE €3 = kor y(al,n’y, k) (99)

karysa((a%)®, ()%, (k)®) = kpy(al, 7, k)
U3 Bropoit crpoku B (99) ciemyer, 910

(a})* = B, (a}y)® = (ap)®, (n})* =0}, (ks)° = (k)" (100)
W3 nepsoit crpoku B (99), ¢ yaerom (100), nosygaem:

764
Js4 <y sh:m> I 18— 54, vae eq = kpy(n',nly, B). (101)

ITo Teopeme 6, u3 (101), u Toro, uro € € [ols,, ks € E, cuenyer:
!65

Is5 Sﬂ‘sﬁl = \31,2 D sk — S5, LI €5 = kBJ(n%,ﬁ%,B) (102)
kBJ((nZB)SvﬁTBaB) = kBJ((n?])SvﬁTBvB)

137



U3 Bropoii crpoku B (102) caemyer, uro
%y =g, B =B, (np)° = (nj)".
13 (101) caemyet, uto

?66 .
Js6 <p sy :mD J¥3:sh— s6, Tie €6 = kqi (0%, k).

Io reopene 6, u3 (104), i Toro, ato €f € [0]sy, k(ai)ey € E, cenyer:

!67 . _
Is7 <qsg:m> A3 1 sh = s7, Te er = kay(n’y, kYy)

kas((nfy)®, kYy) = k(af])sJ(ﬁ?]v (ks)?)
U3 Bropoit crpoku B (105) nosydaem:
A= (ah)*, (nh)° =7y, Ky = (ks)°
U3 nepgoii crpoku B (105) nosydaem:

?eg
1,2 i A
dsg <psp:m D17 s5— ss, tae eg = kay(n'y,n)y).

ITo reopeme 6, u3 (107), u Toro, 4o €f € [0]s,, kas € E, cnenyer:

!eg .
Jsg <psp:m D JH2:sh— s9, TaE €9 = kam(nfj,ﬁ?j)

o ()7, 70) = B (i, (1))
U3 sropoit crpoku B (108) mosmywaem:

(afj)s = A, (an)s = ﬁfé‘, nl = (nJA)S

U3 (106) u (109) mosyaaem:
’ﬁ‘?] = ﬁ?f = (nf4>s> J = J, (d})s =4, (nfl)g = ﬁi&

W13 (100) u (106) mosyuaem:

(kp)® = (k)" =k} € E,

osToMy 1o teopeme 6, u3 neppoit crpoku B (98) u e € [o],, caemyer:

legr
811 < 82 A3 18] — 511, Tae e = ki\x(:ﬁ\)

—. . . . A
k(@) = (Kp)*((2)°)
W3 sropoit crpoku B (112) u (111) momyuaem:

K= (k) = Ry, A= A, iy = ()"
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W3 nepsoit crpoku B (108) u (110) momydaaem:

7e10
/ 0,1 . o/ _ ) AT G
Js10 Sx 8o ™D I sy > S10, 1€ €10 = kg (@, 1Y) (114)

s (100) u (110) caemyet, uro €y = kay(B,niYy).
ITo Teopeme 6, uz (114), 3, € [0]s,y, kas € E, cremxyer:

!612
. 10,1 . _ i
519 <y shg w2 AV 18], — 519, THE €12 = kAJ(a;i’anx) (115)

kg (aty, nYy) = kas(B, )
U3 sropoit crpokn B (115) momyvaem:
=y, A=A, dy = B. (116)
Yreepxkaenue (97) 060CHOBBIBAETCS CJIEILYIOMIUM 0OPA30OM:

e sk at;, =4 cuenyer us (112), (113): 511 =aty =4, A= A, 511 <r s
': A ALy ( ) A ) 9 9

s E a’y = B crenyer u3 (116),
s aly = A crenyer uz (100) u (106),

s = nYy = n'y caenyer u3 (103) u (110),

s = ki = k% crenyer uz (111),

s 2!y = 2% cnenyer uz (113). W

4. 3akKJro4eHune

B nacrosimeit pabore 6bL1a moctpoena HoBast Moaeab KII, u mokazanbl mpuMepsl ee
HCIIOJIB30BaHUsI JJIsi PEIleHns] 3a/a4 BepuUKaIUU CBONCTB IEJIOCTHOCTH, CEKPeT-
HOCTU U COOTBETCTBUSI.

s nanbHeimeit 1eaTeIbHOCTH 0 PA3BUTHIO JAHHON MOIEJN W OCHOBAHHBIX
Ha Hell MeTOI0B BEpU(MUKAIIMN MOYKHO HA3BATDH CJICIYIONINE 3 a<IN:

e pazBuUTHE A3BIKOB crerudukanuii cBoiicts KII, mo3Bosisgomux BbIpazkaTh Ha-
npumMep cBoiicTBa HyseBoro pasriamenus B KII ayrenrudukanum, cBoiicta
meorciexkuBaemoctu B KII 3/1eKTpOHHBIX I1aTeXKEl, CBOCTBA AHOHUMHOCTHU
u mpaBmwibHOCTH TIo7icYeTa rojtocoB B KII aekTporHOro rosiocoBanus, u pas-
paboTKa METOJI0B BepU(MDUKAINKA CBONCTB, BHIPAYKAEMBIX HA STUX SI3BIKAX,

® [IOCTpoeHue MeTOA0B aBTOMATU3UPOBAHHOI'O CHHTE3a KII mo omnwmcanuio
CBOfICTB, KOTOPBIM OHU JIOJI2KHBI YIOBJIETBOPATL.
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Mathematical model and methods of verification of cryptographic
protocols
Mironov A.M.

In this paper, a new mathematical model of cryptographic protocols
is presented, and examples of the application of this model for
solving problems of verification of cryptographic protocols are given.
Cryptographic protocols are distributed algorithms designed to enable
the transmission of confidential information in an insecure environment.
They are used, for example, in electronic payments, electronic voting
procedures, systems for accessing confidential data, etc. Errors in
cryptographic protocols can lead to great damage, therefore it is
necessary to use mathematical methods to substantiate the various
properties of correctness and security of cryptographic protocols. The
paper outlines new methods for formal verification of cryptographic
protocols. Keywords: cryptographic protocols, sequential processes,

distributed processes, verification.
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