Nudopmanmonnas 6€30MacHOCTb 1 A3BIK
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M. A. Maskos (Mocksa)

Besomacubrii s1361k porpamvupoBanust Cg 1 OleparioHHast CHCTe-
Ma, CO3IaHHasT KOMITMISITOPOM STOTO sI3bIKA, 00ECIEIMBAIOT MOJIHYTO 32~
IIUTY OT BPEIOHOCHBIX MpOTrpaMM U Kubep-aTak. Cucrema, coCcTosast
u3 Cg U ero OmepanuoHHOM CHCTEMBI, OTKPBITA TOJIHKO JIJIsI IPOTPAMM,
co3maHHbIX KoMIuisaTopoM Cg wim yosierBopsiornux craggapraM Cg.
Nmeercss pobor, mpeobpal3yrommii Bce CyIIECTBYIOIME ITPOrpaMMBbl K
9TUM CTaHJIapTaM.

Kurouesbie cioBa: nadopMaImonHas 6€301aCHOCTb, S3bIKU IIPO-
rpaMMHUPOBAHUSI, BPEIOHOCHBIE ITPOTPAMMBI, KHOEp-aTaKu.

BBenenue

«Kro Bimageer wundopmanumeir ToT Biageer BceM Mupom» (Y. Uepumib,
H. Pormmib). Dra cenrennust orpaxkaer posib nHGOpMaluy B HaIleil [[1BU-
JIN3AIUN — COBPEMEHHAasl IUBUIN3AIUs HE MOXKET CYIIECTBOBATH 6e3 HHGOP-
maruu. Ha nmpuobperenue, pacipocTpanenne u 3aimuTy nHMOPMAIIMT TPATAT-
cs orpomuble feHbru. Mudopmalnsa He MOXKET CyIIecTBOBaThH 6€3 3allUThI.

SHauyuTebHAS YACThb IIPECTYIUIEHWI COBEpIIaeTcsi B WHEOPMAIUN.
Viepd TOMBKO OT KOMIBIOTEPHBIX MPECTYILUIEHUN COCTABJSET MUJLIAAPIIBI
JIOJITIAPOB B TOJI.

Ha zamury undopmanuu TparaTcs OrpoMHBIE CPEJCTBa. 1TeM He MeHnee
oJTHAS 3aIUTa UHMOOPMAIUN HE CYIIECTBYeT ceiffuac um He OyIeT CymecTBO-
BaThb B OymymieM. Ho nosiHast 3ammra oT BUPYCOB U KHOepaTak CyIIeCTBYET.
Cucrema, peanusyromas TaKyo 3alllUTy , IPUBeIeHa B JaHHON cTaTbe. Oc-
HOBY 9TOI 6€30TIaCHOCTH COCTABJISIET IIPe/IaraeMblii 6€30TaCHbBIN A3bIK ITPO-
rpammupoBanusi C's 1 OTIEPAITMOHHAS CUCTEMA, CO3/IaHHast KOMITUIITOpoM Cs.
[Iporpammet, cozmamabie KoMIuaaTopoM Cy, UMEOT 00IaCTh KOJOB, 3AIlH-
MIEHHYIO OT U3MEHEHU JI0OBIMU KOJAMU, U 00JIACTh JAHHBIX, HE CO/epKa-
iy kKomoB. Onepanuonnas cucrema Cg paboTaer TOJIBKO € MPOrpaMMaMiu,
cozmanabiMu KoMmIuasitopom Cy wim yaosserBopsitorumu cragapram Cs.
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OrneparnoHHast CUCTeMa OCYIIEeCTB/IsIET KOHBepTannio K crafgapram Cg WH-
dopmaruu, nocrynarorieit u3 nareprera. Cucrema, cocrositasi u3 Cs U €ro
OTIEPAITMOHHON CHUCTEMBI, OOCIYKIBAETCS CEPBEPOM Pa3pabOTIMKa CUCTEMBI.
Cepsep obecrieynBaeT BCexX I0JIb30BaTeIeil CUCTeMbl HHTEPHETOM U 3aIl[UTOM
ot kubep-arak tura DDOS.

BuayTrpennsia 3amura

Ilox BHYTpeHHEl HOJApa3yMeBaeTCsl 3allUTa IPOrPAaMMbI OT €€ OIMUOOK M OT
BMEIATEIbCTBA JIPYTUX IPOTPAMM KOMIILIOTEPA WJIU IIPOIPAMM KOMITHIOTE-
POB KOPIIOPATUBHOI CETU. DTO JOCTUIACTCH CPEJACTBAMU SI3bIKA, KOMIIAISITO-
pa M OIEPAIIMOHHON CHCTEMBI.

Azbik C;. Azpik C nacaenyer cunrakcuc C+-+. Ho uz C++ ymajensl
OIIepPaTOPhI, HAPYIIAIOe OE30IIACHOCTh KOMITBLIOTEPA. Y IaJIeHbl YKA3aTEe I,
TaK KaK OHU JIAI0T HeOIPAHMYEHHBI{T JIOCTYI K JI060MY yIacTKy namsTi (y1a-
JIeHHe yKasaTesiell peaju30BaHo yxke B si3bike Ruby [1]). Oneparopsr Gecrio-
PSITOYEHHOTO BBIJAEICHUsT 1 OCBODOXKIEHNS YIACTKOB AMSITH TOXKE Y/IAJIEHDI,
TaK KaK ITaMATb JIJigd JaHHBIX U IIPOrpaMM BBIJC/IAETCA aBTOMATUYICCKU ITPU
BXOJIe B OJIOK BBIIOJIHSIEMOM IIPOIrPaMMbl U OCBOOOKIAETCs IIPU BBIXOIE W3
610Ka. VckioueHneM SIBASIIOTCS 0ObeKThI, 00bSIBJIEHHBIE C CHEIM(pUKATOPa-
MH namsTu static u extern. Bece 9To MO3BOJSIET BBIIEISTH HEIIPEPBIBHBIE HO
N30 IMPOBAHHBIE YIACTKH IMAMATH JJIsl IPOTPAMM M JaHHBIX W 3aIlUTUTD I1a-
MATDH IIPOorpaMM OT UX U3MEHEHHUsA KOJaMU, a IIaMATb JaHHBIX OT BHECEHUA B
Hee KoJI0B. KoIbl He BHOCSTCsT B TAMSTDH JAHHBIX, TAK KaK 3TO OECIIOJIe3HO —
JIAHHBIE 3AIUIIEHBI OT KMCIIOJIb30BAHUS B KA9eCTBE IMPOTPAMM, M W3BJICUEH-
HbI€ U3 3TUX JaHHBIX KOJ/Ibl CHUTAIOTCA JaHHBIMH, CJI€JI0BaTCJIbHO 9TU KOJ/bI
He MoryT ucnoiHATbes. Oueparopbl goto, while, do — while ynangensr, nx
GYHKINIO BBITIOJHAIOT ONEepaTopsl for, continue, break. 1o mo3BoseT pe-
aJIN30BaTh 3allIUTY OT 3allUKJ/IMBaHWA ITPOrpaMM IIyTEM ‘ZLO6aB.HeHI/IH orepa-
Topy for derBeproro mapamerpa, yCTaHABJIMBAIOIIEIO MaKCHMAJILHOE IUCIIO
nukaoB. 1lo ymomganuio sto ducio pasao 1 000 000. IIpu ob6bsaBaenun mac-
cuBa nHGMOPMAIIMH MOXKHO yKa3aTh 00beM MaMSITH JIJIs HETO CO 3HAKOM <+ ».
Torma onepamnuonnast cucTeMa yBeJININBAET 00bEM 9TOM aMSITH IPHU IPEBBI-
IITEHUN OTBEIEHHOrO 00beMa, HO He OoJiee 1eM B TpU pasa.

Aspik Cg momycKaer rUIepTeKCTHl, B YacTHOCTH runepTekcTsl HTML.

CyecTByioT u Jpyrue ocobennocTn s3bika Cg, HO OHU He TIPeIHA3HAYEHbI
JJIsT 3aIMUTHl HHMOPMAITIH.

Komnuasarop Cs. Kommuisitop npeobpasyer nporpaMMbl Ha si3bike Cl
B KOJbI 1 UIIET OH_II/I6KI/I B TeKCTe IIporpaMM. KOMIII/I.HHTOp OCYIIIEeCTBJIAEeT OT-
HOCHUTEJILHYIO aJpEeCaIiio KOJIOB U JaHHbIX. OH Takke 00eCIednBaeT 3alluTy
KOJIOB OT UX M3MEHEHHUsI KOIAMU U 3AIUTY JAHHBIX OT OMIMOOK aJIPEeCallni.
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JLyist 5TOrO KazKIblit MaccuB nHMOPMAIUT 100aBISIETCS JAHHBIMU O TEKYIIEM
obbeMe 3TOro Maccupa. lIpu TONBITKE UTEHUsT 3a MpeJeaMu 00beMa OCy-
IIECTBJISIETCS [IPEPbIBAHUE ITporpaMMbl. [Ipu mombiTKe 3amnucu 3a mpejeiaMu
obbeMa, OTBEJIEHHOIO TIPU OObSIBJIEHUN MACCHBA, OCYIIECTBJISIETCS TIPEPhIBa-
HUE IPOrpaMMbl WK ODPAIEHUE K OIEPAIMOHHON CUCTEeMe JIJIsi YBEeJIMIeHUs
sroro obbema. Mudopmarmsa o TekyeM o0beMe MACCUBOB IO3BOJISIET OIIe-
pupoBaTb MaCCUBaMM IEJIMKOM, 663 Opranmn3alyuyu MHOT'OYUCJICHHBIX ITUKJIOB
repebopa 3JIEMEHTOB MaCCHBaA. DTO YBEJMUYMBAET HAJJIEKHOCTD ITPOIPAMM.

OmubKu mporpaMM, He OOHAPY KEHHBIE KOMITHJISTOPOM, aHAJIU3UPYIOTCSI
paspaboOTINKOM CHUCTEeMbI. Pa3paboTdnK BHOCHUT M3MEHEHUsI B KOMITHJIATOD
JUIs YCTPAaHEHUsT STUX OIMMMUOOK. DTO IO3BOJISET CBECTH K MUHUMYMY YHCJIO
HEOOHAPYKEHHBIX OIMIUOOK ITPOrPAMM.

Komrmuisitop urier omumbku u yrpo3bl B T'HIIEPTEKCTaX TOxKe. Pe3ysbraTh
KOMITHJIATIMH [TOMEINAIOTCS B OUOJIMOTEKY MTOJIb30BATEIS.

Omneparmonnasi cucrema. OnepamnyoHHasi CHCTEMa  HACJELyeT
Windows 10, MHOrME KOMIIOHEHTBI KOTOPOii, He obecrieunBaroiue nudopma-
IUOHHYIO 3aIlUTy, VIAaJeHbl. B YacTHOCTH OTCYyTCTBYeT (DYHKIIAST aIMUHU-
cTpaTopa U OTCYTCTBYIOT JIFOOBIE BMEIIATEBCTBA B paboTy mporpamm. Ote-
PAIMOHHAS CHCTEMA OCYIIECTBJISIET TOJIBKO BBIIIOJTHEHUE TPOrPAMM B MYJIBTH-
3aIa9YHOM peKHMe, BbIJIEJICHNE IIaMATU IIporpaMMaM U O6paH_LeHI/Ie K BHENI-
HUM ycTpoiicrBaMm. llamMsaTh Bbljessiercss HelnpepbiBHON objacThio. [lpu 3a-
[poce Ha yBeJUYEHHE [aMSATU OIEPAIMOHHAS CUCTEMA yBEJUYNBaEeT ee Oe3
CABHUI'a IIPpOT'paMM, €CJIHU I3TO BO3MOZ2KHO, MJIX C CABUI'OM IIpOT'paMM, OJIHO-
BPEMEHHO OCYIIECTBJIsig yOOpKy Mycopa. OuepalnoHHasi CUCTEMA BBIJIEIs-
eT IporpaMMaM BHEITHIOIO MTaMsTh I JAHHBIX U OJIOKHpyeT obpallenne K
BHEIITHE MaMsTh JAPYyrux nporpamM. [IporpaMMbl 9UTAIOTCS U 3AIMCHIBAIOT-
CsI TOJTBKO B OMOJIMOTEKN TTPOIPAMM.

[Tporpammuoe obecrievenne ONEPAIMOHHON CUCTEMbI XPAHUTC B ee Oub-
JinoTeke. 3aluch B 9Ty OUOJUOTEKY JOCTYITHA TOJBKO Pa3pabOTUNKy CUCTE-
MBI, YTE€HHUE JIOCTYIIHO TOJBKO oleparuonnoii cucreme. CyrecTByeT obIecu-
creMHast 6ubIMOTEeKa. 3allMCh B TaKyI0 OUOJIMOTEKY JOCTYIIHA TOJBKO pa3pa-
OOTYHUKY CHCTEMbI, YT€HUE JOCTYIIHO JIOOOMY Mojb30BaTe/ 0. CyIecTByoT
KOPITAPUTHBHBIE OMOIHOTEKH. 3AIINCh B TAKYI0 OMOJINOTEKY JTOCTYITHA TOJBKO
QJIMIHUCTPATOPY ITON OUOJMOTEKHU, YTEHNE JTOCTYIIHO TOJIb30BATEISIM KOP-
mopaTuBa. AJIMUHUCTPATOD MOXKET BBIIETIATEH MTOJOUOIMOTEKH, JOCTYITHBIE
JUTST YTEHUS U 3aICH OTJAEeIbHBIM KpyTraM IoJib3oBareieit. CyiecTByoT 6ub-
JINOTEKHU TOJIb30BaTeeit. KaxKiplil MoJb30BaTEIb UMEET JOCTYII TOJBKO K
cBoeit bubmoTeke.

Bce 6ubsinoreku XpaHsT TOIBKO IPOTPAMMBI, CO3JAHHBIC KOMITUISITOPOM
Cs uu ynosiserBopsitoiiiue craggapram C.

AHajioruvHas ApXUTEKTYPa CYIIECTBYET JIJIsT XPAHUJIAI JAHHBIX.
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KomnbioTepHbIit poboT. Peanuzamus BHyTpeHHEN 3aIlIUTHI TPUBOIUT
K BO3HUKHOBEHHUIO HOBBIX 1TpoOsieM. OcHOBHast mpobJsiema 00yCJIOBIEHA TEM,
9TO CHCTEMA 3aKPbITa JJTsl IPOrPaMM, He yaoBaeTBopsomux crangapram Cl.
JlarHyt0 TIpobJIEMY pelraeT KOMIIbIOTEPHBIH POOOT, MpeHa3HAYEHHBIH J1JIsT
KOHBepTaluu 3Tux nporpam kK crangapram Cs. [lomosHuTEIBHO K KOHBEP-
TaIi KOMIIBIOTEPHBIH POOOT T€HEPUPYET TEKCThI STUX MPOrPAMM Ha, SI3BbIKe
Cs. DT0 MO3BOJUT Pa3zpabOTINKY COBEPIIEHCTBOBATH 3TU ITPOTPAMMBI C Iie-
JIBIO 00eCIednTh CUCTEMHBIN HOAX0J K pabore ¢ HuMU. CHUCTEMHBIN TOIXO,
[TO3BOJISIET paboTaTh ¢ HOBOI ImporpaMmoil 6e3 u3yvueHns: ee JTOKyMEHTAIINMN.
Tem HE MeHee JTOKYMeHTAIUsI JOCTYIIHA B BHJIE 9JIEKTPOHHOI'O CIIPABOYHUKA,
TOXKE YIOBJIETBOPSIONIEr0 CUCTEMHOMY IOIXOY. DTOT CIPABOYHUK obJierda-
€T OCBOEHHUE JIOKYMEHTAIINN.

Buaenragasga 3amura

Buermmmeit saBisieTcsa 3ammTa 0T BPEIOHOCHBIX IIPOTPAMM U KHOEp-aTaK B WH-
tepHere |2, 3|. BremHion 3amuTy 06ecrednBaoT OlepaluoHHasl CUCTeMa 1
cepBep pa3paboTdnka.

Omneparmonnas cucrema. OuepalnoHHasi CUCTEMa 0DeCIeYnBaeT 3a-
IIUTY JAHHBIX U IIPOIPAMM OT BHEIIHUX YIPO3 TOYHO TAaKXKe, KaK M 3aIlUTY
OT BHYTPEHHHUX yI'PO3 — JAHHBIE W IIPOrPAMMBI JIFOOOTO IOJIB30BATES 10~
CTYIHBI JIJIsT YTE€HUS U 3aIIUCH TOJIBKO I0JIb30BaTe 1t0. OepanoHHast CHCTe-
Ma BbIJeJsieT BHYTPEHHIOI M BHEIIHUIO IaMATL JJIsl IpOrpaMMBbl, pabora-
fomelt ¢ narepueroM. /lannast mporpaMMa cozgana KoMmuiaaTopom C, 9To
MIO3BOJIsIET e BJIOKUPOBATH BBIXOJI 3a IIpeesibl 9Toi mamsTu. Kpome Toro,
9Ta IPOrpaMMa OCYIIECTBJSIET HEKOTOPble (PYHKIUU OINEPAIIMOHHON CHCTe-
MBI: BBIJESET MaMsITh KaxK/IOMy UCTOYHUKY WHTEPHETOBCKOH mHMOpMaIun,
3aIUIIAeT 3Ty IaMsITh OT APYIUX HNCTOYHUKOB MH(MOPMAIUU U OJIOKUPYET
repeiady JaHHBIX U IPOrPAMM HCTOYHUKOM HH(OPMAIIMU HE CBOEMY CailTy.
Takum 06pa30M, HCIOJHSIEMbIE KOJIBI HCTOYHUKA HE MOTYT YMTATh HH(POPMa-
MO U3 M IHUCATH MHMOPMAIUIO B MAMATH IPYIUX MUCTOYHUKOB U B IIAMATDH
nosib3oBaresid. [lonb3oBaresb 9uTaeT U CIyIIAeT WHMOPMAIUIO UCTOTHUKA,
a Tak ke IIpoCcMaTpUBaeT ero rpaduky. BMecTo KonmmpoBaHust JaHHBIX U [IPO-
rpaMM HCTOYHHKA II0JIb30BaTE/Ib OCYIIECTBISIET TOJIBKO KOHBEPTAIUIO UX K
crangapram Cy, 9Ta KOHBEPTAIWS, B YACTHOCTH, YIAJISET KOIbI, FEHEPUPYIO-
e Jpyrue KoJbl, U OJIOKUPYET dTeHre W 3aliCh 3a MPEeJesIbl BbIIEISIeMO
TaMSITH.

Nuadopmariust, orchlaaeMast MoOIb30BATEIEM JTIOOOMY CallTy, HE COIEPIKUT
3JI0BPEJIHBIX MporpaMM (cM. nogpasjen 2.2). Ho obbem Takoii undopmarmn
OTPAHUIUBAECTCS, €CJIN OH CO3AeT IOMEXH OOBEKTY, IMOJIyUaIoEeMy Ty HH-
dopmaruro. JlagHoe OrpaHMYeHHE He IO3BOJISIET IOJIB30BATENI0 OCYIIECTB-
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JIsiTh Kubep-ataku Tuna DOS. JIpyrux orpaHnveHuil ornepaiuoHHasl CHCTEMA
He JIeJIaeT.

CepBep paszpabotumka. PazpaboramkoMm siBjisieTcst OOJIBITON KOJIIEK-
THB MPOrPAMMHUCTOB, TaK KakK UM HEOOXOJMMO CO3/1aTh M COIPOBOXKJIATH
OrpoMHBII 00beMm mporpaMmm. Co3zziaHue MIporpaMM OCYIIECTBIISET KOMITbIO-
TEpHBI pobOT, pa3BICKUBAIONIMI MporpamMMbl B maTeprere. OH paboTaeT
KPYIVIOCYTOYHO M3-3a OIPOMHOI0O o0bema 3Tux Iporpamm. Pobor momerna-
eT KaXKJyIo MPOrpaMMy B TAIKy, OTBEJICHHYIO BJIAJIEJIbILy ITON IIpOrpam-
Mbl. [Tanku co3garorcs B CUCTeMHON OMOInOTEKe, KOTOPas MOCTYITHA JIF00O0-
My TmojIb3oBaTe 0. Bee mporpammbl 6e3onacubl. B masibHeiineM pa3zpadoTInk
peobpas3yeT 3T MPOrPaAMMBbI JJIsd 0DeCIeYeHrs CUCTEMHOIO TIOXO0/IA.

CepBep sIBJISIETCST MHTEPHET-TIPOBAIEPOM BEPXHETO YPOBHSI JJIsT ITOJI30-
BareJieit cucrembr Cy. HuxkHMIT ypoBeHb 00pa3yeT ceThb JOKAJIBHBIX HHTEPHET-
nposaiinepos. Bee monb3oBareu cucrembl Cg 00CTYKUBAIOTCSA TOBKO OTHUM
13 JIOKAJILHBIX ITPOBACPOB, Apyrue mpoBaiiiepbl 3a010KupoBanbl. Kazk ibrit
JIOKAJIbHBIN [IPOBaiiiep uMeeT MexKceTeBoil 9KpaH |3, 4], nporpammbl KoTopo-
ro co3anbl pa3zpaborankoM. Kpome 0ObIaHBIX DYHKINI, MEKCETEBON IKPAH
obecrieunBaer 3amuTy ot Kubep-arak tuna DDOS. Iljas sToro perucrpupy-
IOTCsl BCE KJIMEHTHI IPOBaiijiepa u HanboJiee 9acTo UCIIOIb3yeMbIX UMU CAATHI,
BKJIIOYAsi ITOYTOBBIE CEPBEPBI, €CJIM 3TU CAWTHI HE MPUHAJIEXKAT KJIMEHTAM.
KimeHThI HCKITIOUEHBI, TaK KAK UX IIPOrPpAMMHOE 0DecrieueHne He COJIEPKUT
BPEIOHOCHBIX TporpamM. CiieoBaTe/IbHO, KJIMEHThI HE MOLYT OBIThH y4acT-
HUKAMU KHOep-aTax.

[Ipu kubep-aTake Ha OTHOrO U3 KJIHUEHTOB OJIOKMPYIOTCS BCE HeE3aperu-
CTPUPOBAaHHBIE CANTHI, MOCHLIAIONINE ITAKeThl KJneHTy. Eciun u 3Toro neso-
CTATOYHO, TO OJIOKUPYIOTCH CAUThI ¢ HAMOOJILITUM UKC/IOM HakeToB. [locie
3aBepIeHNsT aTaKu Bce OJIOKUPOBKHU OTKJIIOUAIOTCS. B pesdyibrare pabora
KJINEHTA OCYIIECTBJIAETCS B OOBIYHOM PEXKMME BO BPEMs aTaKH.
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