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B pabore wucciemyercss CIOXKHOCTH peIieHuss CJeAyIomeit 3a/1a-
qn. JlaHa cucrema, pasrpaHWdYeHUe JIOCTYIIa B KOTOPOW OCHOBAHO HA
RelBAC-mogenu, BBeieHHO# B cTaThsx B. A. Bacenuna c¢ coaBropamu,
u napa (cyOobekr, obbekT). Tpebyercsa oupenenurb, CYIIECTBYIOT Jid
yCJIOBUS, TIPU KOTOPBIX CyOHEKT MOXKET IMOJIYIUTh 33JaHHBII JOCTYI K
06bexTy. MbI TOKa3bIBaeM, ITO B ODIEM CiIytae 3Ta 3agatia NP-mosma.
Eciu ke makcumasbHas JjIMHA IyTell orpaHndyeHa KOHCTaHTOll, TO 3a-
Jada CTAHOBUTCSI ITOJIMHOMUAIBLHOM.

KuarodeBbie ciioBa: mHQPOPMAIMOHHO-aHAJIUTHYECKIE CUCTEMBI,
NP-mostHOTA, Tpadsl, nHdOpMaIMOHHas 6€30IaCHOCTD.

1. BBenenne

Pensnmonnast momesns pasrpanmuenust jgocryna  (Relation-Based Access
Control, RelBAC) 6bu1a BBegeHa B pabore 1] kak yo6HOe cpecTBO BbIpa-
JKEHUsl MOJIMTUK OEe30IIaCHOCTU B CHCTEMAaX YIIPABJICHUS HAyKOMETPUIECKON
undopmaimeii, rakux kak MAC «JMICTUHA» (|3]). Ecsn rosoputs comep-
2KaTeJbHO U aDCTPArupoBaTbCs OT Psa HEIPUHITUIINAJIBHBIX C HAIIeH TOY-
KI 3PDEHHsS CBOMCTB, MOJIEJIb IIPEJICTABIAET cO0O OPUEHTUPOBAHHDIN HAIPY-
2KeHHbIN rpad. MHOXKECTBO BEPIINH COCTABJIAIOT 00BEKTHI CUCTeMbI. Pebpa
COOTBETCTBYIOT OMHAPHBIM OTHOIIEHUSIM Ha MHOXKeCcTBe 00bekToB. Harpys-
Ka pebpa IpeJcTaBiisieT coO00 UMs OTHOIIEHUS U IPEJIUKAT, 3aBUCAIINN OT
[IEPEMEHHBIX HECKOJIbKUX TUIIOB: aTpUOyThl O0bEKTOB, HHIIMJIEHTHBIX PeOpYy,
3HAYEHUsI [IEPEMEHHDBIX OKPY2KEHUs, THII JocTyIa u T. 1. [IpaBuia pasrpanu-
YeHUsd JOCTYyIa OBIBAIOT ABYX THUIIOB: pa3peliaroiniue u 3amperiaormiue. o-
cTyn cyObeKTa § K OObEKTY 0 Pa3peniaeTcs, eCyiu JiJist Hapbl (S, 0) CyIecTByer
X0Ts1 ObI OJIHO pa3pelraoliee IPABUJIO U He CYIIEeCTBYET 3allPEIaonInX Mpa-
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Buj1. Eciiu roBoputh HedOpMaIbHO, TO MIPABUIO — 9TO IyTh B rpade, pedpa
KOTOPOI'O YIOBJIETBOPSIOT KAKUM-THO0 OrPAHUYICHUSIM.

B kadecrBe mpuMmepa paccMOTPHUM Cjeayiontyio cutyaruio. [IyTs B cu-
cTeMe eCTh IyOJUKAIUS P, aBTOPOM KOTOPOIT aBJiseTcs CyObekT a, 00J1a1ar0-
U BCEBO3MOXKHBIMU IIpaBaMu JocTyia K p. CyObeKT a sBJsieTcs COTPY/IHE-
KoM Kadeipbl, kKadepa BXOJIUT B COCTaB (pakyabTeTa, (PaKYILTET SIBJIACTCS
4acThio YHuBepcuTera. Bo3HUKaeT mepapxust MOJIpa3/iesIeHnil, TPUIeM JJIsi
Ka2K/IOT'O YPOBHS NEPAPXUU ¢ UMEETCsl OTBETCTBEHHBIN COTPYIHUK 7', 001818~
FOIUIT BCeMU WM 110 KpaifHeil Mepe 9acTbhio IIPaB JOCTYIIAa KO BCeM 00beKTaM
COTPY/JHUKOB TIOJpa3/iejieHuil 60oJiee HI3KOTO YPOBHS. 3aMETUM, 9TO CyObEKT
a MO’ MEHATb MeCTO pa6OTI)I, MIO3TOMY JIJisl OIIpEJIC/IEHNA BO3MO2KHOCTU J10-
CTyIa OTBETCTBEHHOTO COTPY/IHUKA HEOOXOJUMO YUUTBHIBATH BPEMsi BBIXO/A
cratbu p. Paccmorpum rpad, B KOTOPOM BBIYHUC/ICHBI 3HAYEHUS [IPEIMKATOB
JUTST TIpaBa, JIOCTYTIA, UMEROIIErocst y OTBETCTBEHHOTO COTPYIHUKA ;. Toraa B
rpade 8 cyObeKTa r; BOSHUKAET IIyTh Yepe3 ero mojpas/ieJieHue U 1MoJipas-
JIeJIEHUsT HUYKeJIeXKAINX YPOBHE NepapXuu JI0 MoApasieeHust CyObeKkTa a u
camoro cyonekra a. IlepBoe pebpo moMedeHO MpeauKaToOM, 00pAIAOIIIMCS
B UCTHHY, €CJIU HAYAJIO COOTBETCTBYET CYOBEKTY T, & KOHEI[ — IMojIpa3iese-
HUIO, B KOTOPOM OH $IBJISIeTCsI OTBeTCTBEeHHBIM. [lociiemytomue pebpa, Kpome
JIBYX IIOCJIETHUX, OTMEYEHbI IIPe/INKaTaMu, OOPAIIAIONIMMUCS B UCTHHY, €CJIN
KOHIIBI pebpa COOTBETCTBYIOT MOJPA3JeIeHUsIM, IPUIeM HadaJo pedpa co-
OTBETCTBYET IOJIPA3JIe/ICHUIO HA OJMH yPOBEHb BBIIIE, YeM I0/Ipa3Jie/IeHuE,
KOTOPOMY COOTBETCTByeT KoHel pebpa. [Ipenmociientee pebpo momMetueHo mpe-
JINKATOM, OOPAIAIONIUMCS B UCTHHY, €CJIM HAYAJI0 Pedpa COOTBETCTBYET IO
pasieJIeHnIo, a KOHEIl — COTPY/IHUKY, paboTAaOIEMY B 3TOM IOIPA3/Ie/IeHUN.
[Tocnemree pebpo MOMEUEHO MPEIUKATOM, OOPAIIAIOIIUMCS B MCTUHY, €CJIN
Ha4vaj0 pedpa COOTBETCTBYET COTPY/HUKY, & KOHEI[ — ITyOJIMKAIIH, HAIIUCAH-
HOI 9TUM COTPYIHUKOM.

N3 paccmoTpenHOro npumMepa BUIHO, YTO IIyTH B rpade MOryT OBbITH I10-
TEHIINAJIBLHO CKOJIb YTOJIHO JUTMHHBIMA, TaK KaK MOXKET BOSHUKHYTH €Ille OJTUH
ypoBeHb uepapxun. Kpome Toro, MexK 1y mapoil BepiinH MOryT ObITh KPATHBIE
pebpa, COOTBETCTBYIOIIHME PA3JIUYHBIM OTHOIIECHUSM.

IIycTh 3a08H0 MHOXKECTBO OOBLEKTOB M MHOXKECTBO IPABUJ PA3rpaHIIe-
Hug pocrymna. g onenku 6e3onacHocTH TpebyeTcs yMETh OTBEYATh Ha BO-
[IPOC, CYIIECTBYIOT JIM YCJOBHUs, IPU KOTOPBIX CYOBEKT § MOXKET IOJIYUUTD
JIOCTYI K HEKOTOPOMY OOBLEKTY 0. MBI IOKaxKeM, 4TO It (pOPMAJILHONE MO-
nenn, siBjsrotneiicst yrporneaneMm monean RelBAC, sta 3amada NP-mosHa.
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Tak>ke OymeT MOKA3aHO, IYTO B CIyIae OrPAHUYEHUS JJIMHBI IIyTH HEKOTOPOI
KOHCTaHTOIl 3a/laya CTAHOBUTCS ITOJTUHOMHUAJIBHOIA.

2. Onpenenenue mojaean U POPMYJTIUPOBKA Pe3yJIb-
TaTa

[Mycrs k € N, Xy, = {z1,...,z}. Unrepuperupyem snementsl Xy Kak Oy-
JIEBBI IIepeMeHHble. PaccMOTpPUM MHOYXKECTBO IIpeJUKaTOB P, Takoe 4To KaxK-
JIBI TIpeJINKAT U3 MHOXKecTBa P ecrh jnbo mepemeHHast u3 MHOXKecTBa Xk,
Jinbo orpurianue repemennoii. CojiepkaresibHO OyJIeBbI IIePEMEHHbIE MOTYT
TPaKTOBATbCsI, HAIIPUMED, KaK Pe3y/IbTaT CPaBHEHUsI 3HAYUEHUsI HEKOTOPO
[IEPEMEHHON OKPY?KEHUSI ¢ KOHCTAHTOMA.

[Tycre O — xonewynoe MHOXKecTBO (06bekTOB), |O] = n. Mogenbio pas-
rpanudenua gocryna My, Ha30BeM IPOU3BOJIBLHBIE OPUEHTHPOBAHHLIN Ha-
Ipy?KeHHDbIN Tpad 0e3 OPMEeHTHPOBAHHBIX IHNKJIOB, BOOOIIE TOBOPST HUMEO-
Uil KpaTHbie pedpa, MHOXKECTBO BEPIITHH KOTOPOro coenajaer ¢ O, a Kax-
Jioe pedbpo IMOMEYEHO IJIEMEHTOM MHOXKECTBa P, npudeM MOMETKH BCEX pe-
Oep, WYX U3 BEPIIMHBI 01 B BEPIIUHY 092, HMOIMAPHO PA3JIMIHBI JJIsI JIFO-
ObIx 01,00 € O, 01 # 09. Takum obpazom, Uucjao pebep He MTPEBOCXOIUT
2k xn(n —1).

st mpocToThl Oy/ieM pacCMaTPUBATH TOJBKO pa3peraroliye MpaBua.
IIyctob 01,09 € O. l'oBopuMm, 4TO 01 MOXKET HMOIYYUTH JOCTYI K O3, €CJIU Hali-
JIeTCsT 3HAUEHUsI IEPEMEHHBIX U3 MHOXKeCTBa X U OPUEHTHPOBAHHBIN IIyTh
U3 01 B 03, TAKOW YTO MPEIUKAT HA KaXKJIOM pebpe IIyTu o0palaercsi B Uc-
tuny. C Ccofep:KaTeIbHOM TOUKYM 3PEHHUsT BO3SMOXKHOCTH IOJIYUEHHUsI JTOCTYIIA
O3HAYAET, UYTO CYIIECTBYIOT TAKHUE YCJIOBUsI, IIPU KOTOPBIX JOCTYII TOSBUTCS.

PaccmarpuBaerca caenyiomas maccoBasi mpobsiema. Ha Bxom momaercs
mozeab My, , 1 napa 00beKTOB 01, 02. Tpebyerca NpoBepUTh, MOXKET JIM 00'b-
€KT 0] MOJIyYUTb JIOCTYI K 02 IPU KAKUX-THOO YCJIOBUSAX. MOXKHO CUUTATD,
9TO 3aJiada MapaMeTpu3oBana 3HadenueM kn. HecjoxkHo yBHIAeTh, 49TO 3a-
Jlava MOXKeT OBbITh 3aKOJUPOBAHA CJIOBOM, JJIMHA KOTOPOI'O €CTh MOJIMHOM
ot kn.

Teopema 1. 3adava nposepru 603moorcrnocmu noaywerus docmyna NP-noa-
Ha.

Teopema 2. Ilycmo daurna nymetd ozparuvena ceepxry xocmarmoti N, N €
N. Toeda 3adaua nposepru 603MOHCHOCTU NOAYYEHUL DOCTIYNG NOAUHOMU-
AALHA.
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3. llokazareabcTtBo Teopembr 1

ITpunannexxkuocTs 3a7a4u Kiaaccy NP odeBuaHa, TaK KaK [IpHU 33 JaHHOM Ha-
bope 3HaYEHUl TPeIUKATOB JOCTATOYHO IIPOBEPHUTH CYIIECTBOBAHHE IIyTH B
rpade, a sTa 3a71a9a TOJTHOMHUATLHA.

Juist oKazaTesibCTBa MOJHOTHL CBejieM 3ajiady o BbinosiHumoctu KH® ([2,
§2.6]) k 3aja4ue MPOBEPKHM BO3MOXKHOCTHU MOJydeHHs jgocryna. lycrs C =

[ O.

(xjfil V.. .xifjl_ljl) A (x;fl V.. .xitj:t) =DiAN...ND;y — KH®. Ilycrs
k — uncio pasmmunbix nepemensbix B C. Orobpasum C B My 1(C) cie-
aytornuM obpaszom. Pebpa m3 BepIIUHBI 0; BEJAYT TOJIBKO B BEPIIUHY 041,
t=1,...,n—1. Pebpo u3 0; B 0,41 ¢ MeTKOil T ITPOBOJIUTCA TOIJIa U TOJb-
KO TOTJa, KOIJ[a COOTBETCTBYIOIIUI JINTEPAJI IPUCYTCTBYET B 3JIEMEHTAPHOM
MU3BIOHKINY HOMED ¢. Tak Kak u k, 1 n 0YeBUTHBIM 00Pa30M HE ITPEBOCXOISIT
yasoernoit gmnasl KH®, cBegenne monnHoMuaibHo. B KadecTBe 00bEKTOB,
CyIIIECTBOBAHME JIOCTYIIA MEXKIY KOTOPLIMEH TpedyeTcs MPOBEPUTH, BhIOEpeM
01 ¥ 0y. Ilo MoCTpoeHnto, JOCTYII CYIIECTBYET €CJIM U TOJBKO €CJIU OJTHOBpE-
MEHHO CYIIECTBYET JIOCTYII U3 0] K 09, U3 09 K 03, . . ., U3 Op_1 K 0y. ocTyn u3
0j K 0j41 CYIIECTBYET €CJIA U TOJIBKO €CJIM XOTs Obl OJIMH IIPEJIUKAT Ha pedpax
MEXKy 9TO# mapoil BepIuH obpalaeTcad B UCTHHY, TO €CTh TOIJa U TOJHKO
TOIJA, KOIJA dJIeMeHTapHas JU3bIoHKIMA [; BoimoanumMa. CrenoBaTeibHo,
KH® (' BbinosinnMa TOraa U TOJBKO TOIJA, KOTIa B Mk7t+1(C) CYIIIECTBYET
JIOCTYTI U3 BEPIINHBI 0] B 0,,. leopeMa goKa3aHa.

Samerum, uro B cuity NP-mmosHOTE 3a1aun 3-BeimoauMoctu KHO mpu
OTpaHUYEHUH JIOIYCTUMON [TOJIYCTEIIEHN UCXO0/Ia BCeX BepInuH rpada Momein
koucTanToit 3 NP-mmoinoTa coxpansercs.

4. JlokazaTeabcTBO Teopembl 2

[TycTs 3a7ana Mozenb pasrpanuydenns JocTynosB My, ,, rae k — KoamaecTso
OyJIeBBIX IIEPEMEHHBIX, KOTOPbIe JINOO caMmu, OO UX OTPUIAHUE HCIIOJIL3Y-
IOTCsl B KAYECTBE MIPEJINKATOB, a N — KOJUYIeCTBO 00beKTOB Mojiesn. HazoBem
0000IIIEHHBIM IIyTEM TaKyIO ITOCIeI0BATEILHOCTD BepIInH rpada 01, 09, . . . 04,
rine t € N, 9To OT BepIIUHBLI 0; K BEPIIMHE 0;4] UAET XOTs OBl OJIHO pedpo.
[IycTn Tpebyercst onpesesuTb, CYIECTBYIOT JIU YCJIOBUS, IPU KOTOPBIX CYOb-
€KT § MOYKET IOJIYIUTDb JOCTYI K 00beKTy 0. To ecTh TpedyeTcs OmpeenTh,
CYIIECTBYET JIM TAKOH IyTh OT § K 0, YTO IIPEJIUKATHI, COOTBETCTBYIOIINE
pebpam myTu, o0paIIaloTCa B UCTUHY.
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[To ycmoBuo MmakcuMaIbHAs JIIUHA IIyTH orpannydera KoucranToit N. Ho
TOrJa KOJMYEeCTBO ODOOIIEHHBIX IIyTeil IauHbl He 6ojee N oT cyObeKkTa S
K OOBEKTY 0 He MPEBOCXOIUT ITOJIUHOMA OT ODOINEro KOJUYIeCTBA BEPIITHH —
n. IlpoBepka, Haiimercs jin XoTs Obl ONWH IYTh, TPEIUKATH KOTOPOrO 00-
paIaioTCsI B UCTHHY, B ODOOIIEHHOM IIyTH, OYE€BUIHO, CBOIUTCI K 3aJade O
peimoHIMOCTH KH® ¢ KomuecTBOM KOHBIOHKITHM, HE MPeBOCXOAsnM N.
JlanHas 3aj1a4a, B CBOIO O4Y€pe/lb, IHOJMHOMHUAJILHO 3aBUCHUT OT k.

Takum obpazoM, HCXoaHAST 3aa49a TOJINHOMUAIBHO 3aBUCUAT OT k.

BJIaI‘O,Z[apHOCTI/I 1N CCbIJIKM Ha I'PaHTbI

Apropsl Guiarogapsar upodgeccopa B.A. Bacenuna, #.c. A.A. Hrkeca u
B. HO. ByxoHoBa 3a m1010TBOpHOE 00CY K IEHHE.

Pabora BbIMONIHEHA B paMKax MpoekTa «PasBuTHe U COMPOBOXKJICHUE
UHPOPMAITHOHHO-AHATUTUIECKON CHCTEMBI TIOJATOTOBKY TPUHSITHST PEIIeHui
HA OCHOBe aHaJn3a NH(MOPMAIUU O PE3YJIbTaTaX HayIHO-UCCJIEI0BATETBCKOII,
[e/JATOTUIEeCKON M MHHOBAIMOHHON nesrenbroctn ,,Hayka MI'V* (,JICTU-
HAY), sran 3» 1o pykosojcreoM npodeccopa B. A. Bacenuna.
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