Moenb HeBJIUAHUSA AJId KBAHTOBBIX
aBTOMAaTOB

M. 10. Tepéxuna

B pabore crpounrcsi 06061eHTE ABTOMATHOW MOJIEIN HEBJIMS-
HUsI Ha CJIydyail KBAHTOBBIX aBTOMATOB. JloKa3bIBaeTCsi «TeopemMa
PaACKPYTKU», OIUCHIBAIOIIAS JJOCTATOYHbIE YCJIOBUsI OE30IIaCHOCTH.

KiroueBblie cJjioBa: KOHEYHBIE aBTOMATHI, 0€301aCHOCTD CHU-
CTeMbI, MO/I€JIb HEeBJIMAHWA.

1. BBenenue

QopmaJsibHOE JI0KAa3aTe/IbCTBO OE30IACHOCTH KOMITBIOTEPHBIX CHCTEM
SBJISIETCS] HEOOXOMMBIM yCJIOBHEM COOTBETCTBHUsI BBICOKHM KJIacCaM 3a-
MIUIIEHHOCTA B PA3JUIHBIX HOPMATUBHBIX JOKYMEHTAaX, HAUMHAS C TaK
nasbiBaeMoit «Opamzkepoii kuurun» (Trusted Computer System Evalu-
ation Criteria, [1]). Kuaccuueckum npumepom dbopmasibHO# Mojenn 6e3-
OTIACHOCTU KOMIBIOTEPHBIX CUCTEM SIBJIAETCS MOIETb HEBJIUSHUS.

OcHOBHasT njiesi TOHSITUSI HEBJIMSTHUsT ObLIa IIpeJJIoXKeHa [oreHom u
Mecrayspom B 1982 rouy [2|: «I'pynmna Jui, ucnosb3yoras onpeie/ieH-
HOEe MHOXKECTBO KOMAaH]I, He OKA3bIBAET BJIUSHUS Ha APYTYIO CPYIITY JIHIL,
€cJIu Te NefiCTBUsI, KOTOPbIE ITPOBOJIUT TepBas I'PYIIIa CO CBOMMU KOMAaH-
JlaMu, He OKa3bIBaloT 3pdeKTa Ha TO, UTO MOXKET YBHUJIETh BTOpasi I'PYII-
may. KoMmmbioTepHasi CHCTEMa MOJIEIUPYETCS KOHEUHBIM JI€TePMUHUPO-
BaHHBIM ABTOMATOM, & YCJOBUE HEBJIUSHUS (DOPMYJIUPYETCS B TEPMUHAX
[JI00aJIBHBIX YC/IOBUM HA MOBEJICHNE aBTOMATA.

B 1992 roay Mockosuri u Kocruu B pabore [3| paccmorpernu Mojiesib
HEBJIUSHUST IPUMEHUTEIBHO K CHCTEMEe W3 JBYX II0JIb30BaTeseil ¢ pas-
JIMIHBIMU YPOBHSAMU JOCTYHA. B pe3ysbraTe eCTeCTBEHHBIX ITPEIIIOJIOXKe-
HUIl O CTPYKTYPE BXOJIHOTO aJI(DABUTA M MHOXKECTBA COCTOSTHUI YIAJIOCH
chOpMyIUPOBATDL «TEOPEMY PACKPYTKH» — YTBEPXKIEHHE O JIOKAJIHHBIX
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HEOOXOIMMBIX U JOCTATOYHBIX YCJOBUSIX OE30IIACHOCTH — B TEPMUHAX I1€-
PEXOIIOB aBTOMATA HA MHOXKECTBE OJIHOOYKBEHHBIX CJIOB. Jlpyrumu cjo-
BaMM, OE30ITaCHOCTH CHUCTEMBbI OblLla SBHO CBEJCHA K aHaJMn3y (DyHKIIUN
nepexo/ioB. B pabore [3] 6bL10 TakKe NpuBEIeHO 0600IIEHe MOJIEn Ha
caydail HeJleTepMUHUPOBAHHBIX aBTOMAaTOB. JlasibHeiiee obobIeHne Ha
caydail BEpOSITHOCTHBIX aBTOMATOB ObLIO ciesano B 1999 roay A.B. la-
naTeHko [4].

B miocsieiHue rosibl pe3Ko BBIPOC UHTEPEC K KBAHTOBBIM MOJIEJISIM BbI-
qucrennii. [loaToMy cTaHOBUTCS HEOOXOIUMBIM MIEPEBECTU MOJIEJIH KJIAC-
CUYECKUX BBIYUC/IEHUN Ha si3bIK KBAHTOBBIX. B 1997 rosy ObLIO BBejEHO
[OHSTHE KBAHTOBOI'O aBTOMAaTa Jylsi KBaHTOBBIX cucreM [5]|. B 2013 ro-
Iy OBLIO TPeIOZKeHO 0000IIeHrne K/IACCHIECKON MOJIE/I HEBJIUSTHUST Ha
cilydail KBaHTOBBIX cucTeM [6).

B mannoit pabore mpemcTaBiieHo 0b0bmeHne Moaean Hepaussans Moc-
koBuTIa-KocTuya Ha ciiyvail KBAHTOBBIX aBTOMATOB.

ABTOp BBIpazkaeT TAYOOKYIO OJATOAPHOCTDL CBOEMY HAYTHOMY DY-
KOBOJIUTENIO, K.p.-M.H., c.H.c. A.B. l'ajareHko 3a 1mMocTaHOBKHU 3aJ1a1 U
BHIUMAaHMe K pabore.

2. OcHOBHBIE IOHSATHUS U PE3YJIbTATHI

[Iycrb ¥ — HEKOTOpOEe KOHEYHOe HeIyCToe MHOXKeCTBO (asibabur).
O6osHaunMm depe3 XL* BCEBO3ZMOXKHBIE KOHEYHBIE II0CJIEI0BATEILHOCTU
(ci10Ba) 971€EMEHTOB U3 X, € — IIYCTOE CJIOBO M3 L.

IIycts n € N.

Onpenenenne 1. Koneuynblifi KBAHTOBBIII aBTOMAT — YeTBEPKA

(S,%,0, M), rue:

1) S — n-mepHOe TUILGEPTOBO MPOCTPAHCTBO HAJL TIOJIEM KOMILIEKC-
HbIx unces. CojeprkaTe/lbHO MHOXKECTBO S 3aJ1a€T COCTOSIHUS CH-
CTEMBI;

2) ¥ — KOHeYHOE HeIlyCTOoe MHOYKEeCTBO (3a/1aoliee BXOIHOMN ajidaBur);

3) 0:S5xX — S — byHKIUA 1epexX0/I0B, YIOBIETBOPSIONIAs YCJIOBUIO
Va € ¥, Vs € S: §(s,a) = Uys, re U, — yHUTApHBIH oneparop,
COOTBETCTBYIOIIUI BXOJIHOMY CHUMBOJIY «;

4) M — MHOXKeCTBO JIMHEHHBIX OIEPATOPOB B MPOCTpAHCTBE S, J0-
CTYIIHBIE U3MEPEHUsI COCTOSTHUSI CUCTEMBI.
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OYHKIIIO TEPEXOI0B MOXKHO IPOIOJIKATE [0 MYJIBTUILINKATHBHOCTH:
d0:9xE*— 85, 4(s,e) =s.

ConepzkaTesibHO onuieM (DyHKIMOHUPOBAHNE KBAHTOBOI'O ABTOMATA.
[Tycts aBTOMAT B HEKOTOPBIH MOMEHT BPEMEHM HAXOJUJICS B COCTOSTHUN
s € S u moydms Ha BXOJ, CJIOBO & = a1...aG, € X*. ABrOoMar mosm
neficTBreM o iepexouT B HOBoe coctosinue s = §(s,a) = Uy, ... Uy, s,
rje U,, — yHUTapHBI OlepaTop, COOTBETCTBYIONINI BXOJIHOMY CHMBOJLY
@;. Y3HATH, B KAKOM COCTOSIHWM HAXOJUTCS aBTOMAT B JIAHHBIA MOMEHT,
MOXKHO TIPH ITOMOIIU H3MEPEeHWii n3 MHOyKecTBa M, Ipu 3TOM aBTOMAT
nepeiijier B HoBoe cocrognue s’ = Es’ rne E € M.

Awnayornuno [3], [4] 6ymzem paccmarpuBaTh MHOIOYPOBHEBYIO CHCTE-
MY, COCTOSIILYIO U3 2 YPOBHEN WJIM THUIIOB ITOJIb30BATEJIE: TOJIb30BATEh
BepxXHEro ypoBHs H u mosb3oBaresb HukHero yposHst L. Ilycts MHOXKE-
CTBa BXOIHBIX CHMBOJIOB, cooTBeTcTByIONux H m L, He mepecekaroTcs.
[TonwzoBaress H MoxkeT HAOIIOJIATH BCEe MPOCTPAHCTRO S, MOJb30BATED
L — ToJIBKO HEKOTOpOe MOANPOCTpaHcTBO Sr. B coorBeTcTBUEU C HI€0-
Jorueit HeBMsHUST TpebyeTcs:, 9ToObI JTIobbIe jelicTBus H He M3MeHsIIH
KOMIIOHEHT BeKTopa cocrosinuii L, a L He cmor 6bl y3HATH (M3MEpHTB)
KaKue-Tu00 KOMIIOHEHTBI BHE JOCTYITHOTO MojanpocTpancTsa. Dopmasn-
3yeM 3TH IPEJIITOJIOXKEHUS:

e Ilycrs {|¢;) ?:_01 — oproHopMmupoBaHubIil 6azuc S. IIpocrpancrso

S mpeacraB/IeHO B BHJE IPsIMOro IpomsBelenus S = Sp X Sy,
pasmeprocts S pasma [, u {[¢;)}.2) — Gasue Sp, {|vi)}ot —
basuc Sy.

e Bxognoit ayidaBut X yia0oBJIeTBOpSET yCaoBuio % = X U Xy, rre
31, — BXO[IbI, COOTBETCTBYIOIIHUE I0/I30BaTENO0 L, Y7 — BXOJIHI,
COOTBETCTBYIOIIINE TOJIb30BaTe o H, mpuiem Xy N Yy = .

e MHO>KeCTBO BO3MOXKHBIX U3MEPEHNH COCTOSTHUS JIJIsT TTOJIb30BaTe e
H wn L pasneneno: M = My U My, npuuem My N My = @.
JIioboe cocrostiue s € S MOXKHO IPEJICTaBUTDh, B CJAEAYIONIEM BHUIE:

n—1

s = chlwl)

1=0

IIycts k£ < m — KOJMYEeCTBO KOMIIOHEHT BEKTOPA COCTOSIHUI, KOTO-
pble MOTYT OBITH M3MEPEHBI IIOCPEJICTBOM olleparopa usMepenuns F € M.
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Torma E MOXKHO MPeICTABUThL B CJIEIYIONIEM BUJIE:

k—1
E= Z eij i) (W; .
i,j=0
Usmepenne £ € M, E = Zi;lz[) eij|1i) (¥;], neiicTByer Ha cocrosHue
s €8, 5= 3175 ckltr), creyiomm obpasom [6]:

k—1 n—1 k-1
Bs= 3 eyl Y exlte) = 3 eijesli).
i,j=0 t=0 1,j=0

Onpenenenne 2. PaccrosnmeMm Mexkiy pesyiabraTaMy usMepenus E €
M cocrostHuil s1, 89 € S, Oy/1eM Ha3bIBATH:

dE(Sl,SQ) = HE81 — ESQH,

rie ||s|| = /< s|s > — nopma B S.

Onpenenenune 3. Hazosem cxkatuem Bxoja ¢yukmmio F @ X% — 37
ompeesIeHHyIO cieayronmM obpazom. Ilycts a = ajas ... a, € X*. Torma

/

F(a) =dyd,...dl,,

rie
J = a;, €clim a; € Xr;
|l e ecma; €XyU{el.

[lycts 7y, : S — S;, — opToroHajibHAsT MPOEKITHS BEKTOPA, COCTOSTHUI
npocrpancTBa S Ha nojnpocTpaHcTBo Sp. Anajoruvno, my 1S — Sy —
OpPTOTOHAJILHAST TTPOEKIHS Ha TIOJITPOCTPAHCTBO Spy.

ITycrs man kBamToBbIE aBromar W = (S = Sy x Sp, ¥ = Yy U
r,6,M = Mg U ML>.

Onpenenenue 4. VV spisiercs 6e30MacHbIM KBAHTOBBIM aBTOMATOM, €C-
g Vo € X%, VE € My, Vs € S BBIOJIHEHO CJIEJYIOIIee YCIOBHUE:

dr(6(s,a),d0(s, F(a))) =0,

ConepkaTeIbHO yCJIOBHE 0E30IIacCHOCTH O3HAYaeT, 9TO C TOYKU 3pe-
HIUSI TI0JIb30BaTe st L cucreMa BBITJISIINT OJMHAKOBO, KaKne ObI JIeCTBIs
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HU TpearpuHuMas moiab3oBarens H. Hpyrumu cimoBamu, H He MOXKeT
noBusaTh Ha L. ChopMmynmupyem ycjioBUs HA MATPHIIBI [I€PEXOJIOB, ra-
paHTUpPYyIOIe 6e301aCHOCTh CUCTEMBI.

Obozuatunm gepe3 O MATPHILY, COCTOSIILYIO U3 OJIHUX HYyJell, yepe3 I —
eIMHUIHYIO MATPUILY.

Onpenenenune 5. Oneparop U OyjieM Ha3bBaTh L-IMaroHaJbHbIM, €CJIH
€ro MaTpUIla Pa3MEPHOCTHU 1. X M UMeeT BUJ;

I O
U =
re I — eaunnunas marpuna pasmepuocru [ X [, a U’ — Hekoropasi yHu-
TapHas Marpuna pasmepHoctu (n —1) x (n—1).

Omnpeaenenune 6. Oneparop U Oyiaem Ha3bBaTh L-CTallMOHAPHBIM, €CJIN
€ro MaTpHIa Pa3MEPHOCTH 1 X 7. UMeeT BUJI:

u o
U= <O U//> )
riae U' — ynurapnas marpuna pasmepaocru | X [, a U” — yHurapHast
marpuna pazmeprocru (n — 1) X (n —1).

Jlerko yBuaeTh, uto L-anaronajbabie U L-CTaoHaAPHBIE OIEPATOPEI
YHUTAPHBI.

Omnpenenenne 7. Bynem roBoputh, 9T0 JIjTst TOJIB30BaTE s L BBITOTHSI-
eTcsl YCJIOBUE JIOKAJIU3AINM M3MePeHuil, eciim L ¢ IMOMOIIBIO U3MepPEeHHit
M, MOXKeT uBMepPUTDH TOJIBKO Ty YACTh BEKTOPA COCTOSHII, KOTOpasi IPU-
Ha IexKuT Sy,

CdopmynupyeM J10CTATOYHBIE yCJIOBUsT HE30IMTACHOCTH.

Teopema 1. Ilycmo Ya € Y onepamop U, L-duazonaren, u ¥Va € 3p,
onepamop U, L-cmayuonapen. Tozda dan npoussosvhoir o« € X* us € S
BHINOAHEHO CACOYIOULEE PAGEHCMEO:

mr(0(s, ) = wr(d(s, F())).

Caencteue 1. [lycmo Va € X onepamop U, L-duazonanen, uVa € Xy,
onepamop U, L-cmayuonapen. Hycmo das noavzosamensn L evinoanaem-
cA ycaosue sokasudauuy udmepenut. Toeda xeanmosvit asmomam W
besonacHvldy.
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3ameuanwue. /s BLITOTHEHNST YCIOBUS JIOKAJIM3AIIUN U3MEPEHUi J0CTa-
TOYHO, YTOOBI JIJIsi JIIOOOro oneparopa uaMmepenuit £ € M|, mogmnpocTpan-
cTBO S BXOIWJIO B siipo. B TepMuHAX MATPHUI[ 3TO yCJIOBHE O3HAYAET,
YTO MpaBbIil BJIOK pa3mepa N HA 1 — | SBJISIETCS HYJIEBBIM.

3. BcmomorarenbHBIE yYTBEepXKaeHnd

Jlemma 1. Ilycmv s € S, U — npouseoavhoiti L-duazonasvhoili onepa-
mop. Tozda 7r(s) = mr(Us).

JokazaTeabcTBo. COCTOSIHIE S 3AlUIIEM B CJIEIYIONIEM BU/IE:
SL
s = i
SH

3Jiechb S, — BEKTOD, COJIEPKAIIMIA | KOMIIOHEHT.
Torna, B cuny L-jpmaronanbuoctu U, cupaBejIuBbI CJIEJYIONIHE Da-

BEHCTBa:
(I O s\ SI,
w0 ) () = (%)
7TL(S) = WL(US) = S.

Jlemma 2. I[Tycmo s1,s2 € S makue, wmo wr(s1) = wr(s2), U — neko-
mopuwiti L-cmayuonaprvd onepamop. Toeda wp(Usy) = 7 (Usse).

JokazaTeabCcTBO. 3aluiineM Si, So B BUJE

[ SiL
S = 5
SiH

TIe S;;, — BEKTOpP, coaep:Kalmii | KOMIIoHeHT, ¢ = 1, 2.
Torna n3 L-crarmonapHocTu oneparopa U BBITEKAIOT CJEYIONINE pa-

BEHCTBA!
Usi — U/ O S1L _ U/81L
! 0] U” S1H U”SlH
Uso — U/ 0] Sar, _ U/SQL
2 O U// SoH U//SQH
Tak kak 7 (s1) = mp(s2), s11 = Sar,. Caenosarensuo, U's1p, = U'soy,
n 7TL(U81) = WL(USQ).
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4. Jloka3aTeJbCTBO TeOpeMbI 1

3amnuiieM COCTOdHNAe S B CcjIeayronieM Buie:

SL
s = ,
SH

rJ1e S, — BEKTOD, COJEPKAIIMN | KOMIIOHEHT.

[TpoBejieM JIOKa3aTeIbCTBO UHIYKIIUENH 110 JUINHE BXOJHOIO CJIOBA (v €
¥*. Ilpu |a] = 0, To ecTb v = €, paBencTBo 7L(0(s, o)) = 7w ((s, Fa)) =
S OYEBUJIHO.

[Tpe/iosIoKuM, 9TO YCJIOBUE TEOPEMbl BEPHO JIJIsl BCEX CJIOB JIMHBI
n. PaccMoTpuM 1IpOM3BOJIBHOE CJIOBO v JUIMHBL 1+ 1, o = &/ ap41. O6o-
sHaunM O(s,a’) = ', §(s, F(a')) = §”

PaCCMOTpI/IM 2 BO3MOXKHBIX CJIy4dasd:

e ay1 € Y. Torna

§(s,a) =U,,.,s,0(s,F(a)) =U,, ., 5",

n+1 n+1

upudem omneparop Uy, ., L-cramuonapen. Ilo npeanosoxenuio uH-
aykuuu 7r(s") = wp(s”). To onpenenennio F(any1) = apt1. o
nemme 2 7 (8(s' ant1)) = wp(0(s”, F(ant1))). Cnenosarensho,
mr(6(s,a)) = wr(d(s, F())).

® ay1 € Xp. Torna
§(s, ) = Uq,, 5, 0(s, F(a)) = 5",

upudem oneparop U, ., L-nnaronasen. 1o npejinosioxKeHuio MH-
aykuuu 7 (s’) = wp(s”). Tlo onpenenenuio F(any1) = e. Ilo
nemmve 1 77 (8(s' ant1)) = 70(0(s”, F(ant1))). Cnenosarensho,

7w (0(s, ) = wp(6(s, F())).

5. 3akJIroueHue

B pabore npemjiokeno obobinenne Moaes i HeBauaHus: MoCKOBHTIIA-
Kocruya ma ciaydait KBaHTOBBIX aBTOMATOB. llojydeHbl JOCTATOYHBIE
yCaoBus J11s1 obecrievennsi 6€30IaCHOCTH, TTOKA3hIBAIOIINE, ITO JIJIA 00ec-
rmeveHns 0OEe30IIaCHOCTH KBAHTOBOI'O aBTOMAaTa JIOCTATOYHO OIPAHNMIUTH
OIlepPaTOPhI IIEPEXOJIOB U U3MEPEHMUIA.
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