O noBbINIEHNN KPUNITOCTONKOCTH
O/THOHAITPABJIEHHBIX Xelln-QyHKIINii

B.1O. JIésun

B crarbe mpuBOAMTCST KOHCTPYKTUBHBIE IIPEJJIOXKEHUS PeIlie-
HUsl 3aj@9u ODecredeHusl MOJJIMHHOCTH U JIOCTOBEPHOCTH ITD-
POBBIX JOKYMEHTOB C HCIIOJIb30BAHUEM OJHOHAIPABICHHBIX XeIll-
byurmnmit. YucieHHO OIeHeHa CTORKOCTh OHOHAIIPABJICHHBIX XeIll-
byHKIMt TpH PA3UYHBIX BHAAX WX B3joMa. llpenmoxken psi
aJITOPUTMOB TIO3BOJISIIOIINX CEPbE3HO IOBBICUTH KPUIITOCTORKOCTH
xel-(pyHKIUN Ge3 mepejie/IKu uX BHYTPeHHbIX ajiropuTmoB. Cpe-
JIV TIPEJJIO?KEHHBIX METOJIOB 110 TOBBIIIEHUAI0 KPAIITOCTORKOCTH BbI-
6pam Jiydmiuii o cKopocTu u KadecTBy. llokazano, aro meTos cyd-
dukcnoit cymepnosunuu, nupesioxenusrit B. [llnaitepom, me ro-
JIUTCS JIJIsI MCIIOJIb30BAHMS B 9TUX IeJisiX. 1IpejjiockeHHble B CTa-
Th€ METOJbI MOI'YT OBITH UCIIOJIB30BAHBI JIJIsl YJIyJIlIeHUsT OOJIbIINH-
CTBa, OJTHOHAIIPABJIEHHBIX XeI-PyHKIHH, Takux kak, MD4, MD5,

RIPEMD, SHA, I'OCT 34 11-94.

KuroueBble ciioBa: OfHOHAIIPABICHHBIE XEIT-(DYHKITNH, METOJ,
IITnaiiepa, 11€10CTHOCTD, HHPOPMAIIMOHHAS OE30TIACHOCTb.

[Tpumenenne xem-dyHKIUN TOBOJIBHO OOIITHPHOE, OJHAKO, OCHOBHOE
X TpeIHA3HAYEHNE 3aK/II0YAeTCI B COCTABICHUN YHUKAJILHOTO UICHTH-
bukanmonHoro koja mepenasaemoro coobiienusi (message digest). Ilo-
JI0OHasT 3a/1a9a 0COGEHHO aKTyabHa B 9JIEKTPOHHOM JOKYMEHTOOOOpOTE
u rexnojiorun nudposoit moammcu (DSA, DSS). Kaxpiit yenosek nme-
€T YHUKAJbHBIE: OTIIEYATKN MAJbIEB, CETYATKH TJ1a3a, CTPOEHNE U COCTaB
JTHK; kaxk10e coobIenne nMeeT YHUKATbHBIH MIeHTH(DUKAITHOHHBIH KO
(xen-3HaueHne), HO C OJJHON OMOBOPKOii — BEPOSITHOCTD CYIIECTBOBAHMUSI
JIBYX OJTMHAKOBBIX KOJIOB MPEHEOPEKNMO MaJia. PaccMOTpUM JIaHHBINH BO-
npoc nozapobuee. Ilycte M € {0,1}* — npoussosibHOe 1udposoe coob-
IeHue.
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Onpepenenne. Oynkius h(M) : {0,1}* — {0,1}", n € N naseiBaercs
OJIHOCTOPOHHEI Xel-(byHKIMel OPsijiKa 1, €CJIN BBIIIOJHEHbI CJIeLyOIIue
YCJIOBHSI:

1) Buauenne x3u-pyHKIWMH A JOJKHO OBITH OLPEIEIIEHO Jist 0600
mudposoro coobmenuss M € {0,1}*;

2) Hns mroboro mudposoro coobmienus M € {0, 1}* xsm-byukims h
nMeeT PUKCUPOBAHHBIN MOPSAIOK 1 € N;

3) VM € {0,1}* smadenne h(m) BBIMHCISIETCS 38 MOJHHOMHAJILHOE
BpeMS;

4) VM, € {0, 1}* Borancaurensho ciaoxkno Haiitn My € {0,1}* 1 My #
My, h(My) = h(Mo);

5) BeramcsmTesnbHO  HEBO3MOXKHO — HAfTH — IIPOM3BOJIBHYIO — I1apy
(Ml,MQ): My 7& My, M; € {0, 1}*, 1 = 1,2, Takyio 4TO h(Ml) =

3aMeTnM, YTO CYIIECTBYET MHOI'O PA3JIMYHBIX OIPEJICICHUI Xell-
GYHKINH, OTHAKO IPHUBEJIEHHOE BBIIIE OIpEJIeeHIe SIBJISIETCS OIpejIe-
JIEGHHEM KJIACCUYECKOH Xem-(pyHKIMU MPUMEHSIONEeics B KPUIITOIDa-
un [1]. CpoiicrBa 4, 5 sIBISIFOTCS BaXKHEHIIMMU KPHUIITOrpadrIecKuMu
cBoficTBamu. JleficTBUTEILHO, PACCMOTPEB: MUKJINIECKH H30BITOIHBIN KO/
CRC, noburabiii XOR (umu porarmonnstii RXOR), MoKHO ycTaHOBHUTS,
YTO BCE OHU HE YJIOBJIETBOPSIOT cBoiicTBOM 4, 5. [losTomy ncrosib3oBaTh
JIAHHbIE aJICOPUTMBI JIJIsl PEIIeHnst 3a/a491 ayTeHTudukanmuu (obecrede-
HUsI [OJVIMHHOCTH U JIOCTOBEPHOCTH) KaK KPHUITOrpadUIecKu XOPOIIue
xel-(pyHKIUN Herle1ecoo0pasHo. 3JI0YMBIIILIEHHUKY He COCTABUT 0CODOI0
TPY/ia MOJIJIEJIATh UCXOJIHOE COODITEHUS TaKUM 00pa30M, ITOObI MOJIYIUTh
COODIIEHNS C OJMHAKOBBIM Xelll-3HadenreM. OTMETUM, 4TO 3aJia4a 00ec-
[eYEeHUsT JIOCTOBEPHOCTH SIBJISIETCST OJTHON U3 KJIIOUEBBIX 3a/[a4 B KPUIITO-
rpadun. Mbl 9acTO CTaJKUBaeMCsi ¢ HOJOOHON 3ajiadeil: oTipaBiisisi OT
HAIIEro MMEHM PaclopsiKeHne B OaHK, OT/aBasi KOMAaH]IbI, BBIChLIAS JIO-
rOBODBI M, HAKOHEII, cKaunuBas daiyibl u3 cetu VHTEpHET.

B Hacrosiiiee BpeMsi CyIIeCTBYET JOBOJBHO MHOIO PA3JIMIHBIX XeIll-
byHKINN, TPEJIOKEHHBIX JJIs PellleHns 3a/a4uu ayTenTudukanuu. Onu-
caHHe COOTBETCTBYIOIIUX aJrOPUTMOB MOxKHO Haiitu B [1, 2|. Onennm
KpUIITOrpaduIecKyo CTOMKOCTh OJIHOHAIIPABJICHHBIX XeI-(DyHKITHI.



O TOBBIIEHNN KPUITOCTORKOCTHU XeIT-hyHKITH 205

Tak Kak MHOXKECTBO apryMEHTOB XeNI-(DyHKIUU CUETHO, & 3HAUCHUS
UMEIOT OIPEJIJIEHHDbIN (DUKCUPOBAHHBIHN TOPSIO0K, TO KOJIJIU3UN HEN30eK-
Hbl. [leab 3/I0yMBINIJIEHHUKA HAYYUTHCS 3aroTaBJINBATHL KOJUIM3WH, TO
€CTh HayuInTbCs (paabCcuUINpPOBaTh Xell-3HadueHus. PaccMorpuMm Tpy-
JIOEMKOCTH OCHOBHBIX, HEOOXOJUMBIX 3JI0YMBINIJIEHHUKY, TTPOIELYD.

I'py6eiit B310M xem-dyHKIumii (MeTos mpocToro mnepe6o-
pa)

[TpeonoKuM 3710y MBIIIIIEHHUKY U3BECTEH AJTOPUTM IIOCTPOEHMUSI
xem-byHKin h, nepsonadanbHoe coobmenune M € {0,1}* u xem-
suavenne h(M). Tpebyercst naiitu N € {0, 1}* takoe, uro h(M) = h(N).
st npomssonbubix M, N € {0,1}* BepositHocTs ToOro, uro h(M) =
h(N), paBua 27", tie n — nopsjok xem-pyHkiwn h. O6osHaunM, e~
pe3 Pi(k,n) BeposiTHOCTH TOTO, uTO JyIst pukcuposanuoro M € {0,1}* u
Ni,..., Ny € {0,1}* cymecrByer Homep ¢ = 1,...,k : h(M) = h(N;).
Torya mosymm:

Pi(k,n)=1—(1-2"")F k27"

Pl(k, n) k
0,01 ~ T
0,5 ~ onl
0,99 ~ o
Tabsma 1.

B rabsune 1 npejcrasiensl 3Hadenusi Bepositioctu Py (k,n) u jyius-
HBI TIepebopa TekcToB k. Kak ciiejiyer u3 maHHON TabIUIbI, 3JI0Y MBIIILICH-
HUKY JJIsI TOJJICJIKU XeIlll-3HavYeHus MOPsIKa 7 (PUKCHPOBAHHOIO TEKCTa,
METOJIOM 1oA00pa 1oTpebyeTcs nepebparh He Menee 2"~ Tekcros. Ilpn
9TOM BEPOSITHOCTD ycriexa Oyuer He Bbite 1%. annoe cpoiicTBo miLmo-
CTPUPYEeT, UTO i B3j0Ma (DUKCHPOBAHHOIO 3HAYUEHUs 1epebop He To-
murcest. eiicTBurenbro yxke st 128 6urHbix xem-3Hadenunii (MD2, MD4,
MD5, RIPEMD128, HAVAL3-4) norpebyerca mepebpath okosio 2120 rek-
ctoB. OCyIIeCTBUTH 3TO 338 0603pUMOE BPEMsi HEBO3MOXKHO.
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Bziiom xeni-dyHkKIuii Ha OCHOBe ITIapaJIoKca JTHEl poXK-
JeHuit

Araka Ha xem-(yHKINN HA OCHOBE MapaIoKeca JIHEH POXKICHUN sABJIsi-
€TCsT OJTHOM M3 CAMBIX PACTIPOCTPAHEHHBIX aTaK. PaccMOTpUM CJIeIy oIy o
3ajiady: 0603HauMM depe3 Po(n, k) BEpOsSITHOCTH TOrO, UTO HA MHOXKECTBE
u3 k 3/1eMEHTOB, KayKJIbIf M3 KOTOPBIX MOYKET MPUHUMATEL 2" 3HAYEHUIH,
ecThb XOTst ObI JIBa C OJIMHAKOBBIMU 3HAYEHUSMU. BbiBegeMm GpopMmyty s
Py(n, k). Yucao pasimgsbix criocobOB BBIGOpA JIEMEHTOB TAKUM 00pa-
30M, 4TOOBI IIPU 9TOM He ObLI0 jy6uteii, pasHo 2™ (2" —1)-...-(2"—k+1) =

n|
ﬁ. BCGI‘O BO3MOZKHBIX CHOCO6OB BI)I60pa 9JIEMEHTOB

resibHO, Pa(n, k) = 1 — (23—3@, - 275 Bamernm, uro Py(n, k) = 1 —
22" =1) ... (2" —k— 1))-2*’m =1- (52 52 k) =
L= (=) - (= 50) - (1= 55)

Ncnons3yst To, uto 1 —x L e™*

2kn - Cienosa-

_ k(k—1)
, moaygaeM, Py(n, k) >1—e 27

PQ(]C,TL) k
0,01 ~ 2373
0,5 ~ 232
0,99 ~ 22712
Tabsma 2.

Kak cienyer u3 tabsunst 2 npu k = 23 BEPOSITHOCTH HANTU KOJLIH-
suio Gosbire 50%. [TomobHBI pe3yabTaT HA3BIBACTCH <«IAPAJTOKCOM IHS
POXKJICHUST» I[TOTOMY, YTO B COOTBETCTBHUU C MPUBEIEHHBIMU BBIIIE PaC-
CyKJIE€HUSIMH, JJIT TOIO 9TOOBI BEPOSITHOCTH COBIAJEHHA JIHEH POXKIe-
HUS y ABYX dejioBeK ObLia Oosbie 0,5, B IpyIie JO2KHO OBITH BCero 23
9eJIOBEKA. DTOT Pe3yJIbTaT KarXKeTCd YAUBUTEIbHBIM, BO3MOXKHO, IIOTO-
MY, UTO JIjIsI KaXKJ0T0 OTJEJbHOIO Ye/IOBEKa B IPYIIIE BEPOATHOCTD TOTO,
9TO C €ro JIHEM POXKJEHHS COBIAJIET JEHb POXKJEHUS KOTO-TO JIPYIroTo
B I'pyIIe, jocraTodHo MaJja. [lomobHas aTaka ITOKa3bIBAET, UTO IOPS-
JIOK XeIll-3HaueHUsI JTOJIXKeH ObITh 6oJtee 256 6uT, 9TOOBI CAeIaTh mepedbop
HEBO3MOKHBIM B COBPEeMeHHbIX ycioBuax (212 moka ocraercs meocye-
CTBUMBIM B PEAJIbHBIX yCJI0BHsiX ). OIHAKO, MHOKECTBO 128-GUTHBIX Xelll-
GYHKIIE MOXKHO yJIa4HO aTakKoBaTh W B HacTosmlee Bpems. Ho He crout
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cuuTarTh, 910 256 OuTHBIE Xel-PYHKIUNU HAJIEKHBI. B COOTBETCTBUH €
3akOoHOM Mypa, MOIIHOCTL MHKPOIIPOIIECCOPOB yBeaundnBaercs B 10 pas
3a KaxKJiple 6 JIeT, I09TOMY KPHUIITOCTONKOCTD Xell-(DYHKIIN 3TO BOIIPOC
BpEMEHU.

Bazsiom xemni-dyHknumii 3a simHeiiHoe BpeMsi (TyHHEJIbHBIH

addexr)

Jlamaas aTaka OCHOBBIBAETCS Ha CHEIU(UKE MOCTPOEHUsT OOJIBITNH-
cTBa Xem-pyHknuit. [eficTBuTebHO, GOMBIMTUHCTBO XeI-(PYHKIUH oc-
HOBaHbl Ha (yHKIMU ckatus (wam capuroBoil dyukrmn). Teker M
pasbuBaercst Ha Osioku M; (B GOJIBIIMHCTBE CiIydaeB pa3mMepoM B 512
6UT) W BKJIIOYAETCS WTEPAIMOHHBIA MPOIECC MOJCYeTa Xell-3HAYCHUs
hi = f(hi—1,M;). Tak kak JymHHA payHJa HeGOJbINAs, TO HPUME-
Hsist udppepeHIa bHbli aHAIN3 BO3MOXKHO HaitTu Takoit Tekct AC :
h(M; + AC) = h(M;). Ipusegem upumep. PaccMoTpum mmpoko pac-
MPOCTPAHEHHYIO OJHOHANpaBIeHHYIO Xel-pyukimio MD4, mpemioxken-
nyio Ponom Pusecrom. MD4 obsajiaer 128 GUTHBIM BBIXOJIHBIM 3HaYe-
HUEM, U SBJISIeTCsi caMoil ObicTpoii xemm-dyukimeit. [lycrs, cormacho (3],
AC = (0,231,231 —2280.0,0,0,0,0,0,0,0,—2¢.0,0,0). Torna ausa so-
6oro rexcra M: MD4(M + AC) = MD4(M). CoorBeTcTByIOIINe Pe3yiib-
TaThl IPUBEJICHEHBI B Tabsure 3.

Jlpyroit mpuMep MCMOIB30BaHUsT TYHHEILHOTO 9(h@eKTa MOXKHO TpHU-
Bectu i RIPEMD128. RIPEMD 6bura paspaborana mist RIPE Espo-
neiickoro coobiectsa [2|. Januas xen-yHKIumst mpeJicrapisier coboii n3-
MeHeHHbI BapuanT MD4, ucnosb3yronuit ipyrue MuKJInIecKue CIBUTT
U TOPSIZIOK CJIOB coobrmenusi. TyHHeIbHBIN 3(dEKT B 9TOM CIydae BbI-
rigauT coemyiomum obpasom: AC = (0,0,0,22°,0,0,0,0,0,0,218 + 231
0,0,0,0,231). Torma mma moGoro Texcra M: RIPEMDI128(M + AC) =
RIPEMDI128(M) (rabumuia 4).

Jlannas araka siBjisgeTca camoi 3 PeKTUBHON, BE/Ib e TPYI0EMKOCTD
MUHUMAJIBHA U CBOJIUTCS K MPOCTHIM BBIYUCICHUSIM.

PaccmoTpeB ocHOBHBIE aTakm MOXKHO CJI€TATDL BBIBOJI O MHOYKECTBE
HEJIOCTATKOB B OJTHOHAIIPABJIEHHBLIX XeI-(pyHKINAX. Vcrmoap30BaTh Xerr-
dyukmun takune kak MD4, MD5, RIPEMD128, SHA1 craiio HeGe3omac-
HO, HaJIE?KHOCTDH OCTAJIBHBIX OCTAETCS TIOJT BorrpocoM. Erre oiHoit mpobiie-
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M; 4d7a9¢83 56¢cb927a b9d5ab78 5T7aTabee
de748a3c dce366b3 b683a020 3b2abd9f
¢69d71b3 9¢99198 d79f805¢ a63bb2e&
45dd8e31 97e31fed 2794bf08 Hb9e8c3e9
My 4d7a9¢83 d6cb927a 29d5ab78 57a7abee
de748a3c dcec366b3 b683a020 3b2a5d9f
c69d71b3 9¢99198 d79f805e a63bb2e8
45dc8e31 97e31feb5 2794bf08 b9%e8c3e9
MD4(M;) = MD4(Ms) | 5f5c1a0d 71b36046 1b5435da 9b0d807a
My 4d7a9¢83 56cb927a b9dbab78 57a7abee
de748a3c dce366b3 b683a020 3b2a5d9f
¢69d71b3 9¢99198 d79f805¢ a63bb2e&
45dd8e31 97e31feb f713¢240 a7b8cf69
Mo 4d7a9¢83 d6¢cb927a 29d5a578 HT7aTabee
de748a3c dce366b3 b683a020 3b2abd9f
c69d71b3 9¢99198 d79f805e a63bb2e8
45dc8e31 97e31feb {713¢c240 a7b8cf69
MD4(M;) = MD4(M>) | e0f76122 c429c¢56¢ ebb5e256 b809793

Tabauna 3.

MOl SIBJISIETCS TO, UTO MEPEUYUCJIEHHBbIE XeI-(DYHKITNN CTaHIaPTH30BaAHBI
¥ 3allIUTHI BO MHOXKECTBO CiryzkebHbIx 6ubsmorek (PGP) u nporpamm MS
Windows, Linux. ITosBusInuecst Gpery cTaHOBATCS CEPbE3HOI yIpo30il.
IIpeto2KUM HECKOIBKO METOJIOB 110 YBEJIMYEHUIO KPHUIITOCTONKOCTH OJI-
HOHAIPABJICHHBIX Xell-DyHKIwmi. [Ipeamonokum y HAC UMEeTCsi TPOU3-
BOJIbHAsI OJ[HOHAIIpaBJIeHHas Xerl-byHkiust h(-) nmopsika n. Paccmorpum
HECKOJIbKO METOJIOB IOBBIIICHUS €€ KPUIITOCTONKOCTH.

Metoa nocneoBaTebHOMN cydDUKCHOI Ccynepno3uium

CyTh maHHOTO MeTO[a 3akKjIiovaercd B ciaeayoomem. llycte M €
{0,1}* — npoussosbHblil TekcT. Torya mosydnM Xel-3HaueHHe JIAHHO-
'O TEKCTa COTVIACHO CJIETYIOIEMY TTPaBUIIY:

h(M) = - - h(M|h(M||h(M))).
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My 579faf8e 9ecf579 574a6aba 78413511
a2b410a4 ad2f6c9f b56202¢ 4d757911
bdeaae7 78bc91{2 47bc6d7d 9abddlbl
a45d2015 8171041ff 264758a8 61064eab
My 579faf8e 9ecf579 574ab6aba 78513511
a2b410a4 ad2f6c9f b56202¢ 4d757911
bdeaae7 78bc91f2 ¢7c06d7d 9abdd1bl
a45d2015 817104 264758a8 e1064eab
RIPEMDI128(M;) = | 1fab152 1654a31b 7a33776a 9e968ba7
= RIPEMDI128(M>)
My 579faf8e 9ecf579 574a6aba 78413511
a2b410a4 ad2f6c9f b56202¢ 4d757911
bdeaae7 78bc91f2 47bc6d7d 9abddlbl
a45d2015 a0a504ff b18d58a8 e70c66b6
My 579faf8e 9ecf579 574ab6aba 78513511
a2b410a4 ad2f6c9f b56202¢ 4d757911
bdeaae7 78bc91f2 ¢7c06d7d 9abddlbl
a45d2015 a0ab04{f b18d58a8 670c66b6
RIPEMDI128(M;) = | 1f2c159f 569b31a6 dfcaa5la 25665d24
= RIPEMD128(M>)

Tabauna 4.

OnwnceiBaemblii MeTo/1 ipeyarasicst Bpiocom [naitepom B [2]. Meros mo-
cIeIoBaTe/IbHON CydMUKCHON CyNepIo3UInn AHCTBUTEIHHO VBEININ-
BaeT IIOPAIO0K Xe]l[—beHKL[I/II/I, HO HE YBE/JIMYIUBACT €€ KpI/IHTOCTOIU/IKOCTI/I.
[IponmocTpupyeM cieaHHOe 3aMevaHue Ha IpUMepe.

Kak ciemyer u3 tabyuiisr 5, METO MOCIEI0BATEbHON CydDUKCHOIM
CyTepIIO3UINH 3/1eCch He padboraeT. Jleso 3/1ech B TOM, ITO 3HAYUEHUST BHYT-
PEHHUX PErUCTPOB CTAOUIN3UPYIOTCH.

Meton nocsiegoBareibHO MTpedPUKCHOM CyepHo3uIun

CyTb JAHHOTO METOJIa, KaK U MeTOJa ITOCJIeI0BATETbHOM CyddUKC-
HOIi Cymepro3uIym, 3akiodaercs B ciaeayomem. [lyers M € {0,1}* —
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My 4d7a9¢83 56¢b927a b9dbab78 H7aTabee
de748a3c dcc366b3 b683a020 3b2a5d9f
¢69d71b3 999198 d79f805e¢ a63bb2e8
45dd8e31 97e31fed 2794bf08 b9e8c3e9
MD4 (M) d8024c54 82a68fec a61bb37e 35a75377
Mo 4d7a9¢83 d6¢cb927a 29d5a578 HTaTabee
de748a3c dcc366b3 b683a020 3b2a5d9f
¢69d71b3 999198 d79f805e¢ a63bb2e8
45dc8e31 97e31fed 2794bf08 b9e8c3e9
MD4 (M) d8024c54 82a68fec a61bb37e 35a75377
MD4(M, [MD4(M,)) | 4fb7eb59 7b1020d3 d4429ec7 al8be02e
MD4(M;||MD4(My)) | 4fb7eb59 7b1020d3 d4429ec7 al8be02e

Tabauna 5.

IIPOM3BOJILHBIN TEKCT. TOr/a MOoJIyYnM Xell-3HaueHne JAHHOI'O TEKCTa CO-
IVIACHO CJIe/IyIONIEMY IIPaBUILY:

h(M) = -+ h(h(h(M) || M)||M)|| M.

IIpenoykeHHBIT METOJ MOCIEAOBATEIbHON MPEMUKCHON CYyIepHIO3UITnu
JIAET TIOJIOKUTENbHBIH 3dekT. JleficTBUTEbHO, TAHHBINH METO/T TO3BOJISI-
€T YCIEITHO TPOTUBOCTOSTH aTake, OCHOBAHHON Ha TYHHEILHOM 3 deKTe.
Hemno B Tom, uro mapa tekcroB M, M + AC nocrpoeHHast COrJIacHO TYyH-
nesibHOMY 3derty AC, no nocrpoenuto umeer h(M) = h(M + AC).
Onmako mapa texcros h(M)||M, h(M + AC)||M ormmuaiorcs yxe Ha
AD # AC. CrenoBaTeIbHO, BO BHOBD TOJTYIEHHOM TEKCTE BUJL TyHHE b-
Horo adderra ne coxpanurcs. Vcnonssys My, Ms kak B Tabsmme 5, mo-
JTYSIM:

MD4(MDA4(M;)[[M;) | 14bb2693 ebdlcbd9 28c04dcd 13652941
MD4(MD4(M,)|[Ms) | 08372524 65baflea 841e560c fed946c4

Tabauna 6.

IIpomomkast 1ocJieJI0OBaTeIbHO IIPOIEcC IIPEMUKCHBIX CYIIEPIIO3UITHIT,
[OJIyY€HHBbIE HOBBIE XeI-3HAUCHUS OY/IyT CUIBHO OTJIUYATCH, B COOT-
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BETCTBUU C IpUCYIUM Xerl-hyHKIwn h(-) JaBuHOOOpasHBIM 3hHEKTOM.
JlaHHBI MeTOT MMEeeT HeJIOCTATOK JIUIIb B TOM, YTO CKOPOCTH BBIpa-
6OTKHU XeI-3HAUYeHUs OYJIET CHU2KATHCS B IIPOIIOPIUOHAIBLHOE TUCTIO Pa3.
ApxurekTypa MeToja Moc/e10BaTeIbHON TPeOUKCHON CYIepIO3uIInT He
[I0JIpAa3yMeBaeT pacliapajuie/IMBaHue, UTO JIEJAeT CXEMY MEHee IIPUBJIEKA-
TesbHOM. OHAKO, 3& CUET yBEJIUYIEHUs HMOPSIIKa XeI-(DYHKITHH KPHUIITO-
CTOWKOCTD CYIECTBEHHO MOBBITIAETCS.

Metoa KoHKaTeHaIunu

CyTb MeTO/1a KOHKATEeHAIINH 3aKJ09aeTCsl B KOHKATeHAIMN HECKOJIb-
kux xemr-3uHadennit B oguo: h(M) = hy(M)||he(M)]|...|he(M). Ipu
9TOM B POJi h; y9aCcTBYIOT Pa3jnvHbe Xell-(DyHKIUH, HAIPUMED MOXK-
HO IIOCTPOHTD XeNI-PYHKIHMIO cJieytomumM obpasom: h(M) = MD4(M)]|
MD5(M)||SHAL(M)||RIPEMD128(M)||HAVAL128(M ). Jdauubiit MeTos
He YBEJIMYNBACT KPUIITOCTONKOCTD Xelll-(DYHKINH, JIefiCTBUTEIHLHO, TOPSsi-
JIOK BBIIIEYIOMSHYTOM Xel-pyHKIn Oy/ieT paseH 128. Ilosromy ucnosib-
30BaHNe MeTO/1a KOHKATEHAIINN COMHUTEIbH0. OTMETHM, UTO JaHHBI Me-
TOJl BCE YK€ MOXKHO MCIIOJIB30BATDH JIIsl YJIYUIIEHUs] KPHUIITOJIOIHYECKUX
CBOICTB Xem-QyHKITHIA.

Metoa mnepecTaHOBOK

JLJ1st IOBBITIIEHUST KPUIITOCTORKOCTU Xenl-(byHKITUHN JTydIIie BCero mo/l-
XOJUT METOJ IEPECTAHOBOK. Xem-(PyHKIUS U3 9TOT0 METOJa CTPOUTHCS
COIJIACHO NIPAaBUILY:

h(M) = h(M)|[A(m1 (M))] . .. |7k (M)).

3nech 7, @ = 1,...,k — npousBosbHbIe ntepecTtanoBku Tekcra M Hampu-
Mep MOXKHO IPEJJIOKUTh KCIIO/Ib30BATh KACKAIHYIO CXEMY ITOCTPOCHUS
MeTojIa IepecTaHoBOK. llepBasi mepecTtaHOBKa TOJIyUYeHA HEPECTAHOBKOM
JIBYX TIOJIOBUHOK TEKCTa, BTOpas — IIEPECTAHOBKOW YETBEPTUHOK TEK-
cTa, TPeTbs — OIHOW BOCHBMOU TekcTa u T. 1. Ilosyuennoe xer-3HaveHus,
OyeT SBISATHCS Xen-(pyHKInell, Kak KOHKATEHAIWS XEeII-3HAYEHUN OJI-
HOHAIIPAaBJICHHON Xer-pyHKIuu. Jlanubiit MeTosn 3¢hHEeKTUBHO yBeININ-
BaeT KPUIITOCTOMKOCTD, 38 CYET CEPHE3HOI0 YBEJTUYCHUS XEII-3HAUCHUS.
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Tax>ke MeTos nepecTaHoBOK 3(P@PEKTUBEH TPOTUB TYHHEJIBHOIO 3¢ ek-
Ta, JIEJI0O B TOM, UTO IIOCJIE IEPECTAHOBKHU IOy YEHHBIN TEKCT OTJIUIAETCSI
OT WCXOJTHOTO He Ha TyHHEMbHBIH 3hderT AC, 9T0 TPUBOIUT K OTIMIUIO
XeI-3HavdeHuil MTaHHbIX TeKCTOB. JlaHHbIil MeTo1 MOYXKeT ObITh 3 ek TuB-
HO pacrapajlieJicH, YTO SBJISETCs CEePhE3HBIM IPEUMYIIECTBOM JIJIsl HC-
MOJIB30BAHUST €r0 Ha MAJOMOIIHBIX MUKpOIporieccopax. FKean B 3amade
CKOPOCTh HE SIBJISETCsI CEPbE3HBIM apryMEHTOM, TO MOXKHO UCIIOJIB30BaTh
YCUJICHIE METOJA TIEPECTAHOBOK CJICIYIOIIEro BU/IA:

h(M) = ... h(may(h(m1 (R(M)||M))[[ M) ...

Eciiz HeT BO3MOXKHOCTH U3MEHUTH AJITOPUTM BBIYUCJICHUA XCHI-SHAYCHU I,
TO IOCJIEJHAA CXEeMa YCUJIEHUA ABJIAETCA caMoit 3(1)(1)6KTI/IBHOI‘/JI.
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